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Network Intrusion Detection Systems (NIDS) have been studied in research for 
almost four decades. Yet, despite thousands of papers claiming scientific 
advances, a non-negligible number of recent works suggest that the findings of 
prior literature may be questionable. At the root of such a disagreement is the 
well-known challenge of obtaining data representative of areal-world network—
and, hence, usable for security assessments. 

We tackle such a challenge in this paper. We propose ConCap, a practical tool 
meant to facilitate experimental research on NIDS. Through ConCap, a 
researcher can set up an isolated and lightweight network environment and 
configure it to produce network-related data, such as packets or NetFlows, that 
are automatically labeled—hence ready for fine-grained experiments. ConCap is 
rooted on open-source software and is designed to foster experimental 
reproducibility across the scientific community by sharing just one configuration 
file. Through comprehensive experiments on 10 different network activities, 
further expanded via in-depth analyses of 21 variants of two specific activities 
and of 100 repetitions of four other ones, we empirically verify that ConCap 
produces network data resembling that of a real-world network. We also carry 
out experiments on well-known benchmark datasets as well as on a real “smart-
home” network, showing that, from a cyber-detection viewpoint, ConCap’s 
automatically-labeled NetFlows are functionally equivalent to those collected in 
other environments. Finally, we show that ConCap enables to safely reproduce 
sophisticated attack chains (e.g., to test/enhance existing NIDS). Altogether, 
ConCap is a solution to the “data problem” that is plaguing NIDS research.

Repository: https://github.com/idlab-discover/ConCap

We carry out an extensive experimental campaign, showing that:
• ConCap can be used to replicate prior research findings
• ConCap enables creation of ML-based NIDS from scratch. 
• ConCap can be used for assessments of NIDS against unseen attacks.

We also measure the operational requirements for running ConCap---
both on a commodity laptop, and on a Web cluster. In both cases, the 
startup time is less than 3 seconds. Containers require less than 2MiB 
of RAM for their execution, and the overall memory footprint of 
ConCap is below 40MB. The CPU utilization is always below 10%. 
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