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Network Intrusion Detection Systems

ML / AI / DL

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
4

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
5

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
6

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is

How can a researcher obtain network-related 
data for (ML-)NIDS experiments??
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Obtaining network-related data
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a. Real-world capture

b. Simulation

c. ‘Benchmark’ Datasets
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a. Real-world capture

b. Simulation

c. ‘Benchmark’ Datasets ☺
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Obtaining network-related data
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a. Real-world capture → availability?

b. Simulation → realism?

c. ‘Benchmark’ Datasets ☺
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There is a ‘data’ problem in 

(ML-)NIDS research.
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Obtaining network-related data
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a. Real-world capture

b. Simulation

c. Benchmark
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ConCap (Container Capture)
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30

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
31

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
32

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
33

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
34

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is

Operational requirements
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• Memory footprint: <40MB

• CPU-utilization: <10%

• Initialization time: <3s
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• ConCap is an open-source tool for network-traffic generation 

(https://github.com/idlab-discover/ConCap)

• Traffic generated by ConCap resembles that of a real-world 

network and can be used for ML-related experiments (due to 

automated and 100%-accurate NetFlow labeling)

• ConCap ‘unlocks’ the possibility to test new attacks in a safe 

and research-friendly environment
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