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Can you imagine an attack so subtle that 
you’d never realize you were targeted?



End-to-End AI-Driven Trading System
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Threat Model: Manipulated News Input
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ATS

News Vendor



Attack 1: Unicode Homoglyph Substitution
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Attack 2: Hidden-Text Injection
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Financial Impact
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~2 pp lower return

Single day attack



Financial Impact
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Single day attack

~4 pp lower return



Financial Impact
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Worst case: return decreased by 17.7 percentage points



Real-World Validation
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27 FinTech Practitioner Surveyed

• 25.9% use AI/LLMs now; 62.9% expect to 

become critical in finance in 3–5 years

• 59.3% rely on external data providers

• 88.9% view manipulated financial news as 

a realistic risk

Scraping libraries and trading 
platforms

• No default Unicode normalization

• No default hidden-text filtering

• Platform owners were notified



Takeaway
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Model-level performance can still look strong
System-level damage can still be real
One manipulated trade is enough

End-to-end system-level evaluation is needed
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Thank you!
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