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*...and the penalties are steep

@o@ Mﬁl]l]ﬁ@[m avg cost of a data breach




*At the f me of generated
data is exploding




CONTEXT

Example

Many legit client-to-client communications (Windows
I .. leai NetBIOS, Dropbox, Skype), and also server-to-server
client communications are legit communications (e.g., to DNS and storage servers)

Only client-to-server and server-to-

Many clients expose legitimate services (e.g., SSH
server), servers are often used as clients (e.g.,
through SSH or as proxies)

Clients and servers are easy to
distinguish by analyzing traffic

Low number of internal Many internal communications:
communications ~ 10M per day in a single department
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EVOLUTION OF
SECURITY ANALYTICS

1995-2000 (SEM) 2005-2014 (SIM)

2014+ Security Analytics

* Focus on network security

* Event filtering and basic
correlation

* Single layer inspection
* Log management and

* Reporting

* Information sources:
various log formats

* Advanced correlation

* Signature-based alerting

retention * Increasing devices:
* Events per second: >1000

<5000 * Events per second:
* Storage: Gigabytes >10000

* Storage: Terabytes

* Focus on threat detection
and response, breach
response slow,
dependent on security
analyst skills

* Manual breach response
* Limited scalability

* Feeds from applications,
databases, endpoints

* Threat detection

* Advanced analytics with
additional security
context

* User and network
behavior

* Heterogeneous data:
Netflow, threat
intelligence feeds,
multiple log sources

* Huge number of devices:
>5000

* Events per second:
>100000

* Storage: Petabytes

* Near real-time breach
response

Sophistication, volume, velocity, scalability, complexity
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STATE-OF-THE-ART
SECURITY ANALYTICS

Security Infrastructure
IDS/IPS, antivirus, proxy servers,
firewalls

Response
Data Lake s
T 2

rassoset og R 4N
5 4

Network Infrastructure
Routers, switches, databases, LDAP

Cloud Infrastructure & Apps
[AWS, Azure, Google Cloud, Audit logs

i\

Threat Intelligence Feeds
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EXAMPLES: QRADAR

IBM QRadar Security Intelligence v ot v !

Dashboard Offenses Log Activity ~Network Activity Assets Reports  Risks ilities Admin D User Analytics

Quick Insights o, Next Refresh: 00:45 C

Monitored Users Current High Risk Users Sense Events (Last Hour) Offenses Generated (Last Hour)

3.6k 3.5k 778.9k 606

System Score (Last Day) & Risk Category Breakdown (Last Hour) Recent Offenses

@ User Behavior " User Access
7.71M @ User Privilege User Geography

about 10 hours ago
User: dacuss

‘ Event Count: 270 Flow Count: 0 Magnitude: 5

Offe 3 about 11 hours ago
User: liq1-2394
Event Count: 201

Average System Risk Score

about 11 hours ago

15:30  18:00 - : 12:00 14:30 Event Count: 201 Flow Count: 0 Magnitude: 6/1

o about 11 hours ago

User: benitsp
Users with the highest risk score View all > Users with the most recent risk activity View all > Event Count: 185 Flow Count: 0 Magpnitude: 5

QDI +19620 @ C 7 about 11 hours ago
User: price1-5747

admin +3060 Event Count: 254 Flow Count: 0 Magnitude: 6.

aol 362344
admin 64146

jimmy 54980

V- " -
»—\ ’\
V- L
B easnc 54941 B weeaasnc +2980 ——
A ——
A _ h
ha 2.4

matt@google.com +2980

matt@google.com 54888 jimmy +2980 QoI 362.3k N\ @

UBA 23807 UBA +1330 jimmy 55k N ©

emservice 18380 svc_corpportal_adaut matt@google.com 549k N ©)
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EXAMPLES: SPLUNK

splunk

Security Posture Incident Review Enterprise Security

Security Posture

Overall Security Posture : Key Security Indicators

7 Edit

THREAT ACTIVITY AUTH. USERS CLOUD ACTIVITY

INFECTED SYSTEMS UNIQUE DESTINATIONS
Total Count Distinct Count

Emait Count

778 3 39k 2 78k Y 219 , 397k.2

Overall Notable Event Occurrence By Urgency Overall Notable Events Occurrence Trend

1000

Top Notable Events Occurrence Top Notable Event Occurrence by Host

rule_name &

scs sparidine & comelation_search_count ¢  securlty_domain_count & ¢
Monitor Web Traffic For Brand Abuse 10.91.36. 0
UEBA Threat Detected 10.11.36.18
Abnormally Migh Nusber of HTTP Methed Events 8y Src 10.1.21.183
Threat Activity Detected 10.19.41.200

= < Nolnvestigation is currently loaded. Please create (+) or load an existing one (=)
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EXAMPLES: APACHE SPOT ((

tiuspicious

Destination IP

exm 1000183 U

10137749 0@ Q

10137749 0@ EXTD Q

107068127 0@

Source IP: Dest IP:

- Select - - Select -
172.30.0.46 10.0.0.183
10.13.77.49 172.10.0.40
10.70.68.127 172.10.0.3
172.30.0.70 172.30.0.4
10.200.20.2 172.10.0.2
10.138.235.111 172.20.03
10.78.100.150 10.0.4.18
123.151.42.61 10.05.25
10.10.11.102 172.30.0.3
10.17.15.10 172,30.0.2
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BRIEF RECAP

Intrusion Detection System (IDS)

Host-based Network-based
Intrusion Detection System Intrusion Detection System
(HIDS) (NIDS)

Network-based
IDS System

Attacker
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BRIEF RECAP

Network Traffic — Full Packet Capture (PCAP)

File Edit Wiew Go Capture

Analyze

Source E Info
HJ.-‘_'ILIUII_UI.U!.EC: Olruduaoeds e wWIro ras Lo 100, L. 2097

ThomsonT_08:35: 4f Wistron_07:07:ee 192.168.1.254 1s at 00:90:d0:08:35: 4f

SESIIoS

.59321482

TELL 192, 100, L. 00

-931466
. 973408
.8976811
.Q7957E
Bop=ista]
. REOZ27E
. DBEVES
. DEE921
- 197484
197777
197811

192.168.1.68
192.168.1.254
192.168.1.68
86.102.9.99
192.168.1.68
192.168.1.68
192.168.1.68
192.168.1.68
B66.102.9.99
86.102.9.99
192.168.1.68

192.168.1.254
182.168.1.68
56.102.9.99
192.162.1.68
56.102.9.99
55.102.9.99
56.102.9.99
55.102.9.99
192.168.1.68
192.162.1.68
56.102.9.99

Standard query A www.google.com
Standard query response CNAME www.l.google.com A 66.102.9.99
62216 > http [SYMN] Seq=0D Win=8192 Len=0 MSS=1460 WS=2

http = 62216 [SYM, ACK] Seq=0 Ack=1 Win=5720 Len=0 MSS=1430 |
52216 = http [ACK] Seg=1 aAck=1 Win=55780 Len=0

GET /complete/search?hl=en&client=suggest&]

62216 = http
52218 = http
http = 62216
http = 62216
62216 > http

[FIN,
[sym]
[ack]
[FIN,
[ack]

=trueig=m&cp=1 H

ACK] Seq=805 Ack=1 Win=65780 Len=0
Seqg=0 Win=8192 Len=0 MSS=1460 WS=2
Seg=1 Ack=805 Win=7360 Len=0

ACK] Seq=1 Ac

06 Win=7360 Len=0

Seq=806 Ack=2 Win=65780 Len=0

31T 6 [ W = T s T e ] 1OT 1e0 1 S0 ttm - 59310 [own Al Conm—m Aelr—1 W m SO0 | am—m Moe—1 Ao LT
Frame 1 (42 bytes on wire, 42 bytes captured)
Ethernet II, Src: VWmware_38:eb:0e (00:0c:29:38:eb:0e), Dst:

Address Resolution Protocol (request)

Broadcast (ff:ff:ff:ff:ff:Ff)

etho

Profile: Default

44— 32 hits
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BRIEF RECAP

Network Traffic — Network Flow (NetFlow)

Ne

Header

Payload

Header

Payload

Header

Payload

Header

Payload

ING. GIOVANNI APRUZZESE

Pcap

Source IP address
Destination IP address
IP protocol

Source port

Destination port

IP Type of Service (ToS)

Payload

Payload

Payload

Payload

Packet
Headers

Header

Header

Header

twork flow: sequence of packets that share:

NetFlow

14




ING. GIOVANNI APRUZZESE







\|* MAN-IN-THE-MIDDLE
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\ MAN-IN-THE-MIDDLE

through ARP Spoofing

Step-by-step

Client Attacker
IP: 192 168.0.2 IP: 192 168.0.33 : A68.01
MAC: B8 ] MAC CB-1F-5F-80-2C MALC: 2-57-B9-EE-CB

ARP: who-ha

DST: FFFF-FFFFFFFF YST FF-FF-FF-FF-FF-FF
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Check
Packetsl!
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MAN-IN-THE-MIDDLE

through ARP Spoofing

Intuition: all packets are doubled!

L IWER L] [ Enl] - 1 ..: :- o0 18:00
1 6-Deer

Time

HOWEVER!

To avoid false positives that correspond to an increased network activity, we need

to check in the ARP logs if the the IPs of Server and Client have been associated

to a new MAC (possibly corresponding to the attacker)

ING. GIOVANNI APRUZZESE
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RECONNAISSANCE (

through horizontal port-scanning
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RECONNAISSANCE

through horizontal port-scanning

Intuition: the average duration of the scanner-host’s connections
decreases, while the number of flows and contacted hosts increase.

11.00 - 0 14:00

11:0 l:l) . 12:00 13:00 14:00
Time

ING. GIOVANNI APRUZZESE
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\ LATERAL MOVEMENT

through Pivoting

1 Attackers want to control hosts with
higher privileges or more valuable data.

Pivoting: any action in which a command propagation tunnel is created
among three or more hosts

NB: Pivoting activities are not necessarily malicious.
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LATERAL MOVEMENT <

through Pivoting

Pivoting example

--IIIIIIIIIIIIII.'
*

LAN 2

,‘-IIIIIIIIIIIIII..

; LAN 3

Terminal host
@

Execure

aftacker

action

Pivoter 2

Target host

*
‘Illllllllllllll-‘

. Attacker

‘.IIIIIIIIIIIIIIIIIIIIIllllllllll‘.

Intuition: pivoting activities can be modelled through Flow-sequences

Flow-sequence
Ordered set of flows where consecutive flows are:
e Chronologically ordered
* Separated by at most £,,4, time units
* Adjacent
*  Not cyclical
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\. LATERAL MOVEMENT

through Pivoting

t+E,+E, t+E€,+E,+E,

Fﬁl—ﬂﬁ—»ﬁg—»@—zﬂﬁ
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\ LATERAL MOVEMENT

through Pivoting

/1 ®* Reminder: pivoting activities are not necessarily malicious

O ®* Need to discriminate between “benign” and “malicious” pivoting

Intuition: Rank the detected pivoting activities on the basis of

threatening characteristics displayed

® Characteristics that can be considered:
®* Novelty of the pivoting activity
® Prior-reconnaissances

* Usage of uncommon Ports
® LANs involved

®* Anomalous Data Transfers
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7402371065642

W 627 COE2074686520261736B601428.1 6081

010062 68AF93010808B4F201774:C7:¢ 0BBXCI DS AR &
F00F00AFFA33C08E00: 2Asl: /D01 1a56AF:: AT i

36852756801 1 0a2 €33
1F 1 02 (736852 :
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MACHINE LEARNING &
CYBERSECURITY

==RTINET
FortiGuard Artificial Intelligence (Al) Delivers Proactive Threat
Detection at Machine Speed and Scale

Machine learning moves to the front lines of

Machine Learning: New Frontiers in Advanced Threat : .
defense against an expanding threat surface.

Detection
‘ MACHINE LEARNING HELPS US FIND
NEWATTACKS [F-Secure

Sophos Adds Advanced Machine L&arning to Its!
1 Next-Generation Endpoint Protection Portfolio

Machine learning in Kaspersky Endpoint Security 10 for Windows

e truth is Trend Micro has been using machine learning since 2005.

MACHINE LEARNING PREVENTS PRIVILEGE ATTACKS AT THE
ENDPOINT

CYBERARK'

Rapid7 Attacker Behavior Analytics Brings Together
Machine Learning and Human Security Expertise
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O Hidden Markov
Model
Logistic
Regression Random
Forest
Support Vector .
ﬁ Machines INGiIve
Bayes
Supervised

Recurrent
Deep Neural Network

ING. GIOVANNI APRUZZESE

Shallow Neural
Networks

K-Nearest
Neighbor

Fully-connected
Feedforward
Deep Neural Network

Convolutional
Feedforward
Deep Neural Network

\., MACHINE LEARNING & ./

CYBERSECURITY

Shallow

Clustering

Association

Unsupervised

Stacked
Autoencoders

Deep Belief
Networks

Deep

29




| \., MACHINE LEARNING & .|

CYBERSECURITY
1

Model training
O * Where and how to find high quality and labeled training dataset?

Model deployment

* |s a pre-trained model applicable to my environment?
Model evaluation and selection

* How to compare different ML approaches?

Evolution over time (concept drift)

* How frequently should the model be re-trained?

0 Explainability
* Results are not explainable (yet)

False positives and false negatives

* 1% false positive rate in large organization = thousands of daily false alarms

Adversarial attacks
* More on this later...

ING. GIOVANNI APRUZZESE 30




* l\ MACHINE LEARNING & ./
1\) CYBERSECURITY (

O lachine Learninr
PEEEN Security alerts

Security operators
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\, MACHINE LEARNING & ./
CYBERSECURITY (

Human-

developed
heuristics

qu flltermfg Rule-based
and aggregation correlation engines
loC from Threat _ Securlty
Intelligence alerts

Signature-based
detection engine
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| \., MACHINE LEARNING & .|
CYBERSECURITY (

1 Use-case:
Identifying malicious hosts involved in
O periodic communications

The defense of large information systems is still based on Network

Intrusion Detection Systems (NIDS)

l NIDS are cUrreniASEEEES. 1. Incapability of detecting all attacks
two major issves: 2. Excessive amount of info generated

Necessity to support . !onase !n'ormqhon

* Knowledge of ongoing novel attack
variants

the security analyst with:
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* l\ MACHINE LEARNING & ./
1\@ CYBERSECURITY (

O Our focus [ External hosts performing beaconing activities J

\ Intuition: Periodic activities tend to be more malicious

Goadl [ Graylist of external hosts with high likelihood of maliciousness ]
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\., MACHINE LEARNING & ./
CYBERSECURITY
JAS

Novel malware variants are likely to evade detection...

...but some features of malware behavior persist and are shared even by novel variants

External hosts behaving similarly to a known malicious external host are likely to
dlso be malicious

USE ONE TO FIND MANY:

e Generate clusters of similar communications

Network communications

[ < Mclicious hc it
T e
[V oma-Tgas |

B,

e Use NIDS alerts to find malicious external hosts

* Label as suspicious all clusters containing
malicious external hosts

* Build graylist with external hosts belonging
to suspicious clusters
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\, MACHINE LEARNING & ./
CYBERSECURITY

1 Results for 7 days of traffic inspection in a large organization
/
O External Ex}:emal hnsts Extern'al Malicious hosts in | Malicious hosts detected
Day hosts with periodic hosts in ravlist by NIDS
behavior graylist gray
19 (14.96%)
17 (18,89%)
1 6 (8,57%) 3 (4,29%)

3 (9,68%) 3 (9,68%)

17 (14,17%) 4(3,33%)

7 (5,58%) 3 (2,52%)

15 (13,04%) 4 (3,48%)

Much more manageable!
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If you were an atta

schemes?
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QUESTION

If you were an attacker, what would you do against these detection
schemes?

N 2
MAN-IN-THE-MIDDLE

N /
RECONNAISSANCE

through fhorizontal port-scanning

to suspicious clusters

) through ARP Spoofing v )|
| Infuiﬁon: Q" pqckefs are doubled! | Intuition: the average duration of the scanner-host's connections
decreases, while the number of flows and contacted hosts increase.
Chack in_pkts
Packets!
N
) ‘
out_pkts N
To avoid false positives that correspond to an increased network activity, we need
to check in the ARP logs if the the IPs of Server and Client have been associated
to a new MAC (possibly corresponding to the ker)
— 19 . 21
CYBERSECURITY T
0 é * Reminder: pivoting activities are not necessarily malicious =
U
L] Novel malware variants are likely to evade detection... ( * Need to discriminate between “benign” and "malicious” pivoting
...but some features of malware behavior persist and are shared even by novel variants
External hosts behaving similarly to a known malicious external host are likely to Intuition: Ro";‘k the de'm:d pivoting a:iviflies °: the basis of
5 reatening characteristics displaye
also be malicious \
N
/"USE ONE TO FIND MANY: e ¢ Characteristics that can be considered:
* Generate clusters of similar communications * Novelty of the pivoting activity
* Use NIDS alerts to find malicious external hosts o ol 3
s, Melidguabesl, * Prior-reconnaissances
* Label as suspicious all clusters containing @ e ed b 08
malicious external hosts * Usage of uncommon Ports
* Build graylist with external hosts belonging @ * LANSs involved

* Anomalous Data Transfers
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