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Every day, our inboxes are flooded with unsolicited emails, ranging between 
annoying spam to more subtle phishing scams. Unfortunately, despite abundant 
prior efforts proposing solutions achieving near-perfect accuracy, the reality is 
that countering malicious emails still remains an unsolved dilemma.

This “open problem” paper carries out a critical assessment of scientific works 
in the context of phishing email detection. First, we focus on the benchmark 
datasets that have been used to assess the methods proposed in research. We 
find that most prior work relied on datasets containing emails that—we argue—
are not representative of current trends, and mostly encompass the English 
language. Based on this finding, we then re-implement and re-assess a variety 
of detection methods reliant on machine learning (ML), including large-
language models (LLM), and release all of our codebase—an (unfortunately) 
uncommon practice in related research. We show that most such methods 
achieve near-perfect performance when trained and tested on the same 
dataset—a result which intrinsically hinders development (how can future 
research outperform methods that are already near perfect?). To foster the 
creation of “more challenging benchmarks” that reflect current phishing trends, 
we propose E-PhishGEN, an LLM-based (and privacy-savvy) framework to 
generate novel phishing-email datasets. We use our E-PhishGEN to create E-
PhishLLM, a novel phishing-email detection dataset containing 16616 emails in 
three languages. We use E-PhishLLM to test the detectors we considered, 
showing a much lower performance than that achieved on existing 
benchmarks—indicating a larger room for improvement. We also validate the 
quality of E-PhishLLM with a user study (n=30). To sum up, we show that 
phishing email detection is still an open problem—and provide the means to 
tackle such a problem by future research.

Abstract

We answer RQ1 via a literature review across 562 papers retrieved from top-tier 
conferences (WWW, S&P/EuroS&P, USENIX SEC, ACSAC, NDSS, CCS, AsiaCCS, IMC, 
CHI, WDSM) between 2014—2024 and complemented with Google-Scholar searches

Ancillary Findings: 
• No clear naming for datasets, 
• Usage of datasets that mix spam with phishing emails, 
• Other (rarely used) datasets are continuously mutating, or are not available 

anymore, or are not open source.

RQ1: what benchmark datasets are used in related literature to 
assess previously -proposed phishing email detectors?

RQ2: what performance do existing detectors achieve on some 
previously -used benchmark datasets for phishing email detection?

We take 8 existing datasets (CEAS, TREC, Chataut, SpamAssassin, and two variants of 
Enron and LingSpam) and use them to re-assess existing ML-based phishing email 
detectors, spanning across 5 ML models (i.e., RF, LR, NB, SVM, MLP) using TF-IDF 
features, a feature-agnostic BERT-based model (DistilBERT) fine-tuned on these 
datasets, and two commercial LLMs (Gemini-2.0 flash and GPT-4o-mini) in a zero-
shot fashion. We assess the performance in a “same-dataset” setting, as well as in a 
“cross-dataset” setup, and even in a “all-vs-one” scenario in which a model is trained 
on all datasets but one, and tested on the remaining one. This required us to put all 
datasets in a common format. We release our entire implementation in our GitHub.

RQ3: what is a way to overcome the shortcomings of existing datasets, 
without raising privacy concerns? ➔ E -PhishGEN  & E -PhishLLM

RQ4: what performance do previous methods achieve on E -PhishLLM ?

RQ5: does E -PhishLLM  contain phishing emails of a higher quality than 
those included in some previously -proposed phishing email datasets?

We carry out a user study via an online questionnaire. We received 30 responses, of 
which only 16% consider themselves as “beginners” from a viewpoint of IT expertise. 
Participants were roughly split between 18—25 and 26—40 years of age. The 
questionnaire included 20 emails, 5 from E-PhishLLM and 5 from SpamAssassin, 
Nazario, and Enron. Participants had to answer one question for each email: “How 
would your rate the overall phishing quality of this email?” (Answer in a 1—5 Likert 
Scale). The average score for E-PhishLLM was 3.41, whereas the others all scores 
significantly (p<.05) lower (Nazario=2.65, SpamAssassin=1.57, Enron=1.45).

Repository: https://github.com/pajola/e-phishGen
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