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TWO (2)
Takeaways




First:

Phishing Email Detection
is (still) an Open Problem
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First:

Phishing Email Detection
is (still) an Open Problem,
especially in Research
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Phishing Emails in the Real World

Threat landscape by the numbers

68%* 80-95% $4.88 million 4,151%

Increase in phishing
attacks since ChatGPT
in November 2022

Breaches contain the Of cyber-attacks Avg. cost of a
human element begin with a phish phishing breach

Comcast Business IBM/Ponemon Cost of a SlashNext State of

IR . S
Verizon DB Cybersecurity Threat Report Data Breach Report Phishing Report

DBIR: *2024 would have been 74%, not 68%, using previous criteria

https://hoxhunt.com/quide/phishing-trends-report
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Threat landscape by the numbers

68%* 80-95% $4.88 million

Breaches contain the Of cyber-attacks Avg. cost of a
human element begin with a phish phishing breach

Phishing

Undetermined

PhIShlng Was the Valid accounts
[ I Exploitation of public facing application
top infection vector ploitation of p g applicat
in QT

https://blog.talosintelligence.com/ir-trends-q1-2025/
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Increase in phishing
attacks since ChatGPT
in November 2022
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Phishing Emails in the Real World

Results of Successful Phishing Attacks

Threat lands

Loss of data / intellectual property Advanced persistent threat
68%* 33% 21%
Ransomware infection * Direct financial loss **
32%
43%
Breaches conta
QU TEREEIENE Breach of customer / client data Financial penalty ***
29% 22%
44% 9%
Credential / account compromise Other malware infection(s)
27% 22%
36% 28%
Reputational damage Zero-day exploit
27% 20%
- - 18% 20%
Phishing
t . f t Widespread network outage / downtime I'm not sure
[
0 p In e_c | 25% 0%
N | 26% B 2%
* malware was delivered via email B 2023 B 2022

** wire transfer or invoice fraud
*** regulatory fine

https://www.proofpoint.com/us/resources/threat-reports/state-of-phish 7
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Phishing Emails in Research
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Phishing Emails in Research

processing (NLP) techniques. The proposed deep learning model was trained and tested using the
dataset, and it was found that it can achieve high accuracy in detecting email phishing compared to
other state-of-the-art research, where the best performance was seen when using BERT and LSTM
with an accuracy of 99.61%. The results demonstrate the potential of deep learning for improving
email phishing detection and protecting against this pervasive threat.
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Phishing Emails in Research

processing (NLP) techniques. The proposed deep learning model was trained and tested using the
dataset, and it was found that it can achieve high accuracy in detecting email phishing compared to
other state-of-the-art research, where the best performance was seen when using BERT and LSTM
with an accuracy of 99.61%. The results demonstrate the potential of deep learning for improving
email phishing detection and protecting against this pervasive threat.

Experimental tests verified that the classifier was effective in detecting phishing emails
using body text among the existing detection methods, and it took short time and

produced a hifhEWuliEW Ao @y and a low false-positive rate of 0.015.
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Phishing Emails in Research

processing (NLP) techniques. The proposed deep learning model was trained and tested using the
dataset, and it was found that it can achieve high accuracy in detecting email phishing compared to
other state-of-the-art research, where the best performance was seen when using BERT and LSTM
with an accuracy of 99.61%. The results demonstrate the potential of deep learning for improving

email phishing detection and protecting against this pervasive threat.

Experimental tests verified that the classifier was effective in detecting phishing emails
using body text among the existing detection methods, and it took short time and

produced a hifhEWuliEW Ao @y and a low false-positive rate of 0.015.

the proposed architecture employs models like Artificial Neural Networks (ANN),
Recurrent Neural Networks (RNN), and Convolutional Neural Networks (CNN).
Experimental evaluation demonstrates the approach’s remarkable sl cla'A =118
precision, and F1-score, achieving 99.51%, 99.68%, 99.5%, and 99.52%, respectively Jil&s
signifies its high efficacy in detecting and classifying malicious emails with minimal
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Phishing Emails in Research
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On what data are (ML-
based) phishing email
detectors evaluated?
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You have been specially selected to qualify for the following;

Premium Vacation Package and Pentium PC Giveaway

To review the details, please click on the link below using the confirmation number:
http://www.1chn.net/wintrip

Confirmation Number: Lh340

Please confirm your entry within 24 hours of receiving this confirmation.
Wishing you a fun-filled vacation!

If you have any additional questions or cannot connect to the site, do not hesitate to contact
me:

vacation@btamail.net.cn

Email 1. An email in the popular dataset SpamAssassin [39] (from 2005).
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Premium Vacation Package and Pentium PC Giveaway
To review the details, please click on the link below using the confirmation number:
http://www.1chn.net/wintrip

Confirmation Number: Lh340

Please confirm your entry within 24 hours of receiving this confirmation.
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If you have any additional questions or cannot connect to the site, do not hesitate to contact
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vacation@btamail.net.cn

Email 1. An email in the popular dataset SpamAssassin [39] (from 2005).
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A shortlist of (arguably old) datasets

SpamAssassin, Enron, TREC,
LingSpam, CEAS, Nazario*,
SpamBase, NigerianFraud
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A shortlist of (arguably old) datasets

SpamAssassin, Enron, TREC,
LingSpam, CEAS, Nazario*,
SpamBase, NigerianFraud

All containing real-world emails...

but mostly (*) from before 2010!
] JEete
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Second:

We (try to) “unlock”
research in Phishing
Email Detection
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E-PhishGen: an email-generation framework

<company>
- > and
<employee>
Module 1 Module 2 |
Module 2- ham emails Module 2- phishing emails
~ Generate X companies Generate ham email Generate phishing
-- based in -~ scenario given email scenario given
. & <company> and <company> and
)I T <employee> <employee>
[ —
— 3
r | g7 BT 7 .
| List of X companies based in | ’ P I ishi i | e
I ' | \RI) Ham emails characteristics § A1 Y | il ) | \'HI \
| 1 \” -y ) I characteristics I - "
________ -
L |/ l\___\
™ 4
¢ . .
Generate ham email Gener.?t? phls:mg
~ given the characteristics emarrgiven the
) Generate Y employees and the profiles characteristics and the
h & given <company> == P profiles
[ ] T
| 4’:___,
/——/ _____________
—
R S G | e s
I List of Y employees given | \'HI\ Ham email \‘HI" { Phishing email I \HI"
| <company> I -_) =4 i | -
| ___________________ e e e e e e e e
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E-PhishLLM: dataset of 16k LLM-written emails

Dear Marco, | hope this message finds you well. We need to schedule a video call to discuss some
adjustments and potential delays in the supply chain affecting our current project components.
Could you please inform me of your availability this week? Looking forward to hearing from

you. Best regards, Tom]Johnson

Email 2. Nllustrative example of a benign email in E-PhishLLM.

Ciao Marco, Ti scrivo per conto del tuo manager per richiedere un’urgenteverifica delle tue
credenziali aziendali. E molto importante che tuproceda al controllo immediato della correttezza
delle informazioni d’accesso personali. Si prega di seguire il link di verifica di seguito e aggiornare
qualsiasi informazione necessaria quanto prima:«link» Grazieperla tua collaborazione. Cordiali

saluti, Federica Rossi Responsabile IT Fabbri Tech Automazione

Email 3. [llustrative example of a malicious email in E-PhishLLM.
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We re-assess prior methods on “old” datasets
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Fig. 2: LLM performance (Experiment-3). 21
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We test prior methods on E-PhishLLM

-1.0
LR ME MLP RF sV DB

TN 0.55 0.45 046 O 0071 0.5 1.0
oGEIIEIE 0.71 0.69 0.69 0.7 0.69 0.69
(b) Experiment-2 (all-vs-one). English-only.

DIGHEYE 0.57 0.61 0.65 0.64 0.52 0.64

Sl BN 0.55 0.63 0.57 0.64 0.49 0.6
WLLENE 069 0.19 0.27 00F3 0.24 0.19
WLLER 069 0.32 0.3 001 0.28 0.31
SHEIGLECEESLE 0,68 0.55 0.59 0.63 0.4 0.62
IS 0.6 0.62 0.57 0.63 0.29 0.62

ol
o

Fl Score

=
=

o
P

0.0

DE LR MLP NE RF 5VM

(a) Experiment-1 (cross-Evaluation) English-only emails.

gemini-2.0-flash
gpt-da-mini
claude-3.5-haiku
gpt-4.1-mini
gpt-4.1-nano
gemini-2.5-flash
gpt-4.1
chatgpt-4o
deepseek-chat
mistral-small
gpt-3.5-turbo
gemini-1.5-pro
mistral-medium
mistral-large
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{c) Experiment-3 (LLMs). English only emails. 22
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