
The Impact of Emerging Phishing Threats:
Assessing Quishing and LLM-generated Phishing 

Emails Against Organizations

Marie Weinz, Luca Allodi, Nicola Zannone, Giovanni Apruzzese

ACM Asia Conference on Computer and Communications Security

Hanoi – August 29th, 2025



2

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

LLM-generated Phishing Emails

mailto:giovanni.apruzzese@uni.li


3

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

LLM-generated Phishing Emails

mailto:giovanni.apruzzese@uni.li


4

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

LLM-generated Phishing Emails

mailto:giovanni.apruzzese@uni.li


Quishing?



6

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Quishing Emails are popular nowadays

mailto:giovanni.apruzzese@uni.li


7

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Quishing Emails are popular nowadays

mailto:giovanni.apruzzese@uni.li


8

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Quishing Emails are popular nowadays

mailto:giovanni.apruzzese@uni.li


9

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Why are Quishing emails problematic?

mailto:giovanni.apruzzese@uni.li


10

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

→ Because Quishing emails bypass phishing filters

Why are Quishing emails problematic?

mailto:giovanni.apruzzese@uni.li


11

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

→ Because Quishing emails bypass phishing filters

…and we tested this!
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Quishing emails bypass phishing filters…

…but how effective are quishing emails against 
employees (i.e., humans)???

Are Quishing emails truly problematic?
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Cross-organizational study across 3 companies

RQ1: Are Quishing emails more (or less) effective at deceiving 
end users than traditional button-based “click-through” emails?
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Cross-organizational study across 3 companies

RQ1: Are Quishing emails more (or less) effective at deceiving 
end users than traditional button-based “click-through” emails?

RQ2: What are the effects of LLM-generated and OSINT-based 
phishing emails against modern organizations’ employees?
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(RQ1: Quishing vs Phishing email)
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How does a user “scan” a QR code?
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(RQ1: Quishing vs Phishing email) Reflection

How does a user “scan” a QR code?

→We hypothesize that Quishing emails are less
effective than traditional click-through emails 
(because QR codes are cumbersome to “scan”)
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(RQ1: Quishing vs Phishing email) Results
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One last word about Quishing emails

Different device! (potentially

in a less-secure network)
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Conclusions

o Cross-organizational study across 3 diverse companies

o Sent over 70k emails across 3 phishing simulations

o There is no statistically significant difference between using QR codes and click-
through buttons for luring users to phishing webpages

o Combining LLMs and OSINT is a cheap (and, we argue, effective) way of 
conveying phishing emails
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