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Example: PortScan

Host Space (Commands)
N

$ nmap -T4 -A 192.168.188.0/24

Starting Nmap 7.60

Nmap scan report for

Host is up (0.00024s latency)

Not shown: 994 closed ports

PORT STATE SERVICE VERSION

22/tcp  open ssh OpenSSH
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Example: PortScan

Host Space (Commands)

file Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR @ BMERE QeDEF I QAQQFE
R opiy » Gty =

$ nmap -T4 -A 192.168.188.0/24

Starting Nmap 7.60

Nmap scan report for

Host is up (0.00024s latency)

Not shown: 994 closed ports

PORT STATE SERVICE VERSION
22/tcp  open ssh OpenSSH

+ FEARS 20 N RyYAR S IC IS4 BTES) N IERS SRS (4K RICH) OF SESTACE S
» Ethernet IT, Src: IntelCor ! D 1EY_37:cf:e7 (co:ddica:3z:clieT)
» Internet Protoc: 92 65

Sequonce nuwber: 8 (relative sequence nunbor)
[Wext sequence number: B  (relative sequence number)]
Acknowledgnent nunber: B

6116 ... = Header Length: 24 bytes (6)

»
Window size value: 1624

2 N

A
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Example: PortScan &

Host Space (Commands) : : NetFlow Space (traffic metadata)
1 1
: : |(srclP, dstIP, srcPort, dstPort, protocol) lschytesldslBytesl srcPkts Idsths | 4l | |
I:‘IJI> e 192.168.188.11, 192.168.188.65, 60251, 9900, TCP| 650 513 8 T ¥ |
: X , 19216818811, 192.168.188.72, 45088, 22, TCP 321 451 6 9 1=
$ nmap -T4 -A 192.168.188.0/24 3 ‘ ' o] T il 7 ) 1
1 s 1
Starting Nmap 7.60 1 = 1
Nmap scan report for ' !
Host is up (0.00024s latency) : :
Not shown: 994 closed ports 1 f
PORT STATE SERVICE VERSION 1 1
22/tcp  open ssh OpenSSH 1 1
1 1
1 1
1 1
1 1
1 64 bits) on Interface o 1
VastelEl_32:cf:e7 (cc:dd:ci:32:cf:e?)
1 65 1
1 ‘Sout 1
1 [Strom noec Bi4) [
! ey umber 00 . [rel s S oonber) 1
1 [Next sequence number: b (relative sequence number)] f
Acknowledgnent nunber :
! . = Header Length: 24 bytes (6) 1
1 “e2e 1
1 rles !
! " 7 M € !
1 N 1
- A :
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Example: PortScan &

- - |
Host Space (Commands) : : NetFlow Space (traffic metadata) =
1 1
: le Edt View Go Capture Analyze Statistcs Telephony Mieless Tools Help : |(srclP, dstlP, srcPort, dstPort, protocol) lschyteslds!Bytesl srcPkts | dsthsl Al | |
miem & = g5 Q=
|:|U> 4 E®B R 2= K_aad 5 192.168.188.11, 192.168.188.65, 60251, 9900, TCP| 650 513 8 7 Jud]
Vo doplay = <) Expression... +
: . Time Protocol_Lengtt nfo , 19216818811, 192.168.188.72, 45088, 22, TCP 321 451 6 9 | BH |
$ nmap -T4 -A 192.168.188.0/24 : ;. : 1 T il i ) ]
Starting Nmap 7.60 1 = 1
Nmap scan report for ' !
Host is up (0.00024s latency) : : """""""""""""""""""
Not shown: 994 closed ports 1 f
PORT STATE SERVICE VERSION 1 1
22tcp  open  ssh OpenSSH : : (7 ML-based
1 1
. ; ) NIDS
: » Frame 2070: SB bytes on wire (464 bit: 58 byfes tured (484 bits) on interface O :
' : E::::::: l"l;(i;:l 6:::15: ac:26 ( -09:56:ac:. Dst - 151_37:57‘-7 (ccidiicii32:cfel) 1
1 T g 1
1 [Strom noec Bi4) 1
' T ' ML model
1 kh:x( soquence mmger' : (relative sequence number)] 1
' 116 . o = Header Langth: 26 bytes () '
1 1
! Bx12a5 [unverifiec 1
' e dS e el o7 | B 2 N F ! 2 =
' B ey a8 it ! \ Benign ‘ | Malicious |
1 4 08 12 a5 63 69 62 84 1
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2

Real attackers perform actions leading to changes in
the network data generated by their controlled hosts.

Takeaway
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2

Real attackers perform actions leading to changes in
the network data generated by their controlled hosts.

Takeaway

From an adversarial ML viewpoint, this can be
simulated through “host-space perturbations” (HsP),
which require operating at the host level—and not on
the data that, despite having been generated by such
ahost, was captured by an appliance outside the
attacker’s control.
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2

Threat Model

Given an attacker having a goal G, which
they pursue by using their knowledge X
and capabilities C on the targeted system
to devise a certain strategy S.

To realise a valid HsP, the following must

be met;

Giovanni Apruzzese
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Threat Model — Goal #

The overarching goal Is the same as In
the original threat model (i.e., G), but it
must also include evasion of an (ML-

based) NIDS.

13
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2

original threat model (i.e., X), but it must

Threat Model — Knowledge

The knowledge Is identical to that of the

be assumed that the attacker expects
that the ML-NIDS would detect the

14
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Threat Model — Capabilities #

The capabilities must not change w.r.t. C:
the attacker cannot be assumed to, e.g.,
control more hosts, or have more

privileges on their already controlled
hosts. \0g®

WAS%r . X
0T oct
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Threat Model — Strategy #

The strategy must change w.r.t. S, and Is
still dictated by the assumed K and C,
and must only include operations that
involve the attacker’s controlled hosts.
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Research Question 1

“Has prior work on the robustness of ML-NIDS considered
perturbations involving launching different commandson the
attacker-controlled host (i.e., HsP)?”

2
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2

“Has prior work on the robustness of ML-NIDS considered
perturbations involving launching different commandson the
attacker-controlled host (i.e., HsP)?”

Research Question 1

« Method: systematic literature review (n=316)
* Findings: no paper allows us to answer “yes” to RQ1
« Notable mentions: [32] and [18]

[32]: Catillo, Marta, et al. "Towards realistic problem-space adversarial attacks against machine learning in network intrusion detection." Proceedings of the 19th

International Conference on Availability, Reliability and Security. 2024.
[18]: Apruzzese, Giovanni, Aurore Fass, and Fabio Pierazzi. "When adversarial perturbations meet concept drift: an exploratory analysis on ml-nids." Proceedings of

the 2024 Workshop on Artificial Intelligence and Security. 2024. Giovanni Apruzzese
18 giovannia@ru.is


mailto:giovannia@ru.is

2

Research Question 1

“Has prior work on the robustness of ML-NIDS considered
perturbations involving launching different commandson the
attacker-controlled host (i.e., HsP)?”

« Method: systematic literature review (n=316)
* Findings: no paper allows us to answer “yes” to RQ1 .
- Notable mentions: [32] and [18] cxudying 1 Cigns on

[32]: Catillo, Marta, et al. "Towards realistic problem-space adversarial attacks against machine learning in network intrusion detection." Proceedings of the 19th
International Conference on Availability, Reliability and Security. 2024.
[18]: Apruzzese, Giovanni, Aurore Fass, and Fabio Pierazzi. "When adversarial perturbations meet concept drift: an exploratory analysis on ml-nids." Proceedings of

the 2024 Workshop on Artificial Intelligence and Security. 2024. Giovanni Apruzzese
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Research Question 2

“What are some effects that HsP
can have on existing ML-NIDS?”



mailto:giovannia@ru.is

2

Research Question 2

“What are some effects that HsP
can have on existing ML-NIDS?”

Method: experiments on benchmark datasets, and on a real-world network
Attacker’s Goal: SSH-bruteforcing, particularly by using ssh-patator [5]
ML-NIDS: trained on ssh-patator --persistent=1 (or --persistent=0)

« Attacker’s Strategy (HsP): ssh-patator --persistent=0 (or --persistent=1)

21 Giovanni Apruzzese
[5]: https://github.com/lanjelot/patator giovannia@ru.is
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Research Question 2

2

“What are some effects that HsP
can have on existing ML-NIDS?”

Method: experiments on benchmark datasets, and on a real-world network
Attacker’s Goal: SSH-bruteforcing, particularly by using ssh-patator [5]
 ML-NIDS: trained on ssh-patator --persistent=1 (or --persistent=0)

« Attacker’s Strategy (HsP): ssh-patator --persistent=0 (or --persistent=1)

Dataset | CICIDS17 CICIDS18 Train Set Benign + P=1 | Benign + P=0
Train Set Benign + P=1 ‘ Benign + all malicious Benign + P=1 Test Set
Test Set

o DT

RF RF

XGB XGB

SVM SVM

DNN DNN

Benchmarks Real World Giovanni Apruzzese
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Research Question 2

“What are some effects that HsP
can have on existing ML-NIDS?”

« Method: experiments on benchmark datasets, and on a real-world network
« Attacker’'s Goal: SSH-bruteforcing, particularly by using ssh-patator [5]
 ML-NIDS: trained on ssh-patator --persistent=1 (or --persistent=0)

« Attacker’s Strategy (HsP): ssh-patator --persistent=0 (or --persistent=1)

Dataset CICIDS17 | CICIDS18 Train Set Benign + P=1 Benign + P=0
Train Set Benign + P=1 Benign + all malicious Benign + P=1 Test Set Benign P=1 I Benign P=0
Test Set | Benign P=1 Benign (all) Benign  P=1
DT 0.001  0.997 0.001  >0.999 0.000  1.000 bT <0.001 1.000 <0.0011.000
<. . <0 >0, . .
RF 0.000 0.998 <0.001 >0.999 0.000 1.000 RF 0.000  1.000 0.000 1.000
XGB | <0001 0998 <0.001  >0.999 0.000  1.000 XGB 0.000  >0.999 <0.001  1.000
SVM <0.001  0.993 <0.001  0.997 0.000  1.000 SVM 0.000  1.000 0.000 1.000
DNN 0.000 0.998 <0.001 >0.999 0.000  1.000 DNN <0.001 1.000 <0.001 1.000
Benchmarks Real World Giovanni Apruzzese
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Research Question 2

“What are some effects that HsP
can have on existing ML-NIDS?”

« Method: experiments on benchmark datasets, and on a real-world network
« Attacker’'s Goal: SSH-bruteforcing, particularly by using ssh-patator [5]
 ML-NIDS: trained on ssh-patator --persistent=1 (or --persistent=0)

« Attacker’s Strategy (HsP): ssh-patator --persistent=0 (or --persistent=1)

Dataset CICIDS17 CICIDS18 Train Set Benign + P=1 Benign + P=0
Train Set Benign + P=1 Benign + all malicious Benign + P=1 Test Set Benign P=1 I Benign P=0
Test Set | Benign P=1 P=0 | Benign (all) P=0 | Benign P=1 P=0
DT 0.001 0997 0.224 0.001  >0.999 0.214 0.000 1.000  0.000 bT <0.001 1.000 <0.0011.000
<. . s <0 >0, b . . o
RF 0.000 0.998 0.490 | <0.001 >0.999  0.073 0.000 1.000 0.000 RF 0.000  1.000 0.000 1.000
XGB | <0.001 0998 00986 | <0.001 >0.999 <0.001 | 0.000 1.000 0.000 XGB 0.000 >0.999 <0.001  1.000
SVM <0.001 0.993 0.000 | <0.001 0997 <0.001 0.000  1.000  0.000 SVM 0.000  1.000 0.000 1.000
DNN 0.000 0998 0.000 | <0.001 >0.999 <0.001 0.000 1.000  0.000 DNN <0.001 1.000 <0.001 1.000
Benchmarks Real World Giovanni Apruzzese
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Research Question 2

“What are some effects that HsP
can have on existing ML-NIDS?”

« Method: experiments on benchmark datasets, and on a real-world network
« Attacker’'s Goal: SSH-bruteforcing, particularly by using ssh-patator [5]
 ML-NIDS: trained on ssh-patator --persistent=1 (or --persistent=0)

« Attacker’s Strategy (HsP): ssh-patator --persistent=0 (or --persistent=1)

Dataset CICIDS17 CICIDS18 Train Set Benign + P=1 Benign + P=0
Train Set Benign + P=1 Benign + all malicious Benign + P=1 Test Set Benign P=1 P=0 | Benign P=0 P=1
Test Set | Benign P=1 P=0 | Benign (all) P=0 | Benign P=1 P=0
DT 0.001 0997 0.224 0.001  >0.999 0.214 0.000 1.000  0.000 bT <0.001 1000 ~-0.000 ) <0.001 1.000 ~0.000
<. . s <0 >0, b . . o
RF 0.000 0.998 0.490 | <0.001 >0.999  0.073 0.000 1.000 0.000 RF 0.000  1.000 JuSEEER 0.000 1.000 muEES
XGB | <0.001 0998 00986 | <0.001 >0.999 <0.001 | 0.000 1.000 0.000 XGB 0.000 >0.999 ~ 0.000 | <0.001 1.000  0.000
SVM <0.001 0.993 0.000 | <0.001 0997 <0.001 0.000  1.000  0.000 SVM 0.000  1.000  0.490 0.000 1.000  1.000
DNN 0.000 0998 0.000 | <0.001 >0.999 <0.001 0.000 1.000  0.000 DNN <0.001 1.000 0.000 | <0.001 1.000 1.000
Benchmarks Real World Giovanni Apruzzese
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Research Question 2

“What are some effects that HsP
can have on existing ML-NIDS?”

ANSWER TO RQ2: Some HsP can drop the ¢pr of an ML-NIDS
from 1 to 0 by changing one character in the command launched
by the attacker’s controlled host. Even HsP leveraging a different
tool but for the same malicious goal can lead to complete bypass.
HsP requiring higher privileges are not necessarily more evasive.
The effectiveness of HsP against specific ML models varies.

BeriCrinmarks Kedl vwoIllu Giovanni Apruzzese
iovannia i
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2

“Why is it that, for ssh-patator, changing a single character

Explanation

can lead to a complete bypass of the ML-NIDS?”
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Explanation &

“Why is it that, for ssh-patator, changing a single character
can lead to a complete bypass of the ML-NIDS?”

Attacker Target

SYN
SYNIACK
ACK

Sorver version
ACK

Client Version
ACK

Terver KEX. It

Client KEX Init

ACK
Client DH KEx

ACK

Sorver DH KEX, New Keys|

ACK
Client New Keys

ACK
SSH Service Request
= ACK

S5 Service Accept
ACK
‘SSH Userauth Requast
ACK.
S6H Userauth Failed
ACK

FIN
FINIACK
ACK

TCP Handshake

SSH Version
Announcement

SSH Key Exchange
(KEX) Negotiation

SS5H Key Exchange
Diffie Hellman
(DH KEX)

SSH
Authentication

1 Login Attempt

TCP Connection
Closed By Attacker

Non-Persistent Brute Force Attack

SSH Service Request =
A

SSH Service Accept
ACK

SSH Userauth Raguest
ACK

SSH Userauth Failed
ACK

SSH Service Requ,
18
s ACK
SSH Service Accept
ACK

SSH Userauth Request
ACK

SSH Userauth Failed
ACK
FIN

FINIACK
ACK

SSH
Authentication

6 Login Attempts

TCP Connection
Closed By Target

Persistent Brute Force Attack

(a) Packet-level. By launching patator -P=0 (left), only one login attempt is made. However, launching patator
28 -P=1 (right) leads to 6x more attempts. This difference is the “packet-level perturbation” induced by an HsP
that changes -P=0 to patator -P=1 (i.e., a one-character change in the command launched by the attacker).

Giovanni Apruzzese
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Explanation

“Why is it that, for ssh-patator, changing a single character

can lead to a complete bypass of the ML-NIDS?”

Attacker Target
SYN
SYN/ACK TCP Handshake
ACK
m SSH Version
Client Version Announcement
ACK
Sever KEXINt| - 551 Key Exchange
CRont KEX ot —»! (KEX) Negotiation
Client DH KEX
=] 5SH Key Exchange
ACK Sorvor DR KEX, New e Diffie Hellman
Client New Keys (DH KEX)
ACK
SSHS
ervice Request =
551 Service Accept SSH i
ACK Authentication
SSH Userauth Request
ACK] 1 Login Attempt
SGH Userauth Failed
ACK
FIN )
FINACK TCP Connection
ACK Closed By Attacker

Non-Persistent Brute Force Attack

(a) Packet-level. By launching patator -P=0 (left), only one login attempt is made. However, launching patator
-P=1 (right) leads to 6x more attempts. This difference is the “packet-level perturbation” induced by an HsP
that changes -P=0 to patator -P=1 (i.e., a one-character change in the command launched by the attacker).

SSH Service Request =
A

SSH Service Accept
ACK
SSH Userauth Requesy
ACK
SSH Userauth Falled

ACK
SSH

Authentication

6 Login Attempts
SSH Servi
lice Request ACK
SH Service Accet
ACK
SSH Userauth Requast
ACK.
SEH Userauth Falled
ACK

FIN
TCP Connection

FINJACK
ACK Closed By Target

Persistent Brute Force Attack

Bwd IAT Total

Flow Duration

Total Connection Flow Time
Fwd IAT Total

Fwd IAT Mean

Bwd PSH Flags
Bwd Act Data Pkts
PSH Flag Count
Fwd PSH Flags

Fwd Act Data Pkts
Total Bwd packets
Bwd Header Length
Flow IAT Mean

ACK Flag Count
Bwd IAT Mean

Total Fwd Packet
Fwd IAT Std

Fwd Header Length
Down/Up Ratio
Flow IAT Std

Total Length of Fwd Packet

Packet Length Variance
Bwd Packets/s

Subflow Bwd Packets
Flow Packets/s

Fwd Packets/s

Subflow Fwd Packets
Flow Bytes/s

Subflow Fwd Bytes
Subflow Bwd Bytes
Total TCP Retrans. Count
Fwd TCP Retrans. Count

(b) NetFlow-level. In a the NetFlow-based feature space, an
HsP switching -P=0to -P=1 leads to substantial differences (num-

417%
416%
416%
416%
210%
189%
189%
171%
157%
157%
155%
152%
144%
111%
92%
60%
60%
59%
58%
57%
53%
-50%
-51%
-55%

-75%
-85% I
-86%

bers in the plot are obtained by computing -P=0 / -P=1)

\ o
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TAKEAwWAY: Changing a single option (or parameter value) of a

Exp

“Why

Attacker
SYN
SYN/ACK
ACK
Sarver Version
ACK
Client Version
ACK
Server KEX Init
Client KEX nit
ACK
Client DH KEx
ACK
Sarver DH KEX, New Keys
ACK

Client New Keys
ACK

SSH Service Re,
quest
ACK

55H Service AccePt
ACK
SSH Useraulh Request
ACK
S6H Userauth Failed
ACK

FIN
FINIACK
ACK

Target

TCP Handshake

SSH Version
Announcement

SSH Key Exchange
(KEX) Negotiation

SS5H Key Exchange
Diffie Hellman
(DH KEX)

SSH
Authentication

1 Login Attempt

TCP Connection
Closed By Attacker

Non-Persistent Brute Force Attack
(a) Packet-level. By launching patator -P=0 (left), only one login attempt is made. However, launching patator

30

SSH Service Request =
A

S5H Service Accept
ACK

SSH Userauth Raguest
ACK.

SSH Userauth Failed

ACK
SSH

Authentication

6 Login Attempts
SSH Servi
lice Request ACK.
SH Service Accet
ACK
SSH Userayth Request
ACK
SEH Userauth Falled
ACK

FIN
TCP Connection

FINACK
ACK Closed By Target

Persistent Brute Force Attack

-P=1 (right) leads to 6x more attempts. This difference is the “packet-level perturbation” induced by an HsP

that changes -P=0 to patator -P=1 (i.e., a one-character change in the command launched by the attacker).

Bwd IAT Total

Flow Duration

Total Connection Flow Time
Fwd IAT Total

Fwd IAT Mean

Bwd PSH Flags
Bwd Act Data Pkts
PSH Flag Count
Fwd PSH Flags

Fwd Act Data Pkts
Total Bwd packets
Bwd Header Length
Flow IAT Mean

ACK Flag Count
Bwd IAT Mean

Total Fwd Packet
Fwd IAT Std

Fwd Header Length
Down/Up Ratio
Flow IAT Std

Total Length of Fwd Packet

Packet Length Variance
Bwd Packets/s

Subflow Bwd Packets
Flow Packets/s

Fwd Packets/s

Subflow Fwd Packets
Flow Bytes/s

Subflow Fwd Bytes
Subflow Bwd Bytes
Total TCP Retrans. Count
Fwd TCP Retrans. Count

(b) NetFlow-level. In a the NetFlow-based feature space, an
HsP switching -P=0to -P=1 leads to substantial differences (num-

malicious command can lead to substantially different network
activities—which achieve the same goal, but can cause misclassifi-
cations due to OOD (exploitable via HsP). Attempts to reproduce,
or approximate, such changes by manipulating pre-collected dat-
C | apoints is challenging and may result in misleading evaluations.

417%
416%
416%
416%

210%
189%
189%
171%
157%
157%
155%
152%
144%
111%
92%
60%
60%
59%
58%
57%
53%

-50%
-51%
-55%
-60% [l
-69%
-72% .
-72% -
-73%
-75%

-85% I
-86% I

bers in the plot are obtained by computing -P=0 / -P=1)

\ o

aracter
7"
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Out of Distribution?

t-SNE2

Fig. 4: OOD verification. We use a tSNE plot to visualize the distribution

30 A

20 -

10

—-10 4

—20 1

—30 4

—-40 4

..°
°
e
&
vy o .‘ Benign (CICIDS17)
Patator --persistent=1 (CICIDS17)
.. ‘. v Patator --persistent=1 (ours)
e @ Patator --persistent=0 (ours)
-30 -20 -10 0 10 20 30

t-SNE1

of NetFlows generated by patator (as well as benign ones).
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But!

Only one attack! > We show more attacks in the paper
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But!

2

Only one attack! > We show more attacks in the paper

Only one model type! = We evaluate other model types in the paper!
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But!

2

Only one attack! > We show more attacks in the paper
Only one model type! = We evaluate other model types in the paper!

Only one benchmark dataset! - We evaluate also in other datasets
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But!

2

Only one attack! > We show more attacks in the paper
Only one model type! = We evaluate other model types in the paper!
Only one benchmark dataset! - We evaluate also in other datasets

HsP are not adversarial perturbations! - Let’s discuss ©

Giovanni Apruzzese
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Conclusions

2

HsP describe “alternative strategies” to bypass (ML-)NIDS

Prior work on robustness of ML-NIDS studied “hard-to-realise” adversarial
perturbations, but we showed that evading ML-NIDS via HsP is simple

Training on a single “form” of a given attack is risky
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2

Conclusions — so what now?

HsP describe “alternative strategies” to bypass (ML-)NIDS

Prior work on robustness of ML-NIDS studied “hard-to-realise” adversarial
perturbations, but we showed that evading ML-NIDS via HsP is simple

Training on a single “form” of a given attack is risky

Future work should investigate “easy-to-apply” perturbations implemented
at the host level (i.e., HsP)

(hard problem) mapping fine-grained feature-space perturbations to HsP
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