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NIDS The NIDS wants to 
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NIDS

What is the attacker’s problem space?

The NIDS wants to 

catch the attacker

The attacker does not 

want to be caught
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Example: PortScan
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Takeaway
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Real attackers perform actions leading to changes in 

the network data generated by their controlled hosts.

From an adversarial ML viewpoint, this can be 

simulated through “host-space perturbations” (HsP), 

which require operating at the host level—and not on 

the data that, despite having been generated by such 

ahost, was captured by an appliance outside the 

attacker’s control.
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Threat Model
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Given an attacker having a goal 𝒢, which 

they pursue by using their knowledge 𝒦
and capabilities 𝒞 on the targeted system 

to devise a certain strategy 𝒮. 

To realise a valid HsP, the following must 

be met:
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Threat Model – Goal
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The overarching goal is the same as in 

the original threat model (i.e., 𝒢), but it 

must also include evasion of an (ML-

based) NIDS.
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Threat Model – Knowledge
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The knowledge is identical to that of the 

original threat model (i.e., 𝒦), but it must 

be assumed that the attacker expects 

that the ML-NIDS would detect the 

strategy 𝒮 the attacker would follow if 

they did not apply any HsP

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is

Threat Model – Capabilities

15

The capabilities must not change w.r.t. 𝒞: 

the attacker cannot be assumed to, e.g., 

control more hosts, or have more 

privileges on their already controlled 

hosts.
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Threat Model – Strategy
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The strategy must change w.r.t. 𝒮, and is 

still dictated by the assumed 𝒦 and 𝒞, 

and must only include operations that 

involve the attacker’s controlled hosts.
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Research Question 1

17

“Has prior work on the robustness of ML-NIDS considered 

perturbations involving launching different commandson the 

attacker-controlled host (i.e., HsP)?”
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“Has prior work on the robustness of ML-NIDS considered 

perturbations involving launching different commandson the 

attacker-controlled host (i.e., HsP)?”

• Method: systematic literature review (n=316) 

• Findings: no paper allows us to answer “yes” to RQ1 

• Notable mentions: [32] and [18]

[32]: Catillo, Marta, et al. "Towards realistic problem-space adversarial attacks against machine learning in network intrusion detection." Proceedings of the 19th 

International Conference on Availability, Reliability and Security. 2024.

[18]: Apruzzese, Giovanni, Aurore Fass, and Fabio Pierazzi. "When adversarial perturbations meet concept drift: an exploratory analysis on ml-nids." Proceedings of 

the 2024 Workshop on Artificial Intelligence and Security. 2024.
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Research Question 2

20

“What are some effects that HsP

can have on existing ML-NIDS?”
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Research Question 2
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“What are some effects that HsP

can have on existing ML-NIDS?”

• Method: experiments on benchmark datasets, and on a real-world network

• Attacker’s Goal: SSH-bruteforcing, particularly by using ssh-patator [5]

• ML-NIDS: trained on ssh-patator --persistent=1 (or --persistent=0)

• Attacker’s Strategy (HsP): ssh-patator --persistent=0 (or --persistent=1)

[5]: https://github.com/lanjelot/patator
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“Why is it that, for ssh-patator, changing a single character 

can lead to a complete bypass of the ML-NIDS?”
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But!
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• Only one attack! → We show more attacks in the paper

• Only one model type! → We evaluate other model types in the paper!

• Only one benchmark dataset! → We evaluate also in other datasets

• HsP are not adversarial perturbations! → Let’s discuss ☺
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Conclusions

36

• HsP describe “alternative strategies” to bypass (ML-)NIDS

• Prior work on robustness of ML-NIDS studied “hard-to-realise” adversarial 

perturbations, but we showed that evading ML-NIDS via HsP is simple

• Training on a single “form” of a given attack is risky
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• HsP describe “alternative strategies” to bypass (ML-)NIDS

• Prior work on robustness of ML-NIDS studied “hard-to-realise” adversarial 

perturbations, but we showed that evading ML-NIDS via HsP is simple

• Training on a single “form” of a given attack is risky

• Future work should investigate “easy-to-apply” perturbations implemented 

at the host level (i.e., HsP)

• (hard problem) mapping fine-grained feature-space perturbations to HsP

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY

“What is the Problem Space?” 
Defining Host-space Adversarial 
Perturbations against Network 
Intrusion Detection Systems

Miel Verkerken, Laurens d’Hooge, Bruno Volckaert, Filip de Turck, Giovanni Apruzzese

21st ACM ASIA Conference on Computer and Communications Security

Bangalore, June 4th 2026



HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
39


	Slide 1: “What is the Problem Space?” Defining Host-space Adversarial Perturbations against Network Intrusion Detection Systems
	Slide 2: NIDS
	Slide 3
	Slide 4
	Slide 5
	Slide 6: Example: PortScan
	Slide 7
	Slide 8: Example: PortScan
	Slide 9: Example: PortScan
	Slide 10: Takeaway
	Slide 11: Takeaway
	Slide 12: Threat Model
	Slide 13: Threat Model – Goal
	Slide 14: Threat Model – Knowledge
	Slide 15: Threat Model – Capabilities
	Slide 16: Threat Model – Strategy
	Slide 17: Research Question 1
	Slide 18: Research Question 1
	Slide 19: Research Question 1
	Slide 20: Research Question 2
	Slide 21: Research Question 2
	Slide 22: Research Question 2
	Slide 23: Research Question 2
	Slide 24: Research Question 2
	Slide 25: Research Question 2
	Slide 26: Research Question 2
	Slide 27: Explanation
	Slide 28: Explanation
	Slide 29: Explanation
	Slide 30: Explanation
	Slide 31: Out of Distribution?
	Slide 32: But!
	Slide 33: But!
	Slide 34: But!
	Slide 35: But!
	Slide 36: Conclusions
	Slide 37: Conclusions – so what now?
	Slide 38: “What is the Problem Space?” Defining Host-space Adversarial Perturbations against Network Intrusion Detection Systems
	Slide 39

