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Attribute Inference Attacks

o GOAL? Use publicly available information on 
certain individuals to infer their private attributes

o HOW? By using Machine Learning models
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Attribute Inference Attacks in Video Games 

o BACKSTORY: in 2022, Tricomi et al [7] showcased 
the practicality of Attribute Inference Attacks (AIA) 
in DOTA2…

[7]: P. P. Tricomi, et al, “Attribute inference attacks in online multiplayer video games: A case study on 

DOTA2,” in ACM CODASPY, 2023
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Tracking Website (from Tricomi et al. [7])

[7]: P. P. Tricomi, et al, “Attribute inference attacks in online multiplayer video games: A case study on 

DOTA2,” in ACM CODASPY, 2023
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Findings of Tricomi et al. [7]

[7]: P. P. Tricomi, et al, “Attribute inference attacks in online multiplayer video games: A case study on 

DOTA2,” in ACM CODASPY, 2023
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Attribute Inference Attacks in Games
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Attribute Inference Attacks in Games – How?

Exemplary Survey: https://www.docdroid.net/ZeJTLar/rdota2-demographics-report-2021-pdf

mailto:giovanni.apruzzese@uni.li
https://www.docdroid.net/ZeJTLar/rdota2-demographics-report-2021-pdf


8

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Attribute Inference Attacks in Games – Subtle?

AIA allow attackers to infer private attributes of OTHER players!
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Attribute Inference Attacks in Games – Why?

Targeted Ads [19] : G. Johnson, et al., “Privacy-centric digital advertising: Implications for research,” Customer Needs and Solutions, 2022

Bullying [20]: P. C. Ferreira, et al., “Exploring empathy in cyberbullying with serious games,” Computers & Education, 2021
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o Attribute Inference Attacks have been known by the security
community since 2016 [12]

o However, AIA (and privacy in general) are somewhat overlooked in 
game-related literature

AIA (and Privacy) in Gaming research

[12]: Gong, Neil Zhenqiang, and Bin Liu. "You are who you know and how you behave: Attribute inference 

attacks via users' social friends and behaviors.“ USENIX Security Symposium 2016
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o Attribute Inference Attacks have been known by the security
community since 2016 [12]

o However, AIA (and privacy in general) are somewhat overlooked in 
game-related literature

o We looked into the 682 publications of IEEE CoG (2018—2023):
• No paper mentions “Attribute Inference Attacks”
• Only 20 papers (3%) mention “privacy” at least once…
• …but only one paper actually hints at potential privacy issues 

o We expanded our search to include other venues (found through 
Google Scholar), but the conclusions do not change.

AIA (and Privacy) in Gaming research

[12]: Gong, Neil Zhenqiang, and Bin Liu. "You are who you know and how you behave: Attribute inference 

attacks via users' social friends and behaviors.“ USENIX Security Symposium 2016

mailto:giovanni.apruzzese@uni.li


12

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

We investigated the gaming landscape to identify which games
are more likely to be at risk of AIA.

Selection Criteria

o Popularity
20 top online multiplayer games, >= 20k concurrent players

o Tracking Website
publicly available, potentially AIA-usable in-game statistics

o Prior Survey
previous surveys related to the game with >= 200 responses

o Correlations Found
literature-proven correlations between in-game and off-game data

Analysis of Video Games
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AIA-prone Video Games
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We disseminated a survey to investigate AIA-related themes in 
various gaming communities of AIA-prone games.

Community Selection Procedure

Analysis of Gaming Communities
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Considered Communities

Linus Eisele
linus.eisele@uni.li

mailto:giovanni.apruzzese@uni.li


16

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Key Findings
o Validity (strict validation)

• n = 579 → 460 (~80%) usable for AIA
• (we do not report more results to avoid helping attackers)

Survey Results
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Key Findings
o Validity (strict validation)

• n = 579 → 460 (~80%) usable for AIA
• (we do not report more results to avoid helping attackers)

o Privacy Awareness
• 88% are aware that their game data are being collected (76% 

“may” know about AIA)
• BUT: 58% have never worried about their anonymity in online 

gaming
• 57% did not explicitly choose to share their game data (or do 

not know)
• 24% would even choose to publicly share their personal data

Survey Results
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Calls for Action 

o Researchers
• adopt privacy-oriented mindset, embrace social aspects of 

gaming communities, recognise AIA; 
• transfer findings to developers and players;

o Developers
• introduce & communicate privacy-preserving features into 

games and TWs; 
• uptake scientific findings;

o Players
• develop awareness to privacy-related issues, voice criticism; 
• employ & demand privacy-preserving features;

Our Vision (and Implications)
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Survey Results (Privacy Awareness)
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