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So, what did we she truly do?
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Cross-organizational study across 3 companies

RQ1: Are Quishing emails more (or less) effective at deceiving 
end users than traditional button-based “click-through” emails?

RQ2: What are the effects of LLM-generated and OSINT-based 
phishing emails against modern organizations’ employees?
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TWO (2) 
Takeaways



First:

Phishing Email Detection 
is (still) an Open Problem,



First:

Phishing Email Detection 
is (still) an Open Problem, 

especially in Research



25

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Phishing Emails in the Real World

https://hoxhunt.com/guide/phishing-trends-report

mailto:giovanni.apruzzese@uni.li
https://hoxhunt.com/guide/phishing-trends-report
https://hoxhunt.com/guide/phishing-trends-report
https://hoxhunt.com/guide/phishing-trends-report
https://hoxhunt.com/guide/phishing-trends-report
https://hoxhunt.com/guide/phishing-trends-report


26

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Phishing Emails in the Real World

https://blog.talosintelligence.com/ir-trends-q1-2025/

mailto:giovanni.apruzzese@uni.li
https://blog.talosintelligence.com/ir-trends-q1-2025/
https://blog.talosintelligence.com/ir-trends-q1-2025/
https://blog.talosintelligence.com/ir-trends-q1-2025/
https://blog.talosintelligence.com/ir-trends-q1-2025/
https://blog.talosintelligence.com/ir-trends-q1-2025/
https://blog.talosintelligence.com/ir-trends-q1-2025/
https://blog.talosintelligence.com/ir-trends-q1-2025/


27

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Phishing Emails in the Real World

https://www.proofpoint.com/us/resources/threat-reports/state-of-phish

mailto:giovanni.apruzzese@uni.li
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish


28

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Phishing Emails in Research

mailto:giovanni.apruzzese@uni.li


29

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Phishing Emails in Research

mailto:giovanni.apruzzese@uni.li


30

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Phishing Emails in Research

mailto:giovanni.apruzzese@uni.li


31

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Phishing Emails in Research

mailto:giovanni.apruzzese@uni.li


32

giovanni.apruzzese@uni.li

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

Phishing Emails in Research

mailto:giovanni.apruzzese@uni.li


On what data are (ML-
based) phishing email 
detectors evaluated?
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A shortlist of (arguably old) datasets

SpamAssassin, Enron,TREC, 
LingSpam, CEAS, Nazario*, 
SpamBase, NigerianFraud
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A shortlist of (arguably old) datasets

SpamAssassin, Enron,TREC, 
LingSpam, CEAS, Nazario*, 
SpamBase, NigerianFraud

All containing real-world emails…

but mostly (*) from before 2010!
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Second:

We (try to) “unlock” 
research in Phishing 

Email Detection
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E-PhishGen: an email-generation framework
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Conclusions

o Phishing is cool

o LLMs can be helpful to phishers (‘offensive AI’)

o LLMs can be helpful to researchers:

• To simulate real-world (LLM-written) phishing emails

• To detect (not only LLM-written) phishing emails

• To create datasets of (LLM-written) phishing emails

mailto:giovanni.apruzzese@uni.li

	Slide 1: Phishing in the LLM Era: Challenges and Opportunities
	Slide 2
	Slide 3: The Impact of Emerging Phishing Threats: Assessing Quishing and LLM-generated Phishing Emails Against Organizations
	Slide 4
	Slide 5: Quishing Emails are popular nowadays
	Slide 6: Quishing Emails are popular nowadays
	Slide 7: Quishing Emails are popular nowadays
	Slide 8: LLM-generated Phishing Emails
	Slide 9: LLM-generated Phishing Emails
	Slide 10: LLM-generated Phishing Emails
	Slide 11
	Slide 12: Cross-organizational study across 3 companies
	Slide 13: Cross-organizational study across 3 companies
	Slide 14: (RQ2: LLM+OSINT) Setup
	Slide 15: (RQ2: LLM+OSINT) Was it hard?
	Slide 16: (RQ2: LLM+OSINT) Was it hard?
	Slide 17: (RQ2: LLM+OSINT) Email
	Slide 18: (RQ2: LLM+OSINT) Results
	Slide 19: (RQ2: LLM+OSINT) Results
	Slide 20: The Impact of Emerging Phishing Threats: Assessing Quishing and LLM-generated Phishing Emails Against Organizations
	Slide 21: E-PhishGen: Unlocking Novel Research in  Phishing Email Detection
	Slide 22
	Slide 23
	Slide 24
	Slide 25: Phishing Emails in the Real World
	Slide 26: Phishing Emails in the Real World
	Slide 27: Phishing Emails in the Real World
	Slide 28: Phishing Emails in Research
	Slide 29: Phishing Emails in Research
	Slide 30: Phishing Emails in Research
	Slide 31: Phishing Emails in Research
	Slide 32: Phishing Emails in Research
	Slide 33
	Slide 34
	Slide 35
	Slide 36: A shortlist of (arguably old) datasets
	Slide 37: A shortlist of (arguably old) datasets
	Slide 38
	Slide 39: E-PhishGen: an email-generation framework
	Slide 40: E-PhishLLM: dataset of 16k LLM-written emails
	Slide 41: We re-assess prior methods on “old” datasets 
	Slide 42: We test prior methods on E-PhishLLM
	Slide 43: We test prior methods on E-PhishLLM
	Slide 44: E-PhishGen: Unlocking Novel Research in Phishing Email Detection
	Slide 45: Conclusions
	Slide 46: Conclusions

