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Systematic Literature Review (SLR)
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RQ0: “has prior work carried out user studies in which SOC 

practitioners were asked to triage alarms and explain their decisions?”

Answer to RQ0: Only one work [29] could be said to have investigated whether 

real SOC practitioners can correctly explain the decisions they make.

[29] Kersten, L., Darr´e, S., Mulders, T., Zambon, E., Caselli, M., Snijders, C., Allodi, L.: A security alert investigation tool 

supporting tier 1 analysts in contextualizing and understanding network security events. In: ACSAC (2024)
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Field Study in a Real SOC
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• We partnered up with a SOC operating in the DACH area
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Field Study in a Real SOC
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• We partnered up with a SOC operating in the DACH area

• We recruited 12 employees of this SOC

• Their role: participate in a field study (~2 hours) in which they

would be presented with a set of alarms shown in a security 

dashboard and:

a) Guess whether they are ‘true’ or ‘false’ alarms

b) Justify their decision (in writing)
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Study Design and Challenges
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• The alarms shall be drawn from the SOC---but shall not be 

drawn from those that participants may have seen in the past
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Study Design and Challenges
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• The alarms shall be drawn from the SOC---but shall not be 

drawn from those that participants may have seen in the past

• We aligned the setup with that of the SOC

• Time limited: 2 hours for the entire activity, of which: 

- 45 minutes allocated for debriefing and familiarization

- 30 minutes for the main study
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Cases ☺
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# Type

1 False positive

2 False positive

3 True Positive

4 False Positive

5 False Positive

6 True Positive
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• SOC Operators necessitate tools/support that

allows them to better explain their decisions
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• How was the correctness determined? 

→ Three coders, which ultimately agreed
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• How was the correctness determined? 

→ Three coders, which ultimately agreed

- In some instances, the explanation simply reported the name of the alert itself (i.e., “Suspected Botnet”). 

- “the tool was recognized as malicious by the EDR” → Obviously true but not informative

- Valid: “it is a PowerShell script from Edge, so it is suspicious”
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• How was the correctness determined? 

→ Three coders, which ultimately agreed

• Why are the results so bad?

→ Our participants were not used to this task

- In some instances, the explanation simply reported the name of the alert itself (i.e., “Suspected Botnet”). 

- “the tool was recognized as malicious by the EDR” → Obviously true but not informative

- Valid: “it is a PowerShell script from Edge, so it is suspicious”
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• SOC Operators necessitate tools/support that

allows them to better explain their decisions

• (for practitioners) SOC Operators need to 

practice the task of explaining their decisions
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• SOC Operators necessitate tools/support that

allows them to better explain their decisions

• (for practitioners) SOC Operators need to 

practice the task of explaining their decisions

• (for researchers) We release our resources: 

future research should build on our work
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