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o October—November 2023

o Marie Weinz was experimenting with some phishing-related tools 
for her MSc. Thesis (which is not the topic of this paper/talk ☺)

o I recommended she looked into GoPhish and ZPhisher

Backstory (1)

GoPhish: https://getgophish.com
Zphisher: https://github.com/htr-tech/zphisher
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o October—November 2023

o Marie Weinz was experimenting with some phishing-related tools 
for her MSc. Thesis (which is not the topic of this paper/talk ☺)

o I recommended she looked into GoPhish and ZPhisher

o I told her to send me some “phishing” emails using these tools
(I, too, was curious to see how these tools worked!)

Backstory (1)

GoPhish: https://getgophish.com
Zphisher: https://github.com/htr-tech/zphisher
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o December 4th, 2023
o I tell Marie to do some more tests on my Gmail accout

Backstory (2)
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o December 4th, 2023
o I tell Marie to do some more tests on my Gmail accout

o December 5th, 2023 (11:12AM)
o Marie sends me one email

Backstory (2)
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o December 4th, 2023
o I tell Marie to do some more tests on my Gmail accout

o December 5th, 2023 (11:12AM)
o Marie sends me one email

o December 5th, 2023 (11:55AM)
o I wake up and check my phone, cleaning some notifications.

Backstory (2)
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o I tell Marie to do some more tests on my Gmail accout

o December 5th, 2023 (11:12AM)
o Marie sends me one email

o December 5th, 2023 (11:55AM)
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o I notice something weird…
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My inbox at the time
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o I never opened that email

o …but still the notification was triggered

My inbox at the time
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What if this “functionality” is exploited?
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o We repeated the test on December 20th…

Validation
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o We repeated the test on December 20th…

o …on two phones (Samsung S23 and S10e)

Validation
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o We contacted Google on December 29th, 2023

o We explained the issue and provided all evidence. 

o An official “report” was created…

What did Google say?
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o We contacted Google on December 29th, 2023

o We explained the issue and provided all evidence. 

o An official “report” was created…

o …and then “closed” on January 11th, 2024

What did Google say?
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o Zphisher logs information whenever the «link» in the email is clicked

What is happening?
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o Zphisher logs information whenever the «link» in the email is clicked

o These machines opened the link included in the email I received.

o The last one is mine. So who do the others belong to?

What is happening?
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What is happening? (2)
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o Having “Action required by tomorrow” in the subject triggers 
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o Having “Action required by tomorrow” in the subject triggers 
the notification.

We recorded the end-to-end attack here: https://youtu.be/4BzSLCLBoY8

What truly triggers the notification?

mailto:giovanni.apruzzese@uni.li
https://youtu.be/4BzSLCLBoY8
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o Disable specific notifications

o HOW? Navigate 41 submenus of the Google Assistant

➢ impractical and convoluted!

Opting out?

Saskia Laura Schröer
saskia.schroeer@uni.li
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Hard to navigate!
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What do users know about the Google Assistant?



What do users know about the Google Assistant?

Are users aware of this issue?



User Study: 112 people
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Android Setup: Setting the scene

o Which Android OS do you have?

➢ 71% participants have Android 9 or higher 

➢ 21% participants do not know the OS version and not 
even recall when they purchased the phone
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Android Setup: Setting the scene

o Which Android OS do you have?

➢ 71% participants have Android 9 or higher 

➢ 21% participants do not know the OS version and not 
even recall when they purchased the phone

o Is your smartphone linked to an email account through
which you use Google services?

➢ 94% participants answered positively
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saskia.schroeer@uni.li
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o 15% of respondents do not recognize the logo

o 32%  have seen it, but do not remember what it stands for

What do you know about the 
Google Assistant?
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o 15% of respondents do not recognize the logo

o 32%  have seen it, but do not remember what it stands for

o Do you know what the Google Assistant is? 

• 81%  said “yes”

What do you know about the 
Google Assistant?
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o 15% of respondents do not recognize the logo

o 32%  have seen it, but do not remember what it stands for

o Do you know what the Google Assistant is? 

• 81%  said “yes”

o Note: 32% also do not know whether Google Assistant is 
enabled on their phone!

What do you know about the 
Google Assistant?
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enabled on their phone!
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Are tech-savvy users aware?

o Raising awareness must be done throughout the whole 
Android userbase—and not only  for IT savvy users!
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Disabling functionalities of the AI Assistant?

o Android users may “know” the Google Assistant at a high-
level, but they are not aware of the in-and-outs!
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Some recent changes in the Google Assistant...
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Some recent changes in the Google Assistant...

What’s the “intended behaviour”?
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What does Gemini say?
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o Google Assistant can access your 
mail subjects, if you explicitly ask, 
but it cannot do so automatically to 
trigger reminders!

o If you try to reproduce this behavior 
today, no notification would be 
triggered.

o Glad we have a video ;-) 

Happy Ending (it has been fixed)
Saskia Laura Schröer
saskia.schroeer@uni.li
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o Opting out is not a real solution!

o 2 possible patches:

1) User awareness

2) Improve analytics: Turn the Google Assistant into a form of 
phishing detector

What can we do?

Saskia Laura Schröer
saskia.schroeer@uni.li
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Now Gemini is the Google Assistant.

What can Gemini do?



Now Gemini is the Google Assistant.

What can Gemini do?

In the last decade only 5 papers focused on 
phishing in Android at WWW, S&P (and 
EuroS&P), CCS, USENIX SEC, NDSS, AsiaCCS, 
ACSAC, IMC, WSDM, CHI!

Lots of potential for future work!
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