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Liang, Weixin, et al. "Monitoring AI-Modified Content at Scale: A Case Study on the Impact of ChatGPT on AI Conference Peer Reviews.“ ICML’24
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Some venues forbid LLM explicitly (CVPR’25)

https://cvpr.thecvf.com/Confere

nces/2025/CVPRChanges
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Some venues forbid LLM explicitly (CVPR’25)

Others have embraced it (AAAI’25)

https://aaai.org/aaai-launches-

ai-powered-peer-review-

assessment-system/
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Do these ‘hidden’ prompts work?
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How can ‘hidden’ prompts be 
leveraged in a peer-review 

context?
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How can ‘hidden’ prompts be 
leveraged in a peer-review 

context?

(everything you may want to know about hidden
prompt injections in peer-review contexts)
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(or misused) in Scientific Peer-Reviewing 
via Hidden Prompt-Injection Attacks

Matteo Gioele Collu, Umberto Salviati, Roberto Confalonieri, Mauro Conti, Giovanni Apruzzese

Milan, May 7th 2026

Talk based on a paper accepted to

ACM Transactions on Artificial Intelligence Security and Privacy (ACM TAISAP)
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Our Threat Models
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There are a lot of variables:

• LLMs – including vendors (e.g., Google,

OpenAI) and models (e.g., GPT 4 or GPT o3)

• Papers

• Reviewing Prompts

• Intrinsic randomness of LLMs
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• Lazy-but-honest reviewer (no preexisting bias, commercial 

LLMs [no APIs], copy-paste with no checking/editing)

• Four reviewing prompts (solicited via an user study)

• Five LLMs (GPT 4o and o3; Gemini Flash 2.5; Claude 

Sonnet 4 + GPT 5.2)

• Analysis across 26 rejected ICLR papers (with a focus on 2) 

• At least 5 repeated trials (overall, >10,000 queries)
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• ‘Basic’ prompts:
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• ‘Basic’ prompts:
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• ‘Basic’ prompts:

• …augmented with Chat-markup tags (https://learn.microsoft.com/en-us/azure/ai-foundry/openai/how-to/chat-markup-language)
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• ‘Basic’ prompts:

• …augmented with Chat-markup tags (https://learn.microsoft.com/en-us/azure/ai-foundry/openai/how-to/chat-markup-language)

How many times can one insert a 
‘hidden’ prompt in a PDF?
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• ‘Basic’ prompts:

• …augmented with Chat-markup tags (https://learn.microsoft.com/en-us/azure/ai-foundry/openai/how-to/chat-markup-language)

• …multiple times How many times can one insert a 
‘hidden’ prompt in a PDF?
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• Ignore and Exploit always work, for all papers

• Detect-2 tends to vary greatly depending on the paper

• Adding more hidden prompts increases attack success (for 

Detect-class prompts)

• For Ignore even a single prompt is enough for 100% ASR

• GPT o3 is extremely vulnerable

• LLMs of other families can also be broken

• One can mix prompts that work against each LLM without

penalty
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Do these ‘hidden’ prompts work?

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is

Countermeasures?

43

• Static keyword search for invisible text? 
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• Static keyword search for invisible text? → homoglyphs!
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’?
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? 
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)

• Concealing the Chat-markup tags? Works until found

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is

Countermeasures?

50

• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)

• Concealing the Chat-markup tags? Works until found

• Different PDF parser? ChatPDF is broken too
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)

• Concealing the Chat-markup tags? Works until found

• Different PDF parser? ChatPDF is broken too

• OCR-based text extraction in PDF? Works, but costly
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)

• Concealing the Chat-markup tags? Works until found

• Different PDF parser? ChatPDF is broken too

• OCR-based text extraction in PDF? Works, but costly

• Generic prompt-injection-aware LLMs? → open problem
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• Is it ethical to conceal hidden prompts in research papers?

• Is it appropriate to ask LLMs to ‘produce a review’?

• Is it right to use LLMs for research purposes?
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