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Outline of Today

Two goals:

A Inspire you (to do/consider doing research in this domain)
A Entertain you (research should be fun)
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Outline of Today

0 Using Machine Learning (ML) for Cybersecurity (brief)

0 Security&Privacyssues of M{o |

SR aeaidisSvya o604l RO

3
o UsingMeo F @SR aéeaidasSya F2N YIFfAORA2dz

Talk based on the following peegviewed papers:
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(0]

(0]

Apruzzese,G. ! YRSNAE2Y S |1 & {dX 51 YONI I {dX CNBSYlIyYysZ 5d3 t ASNJI TihgthEgag &>
between adversarial ml research and practiéE=E Conference on Secure and Trustworthy Machine Le@riing a ) QH o

Tricomi, P. P., Facciolo, Apruzzese, G& Conti, M. (2023). Attribute inference attacks in online multiplayer video games: A case study on Dota:
In ACM Conference on Data and Application Security and Pivdcy ! { t)., QH 0

Lee, J., Xin, Z., See, M. N. P., Sabharwalpiizzese, G& Divakaran, D. M. (2023, Septembéitackinglogo-based phishing website detectors witt
adversarial perturbations. IBuropean Symposium on Research in Computer Sglufith wL) { QH o

Hao, Q., Diwan, N., Yuan, Apruzzese, GConti, M., & Wang, G. (2024). It Doesn't Look Like Anything to Me: Using Diffusion Model to Subvert
Phishing Detectors. In 33rd USENIX Security Sympdsign®(b L -  { pOdzNA U e QH n

Weinz, Marie, Saskia Laura Schroer, @imvanni Apruzzese 6 H A HN U bal S& D 2PhishedESploinghe NetifcatianS of the . &
Google (Al) Assistant on Android for Social Engineering Attaclkd?VWG Symposium on Electronic Crime ReseéarchiNA YS QH n

Rizvani, AdvijeGiovanni Apruzzesend Pavel Laskov. (2025) "The Ephemeral Threat: Assessing the Security of Algorithmic Trading Systems
by Deep LearningACM Conference on Data and Application Security and PrR@2y( h 5! { t), QH p

Schréer, S. LApruzzese, GHuman, S., Laskov, P., Anderson, HBB&nroider E. W., ... & Wang, G. (2025). SoK: On the offensive potential of Al.

In IEEE Conference on Secure BnstworthyMachine Learning{(IF ¢ a ) QH p

Weinz, M., Zannone, N., Allodi, L.Agruzzese, G2025). The Impact of Emerging Phishing Threats: Ass&3sisigingand LLMgenerated Phishing
Emails against Organizatiohs. ACM Asia Conference on Computer and Communications Sécarity ( /)/ { QH p

All papers are publicly accessible on my website\(.giovanniapruzzese.com

Two goals:

A Inspire you (to do/consider doing research in this domain)
A Entertain you (research should be fun) 5
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Outline of Today (truth)

o Show you how to break Mhased systems

o Show you how operational Mhased systems fall

o{K2¢ @e2dz K2g aSlaeéeé¢ Al Aa 02
o Show you (a glimpse of) the human factoMh&Cybersecurity

le

Two goals:

A Inspire you (to do/consider doing research in this domain)
A Entertain you (research should be fun) 6
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Machine Learning workflow: Training and Testing
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Do you think thatrainingML models is difficult?
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Do you think thatrainingML models is difficulte Maths
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Do you think thatrainingML models is difficult2 More Maths
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Do you think thatrainingML models is difficulte More Maths J
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Do you think thatraining ML models is difficult2 One line

#train the classifier (rf _clf) using the training data (train[features]) with corresponding Labels (y)
print("Training...")

rf clf.fit(train[features],y)

print("Done")

14
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Do you think thatrainingML models is difficult2 The real problem

#train the classifier (rf _clf) using the training data (train[features]) with corresponding Labels (y)
print("Training...")

rf clf.fit(train[features],y)

print("Done")

15
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Do you think thatrainingML models is difficult@ The real problem

#train the classifier (rf _clf) using the training data (train[features]) with corresponding Labels (y)
print("Training...")

rf clf.fit(train[features],y)

print("Done")

Of coursey o u @lwagsfree to goJearnandimprovethefit function
https://github.com/scikitearn/scikitlearn/blob/baf828cal/sklearn/ensemble/ forest.py#L297
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Common issues of ML in Cybersecurity

o Applying Machine Learning requirdatato train an ML model
0 5SLISYRAY3I 2y GKS AGLINRPoOof SY¢ az2f @R o8
o Obtaining (any) data has eost, and labelled data is (verygxpensive

o Machine Learning models are ultimately just a component within a system
0 SuchMLmodelsand6 S G NESGSR o0& da! ROSNEIF NR I €
0 Such strategies ultimately aim to compromise the functionality of the ML model.

0 The cybersecurity domain implicitly assumes the presence of attackers.
o0 Attackers ardhuman beingsand hence operate with eost/benefitmindset
0 Such considerations must be made when analyzing the security of (any) IT system

y Foolprazf3ysteni. K yoy lilieve §ou have one, then you
R G2 G 1S Ayd2 IsQ@gdzyd GKS ONI
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Common issues of ML in Cybersecu@2 y)R Q R
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Fig. 9. Machine Leaning in the presence of Concept Drift. The ML model expects that the data will not deviate from the one
seen during its training. In cybersecurity, however, the environment evolves, and adversaries also become more powerful.

Apruzzese, G., Laskov, P., Montes de Oca, E., Mallouli,BMaloRapa, L., GrammatopoulgsA. V., & Di Franco, F. (2023). The role of machine learning in
cybersecurityDigital Threats Research and Practi¢éd(1), 1-38. 18
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https://www.youtube.com/watch?v=vtlzMalLkCaM
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Thelnterplaybetween ML and Cybersecurity

ML for Cybersecurity

22
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Thelnterplaybetween ML and Cybersecurity

ML for Cybersecurity

Adversarial ML
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Thelnterplaybetween ML and Cybersecurity

ML for Cybersecurity ML against
Security/Privacy

Adversarial ML

24
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CyberSecurit{01

0 Threat Model Adversa Designer Designer Designer
A GO a| 1. Analyze system 4.Develop countermeasure |1.Mode| adversary 4. Develop countermeasure

A (e.g., aﬁeatures, retraining) L (if the aAtta‘ck has a relevant impact)
Knowledge
A Capabilit?es 2.Devise attack ww[ |2. Simulate attack 3.Evaluate attack’s impact
A Strategy ‘
o Knowledge
A Black Box
A White Box
A Gray Box

o Capabilities
A Access

o Goal (Securityiolation):
A Integrity
A Availability
A Privacy /Confidentiality

o Evasio

0 Security =/-Robustness

Biggio, Battista, and Fabio Roli. "Wild patterns: Ten years after the rise of adversarial machine leRatiagy'Recognitio84 (2018): 31B@31. 25
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CyberSecurity 01

o Threat Model
A D2 fY A (atdckedvinks ioactid/&
A Yy26f SRIASY attadk&@knows &bbui thahrefedsystem
A 1 LI oAt AlA Saitackerkain @awithahéargetedsystSm
A Strategy: it depends on thifaree elementsabove

o Knowledge
A Black Box: aattackerwho knowsnothingabout thetargetedsystem
A White Box: arattackerwho knowseverythingabout thetargetedsystem
A Gray Box: a mix of the above

o Capabilities
A 1 00SaayYr readh @il W6 S NWS O Styrgetbdisygem)® Q (1 K S

o Goal (Securityiolation):
A Integrity. the attackerwants to cause théargetedsystem tobehaveincorrectly
A Availability the attackerwants topreventthe targetedsystem tofunction at all
A Privacy /Confidentiality the attackerwants tosteal (sensitive) data

o Pvasio®Y AY tontexiStthdidddesbypassingidetectionsystem

0 Security =//Robustness

A Isthere anattackerthat seeksto cause a securityiolation? If so, then itsa security problem;
otherwise, itisarobustnessproblem.

26
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EvasionAttacks[refi, Ref2 Refd
PoisoningAttacksref1, Ref2 Refg
Backdoorsrer]

AdversarialExamplegrefy, Ref2 Refq

Model Extraction/ Stealingrefi, Ref2 Refg
Model Inversionjrefi, Ref]
MembershiplnferenceAttack[refi, Ref2 Ref]
Trainingtime attack

Testtime attack (or inferencetime attack)

Jailbreakirefi, refg
Prompt Injection[ref1

MachineUnlearningrefi, refg
Attribute InferenceAttack [refi, Ref]
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SOdzNA & 2F al OKAYS [ SIFNYyAyd

EvasiornAttacks:a traditonalyQ Y Sridytitigthe ML model tamisclassifya sample
PoisoningAttacks:it involvesmanipulatingthe training data to causenisbehavior
Backdoorsi involvesinducingthe ML model tdbehaveincorrectlyonly in thepresenceof certain samples

Adve rsariaExampIeSan input thatcausesa misclassificatiomespite being (from a human viewpoint)
indistinguishabldrom another input thatis classifiedcorrectly

Model Extraction/ Stealing anattackthat seeksii Ztedl G K S a [ progetRifeft) 6 L t
Model Inversion anattackthat seekso stealthe training data of an ML model
MembershiplnferenceAttack: anattackthat seeksto inferif a given input was used toain the ML model
Trainingtime attack anattackthat occursduring the trainingohaseof the ML model

Testtime attack anattackthat occursduring theinferencephaseof the ML model

Jailbreakanattackthat bypasseshe built-in safetymechanisnof an ML model

Prompt Injectionanattackthatinducesa misbehavionof an ML model bgoncealing & LISOA FA O WLINE Y
prompt

MachineUnlearning a process thaseeksii 2 K+ @8 G KS a[ Y2RSt WhamHdd Q §KS
specific sample

Attribute InferenceAttack:anattackthat seeksto inferii K § W laiiButés ofiadji@en person bysingtheir
publiclyavailable information 28
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1 26 F NB Wi B@&dCHmieddt? t  a |

o White-box setting withunrestrictedaccess to the ML model within the ML system
A1 LI e CcDh{aX /923 tD5 02 T hyasseth& 8L mBleR IS N
A Alternatively do any sort of thing whicanablesthe attacker(i 2vin@
A (note: thisistypically just a worstase scenario)

29
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1 26 F NB Wi B@&dCHmieddt? t  a |

o White-box setting withunrestrictedaccess to the ML model within the ML system
A1 LI e CcDh{aX /923 tD5 02 T hyasseth& 8L mBleR IS N
A Alternatively do any sort of thing whicanablesthe attacker(i 2vin@
A (note: thisistypically just a worstase scenario)

o Blacko2E aSGdiAy3a gAGK W[jdzSNEQ | 00Saa (2
A L&a&adzS ljdzSNASa (2 ONBIGIS | Wada2NNR3IFGSQ a
A Apply C&W/PGD/FGSM to such a surrogate
A Transfer the successfakamplego the targetedML model

30
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1 26 F NB Wi B@&dCHmieddt? t  a |

o White-box setting withunrestrictedaccess to the ML model within the ML system
A1 LI e CcDh{aX /923 tD5 02 T hyasseth& 8L mBleR IS N
A Alternatively do any sort of thing whicanablesthe attacker(i 2vin@
A (note: thisistypically just a worstase scenario)

o Blacko2E aSGdiAy3a gAGK W[jdzSNEQ | 00Saa (2
A L&a&adzS ljdzSNASa (2 ONBIGIS | Wada2NNR3IFGSQ a
A Apply C&W/PGD/FGSM to such a surrogate
A Transfer the successfakamplego the targetedML model

o hyS Oly |ft&a2 odAftR I WadzZNNR3IFGSQ oey
A Having knowledge of/access to the training data (or parts of it)
A Retrievingpublicly-available ML models thdulfil a similar objective

31
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BackstoryDagstuhlg July 1015", 2022) | [sflfi,

SCHLOSS DAGSTUHL
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o The seminar opened with a talk by K. Grosse, showcasing the results of an exten:
survey with ML practitioners about the security of ML [5]:

G2 Ké R2 az2Kt¢

©pB YO DNRA&S & §NIIOW ADE % Ka SRE LBDKGA 08  21yNew Fradtiers ¢f AdvérsaralNdiine ehmipgS202oNR4 &
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o The seminar opened with a talk by K. Grosse, showcasing the results of an exten:
survey with ML practitioners about the security of ML [5]:

G2 Ké R2 az2Kt¢

o Many discussions revolved around the impact of our research to the real world.
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Apparently, the overwhelming

number of works on adversarial
ML research were not seen as
problematic by practitioners!
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Dagstuhl follow-up: position paper on "attacker guessing"” threat model?

<
Pierazzi, Fabio <fabio.pierazzi@kcl.: . o Reg | ) gl B n

PF

To @ dfreeman @ Kevin Roundy; @ hyrum@robustintelligence.com venerdi 22/07/2022 14:15
Cc = Apru Giovanni

You forwarded this message on 02,

Dear David, Kevin, Hyrum,
It was great to get to know you (more) during Dagstuhl.

| was talking with Giovanni yesterday, and were thinking again about what you all seemed to agree on from an industry perspective that in most cases attackers “guess” and do
not necessarily use ML to evade systems, they just try to get out the easy way.

Given the upcoming first edition of SATML, we saw there’s also a category for “position papers”, and me and Giovanni were thinking of maybe doing a position paper about “threat
models of ML systems”.

The current white-box threat models and also ML-driven black-box are mostly a worst-case scenario, and maybe models can be broken just much more easily (similar to the
‘pseudo-fuzzing' that Hyrum is lacking into for ML models at Robust intelligence and maybe at Microsoft research).

Long story short, would you be interesting in co-authoring a position paper for SatML on the topic of “revisiting threat models of ML systems”, to also re-define how to consider
attacker capabilities in evading systems? Part of it is also related to the fact that real-world systems are a pipeline of ML and non-ML models.

Or, if not co-authoring, giving some feedback?

More concretely, there is some stuff that should be nice to highlight:
# In this mlsec challenge, authors evaded an mil classifier without mi: hitps://cuje.com/announcing-the-winners-of-the-2021-machine-learning-security-evasion-competi-
tion/
# In Giovanni&Pavel's 5G paper, they proposed the “myopic” threat model, similar to this issue: https://arxiv.org/odf/2207.01531. pdf
#  Kenrad's team which won a defense in Hyrum’s ML challenge got broken by a non-ML approach: hittps://arxiv.org/pdf/2010.09569. pdf

We appreciate the timeline is quite tight: deadline is Sep 1 (with abstract the week before), yet it's a 5-page position paper, and it may help in raising awareness on threats
relevant to industry.

Giovanni offered himself to do most of the work, so he should be able to lead the effort.

‘What do you think?

We appreciate the timeline is quite tight: deadline is Sep 1t (with ab-
stract the week before), yet it’s a 5-page position paper, and it may help 0965-/
in raising awareness on threats relevant to industry. 36
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Doreal attackerscomputegradient

A YIIII READY

- !
\ ncomllri FGSM2
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Do real attackers compute gradients? (Case Study)

0 28 GNASR FyagSNAy3d GKAA 1jdzSadrazy o8& f

0 X 0 dgécould notfind any evidence ¥ NBFf AYyOARSYyda &dS
SEIF YLX Sa¢ 62N gKAOK f SOSNI IS INI RASYI

[78]: https://incidentdatabase.ai/ 38
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Do real attackers compute gradients? (Case Study)

028 GNASR FYagSNAYy3I (GKAA ljdSaildrazy oe f

0 X 0 dgécould notfind any evidence ¥ NBFf AYyOARSYyda &dS
SEIF YLX Sa¢ 62N gKAOK f SOSNI IS INI RASYI

o0 So, we asked a wethowncybersecurity companyo provide us with data from their
(operational!) phishing website detector, empowereddsep learning

o Justin July 2022, there wet sampleF 2 NJ ¢ KA OK (KS a[ RS
A ¢KSe gSNB GOfz2asS G2 GUKS RS A :

o Wemanually analyzedhese (phishing) samples, trying to understand the roatises
2F 0KS&S 4dFROSNAEFNAIET gSoLJ ISaté

What did we find?

[78]: https://incidentdatabase.ai/ 39
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o Thevastmajority2 ¥ U KS&4S ¢SoLJ 3ISa 6SNB a2dzi 2
A They were different from any sample in the training set

028 (KSy t2218R 4 I &aYFtf adoaSi 2F
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0)

Thevast majority2 ¥ 0 KS&aS ¢6SoLJ 3Sa 6SNB az2dzi 2
A They were different from any sample in the training set
28§ GKSY f221SR |G | ayvyrftf &adzoaSad 27F |
ai Outlook
GO 8[6 Masuk ke akaun anda untuk meningkatkan kuota peti mel anda
‘ * Alamat Emel/Email Address ‘
One account. All of Go gle. [t |
Sign in to continue to Gma | ‘ ‘
[smo> ]
Ooer
A > _ 1 __ & _ __ -
=LA MALD Al ha bt b, ||
¢tKSasS GSOKyAIldz$Sa KIF @S svs\ly 1Y 2«

but can still evade modern (and reM)L systems
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Machine Learning Systems
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Machine Learning Systems

o Inreality, ML models are a single component of a complex ML system
A Real ML systems (are likely to) have also elemiraishave nothing to do with ML

}—) Output

Machine Leaming System

Input { Preprocessing

ML model
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o Inreality, ML models are a single component of a complex ML system
A Real ML systems (are likely to) have also elemiraishave nothing to do with ML

Machine Leaming System

Input Preprocessing ML model —>» Output
o {2YS a[ ae&aidsSva NE GAyOraArofsSée G2 GKS
B .
defayed :
o feedback:
W M\ - > : no .
action
C g T mput ML system  |->{ Output —>dedision> - - w
— [ ol > X
e o/ o interactions humar:l
— = analys:s‘- " 77/5' )
service managers &= 6/%:0'/%,:6,.
environment \60—\'"86’77‘;6,,
C‘ehoh_o/n
/O./
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Machine Learning Systems (Case Study)
o This is the architecture of the Miased spam detection system Iéacebook'i

; Automation A
E.g. scripts, bots, extensions, emulators
Access
2
E.g. fake/compromised accounts, access tokens
3 Increasing Activity Increasing
amount ofdata \ Eg. spam, fake engagement, scraping magnitude of
available problem
Increasing harm Application Increasing speed
4 per incident _ _ of detection
v E.g. hate, terrorism, nudity
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Machine Learning Systems (Case Study)

o This is the architecture of the Miased spam detection system Iéacebook'i

©O O O O

; Automation A
E.g. scripts, bots, extensions, emulators
Access
2
E.g. fake/compromised accounts, access tokens
3 Increasing Activity Increasing
amountofdata \ Eg. spam, fake engagement, scraping magnitude of
available problem
Increasing harm Application Increasing speed
4 per incident _ _ of detection
v E.g. hate, terrorism, nudity

The first layers are meant to block atta@ktsscale(e.g., querybased strategies)

All layers use a mix of ML and nbh. techniques (not necessarily deep learning)
Deep learning really shines at the bottom layer (few events reach this layer, though)
The output accounts for diverse layers and is not instantaneousasibleML syste;\m)

Real attackers have to bypass all layers to be succesgjy&»f“ S "e'“\
A\ -‘?,Y\
Y\O"* e
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iovanni Apru Apruzzese

Create post

O X G K é 2 y. f é G K A y. 3 L é A f t é, S S é Giovanni Apru Apruzzese
i G Public v
Selling real Ray-Ban for cheap! 3$ instead of 200§!

o | would not be able to see:
A ¢KS I NOKAGSOGdzNE 2F CI 0So022]
A The fact that it uses ML
A The fact that my specific post was (or not) analyzed by ML
A The output of the system to my specific post

o LT GKS Llad &l LIWISEFNEEXZ R2Sa
A What if the post gets removed after 1 hour? Or 1 day?

A What if my account is blocked after 1 week? goes

oYY ock of st
A “:o ow o °
no

Add to your post
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Machine Learning Systems (staikresearch)

o We analyzed all related papers accepted at-#bpybersecurity conferences (NDSS, S&P
CCS, USENIX Sec) from 22021.

A hdzi 2F mpnd LI LISNEBEZ yy FStf Ayd2 (KS Gl RO
Out of these, 78 considemlydeep learning methods
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Machine Learning Systems (staikresearch)

o We analyzed all related papers accepted atfopybersecurity conferences (NDSS, S&P
CCS, USENIX Sec) from 22021.
A hdzi 2F wmpndg LI LISNARS yy FStft Aydu2 00KS al RUO
Out of these, 78 considemlydeep learning methods

B Deployed (Real-world) [ Self-made (Custom)

B Complex Pipeline [ Just an ML model

1.00 1.00

0.75 0.75
3 g
3 050 @ 0.50
= o
g o
Y 025 Y 025

0.00 0.00

2019 2020 2021 TOTAL 2019 2020 2021 TOTAL

Fig. 12: Has a complex pipeline been reproduced in the evaluation?| |Fig. 13: Does the paper consider an ML model deployed in the real world?

Building gpipeline that resembles a Finding a ML system that is openly available for
p The (realistic) ML system is difficult. researchfocused (security) assessments is hayd.
OF p, -Se T
o) \
ey sse"sq 't\"°“af<\$9\°\
QL. 9 \ .
' Disclaimerthe findings of all these papers are sitill significar*t! co
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Cybersecuritys rooted in economic#
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Cybersecurityy Economics

. uc\f‘c’wm"g

o Given enough resources, any attack will be SUCCGSSfUhY\e'::;\g:osof syste
A v A ~ A s < A . A
0o ¢KS 3I2+f 2F I RSTSyasS Aa G2 GaN}Aiad GKS

A A real attacker will opt for theheaperstrategy to reach their objective
A A real defender will prioritize theost likelythreats.

@) Konstantin Berlin

Head of Al at ) . Views are my own.

If you look at cybercrime in economical terms (as you @) Konstantin Berlin

ShOUld because it iS d bUSineSS) the Optimization for Given the existence of an already large number of more prevalent attacks
. . - oy ® that do bypass detections why prioritize this one?

an adversarial ex. is not the expensive part, it is the

engineering part of building a tool that can create a

diverse set of attacks with no obvious watermarks.
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Cybersecurityy Economics

ho’(“‘“g

o Given enough resources, any attack will be successfuh\r\ef{‘s\ \»oof syste™
as G, ~ 7 A
o ¢KS 321t 2F | RSF¥FSyasS Aa 42 GNIl AasS GKS

A A real attacker will opt for theheaperstrategy to reach their objective
A A real defender will prioritize theost likelythreats.

@) Konstantin Berlin

Head of Al at ) . Views are my own.

If you look at cybercrime in economical terms (as you

@) Konstantin Berlin

should because it is a business) the optimization for
an adversarial ex. is not the expensive part, it is the
engineering part of building a tool that can create a
diverse set of attacks with no obvious watermarks.

Given the existence of an already large number of more prevalent attacks
that do bypass detections why prioritize this one?

o Inourdomain,theost2 ¥ |y adF Ol Aa GéLJAOIft©©.I
A €

A More queries highercost ¢f Saa STFSO Fadal
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Cybersecurityg Economics (Case Study)
o We performed an irdepth look at the MLSEC ainishing challenge of 2021

&K X WA

AtINIAOALI Yyia KIBR2E2RE86PDODRESNEKBAGKI DR TS5
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Cybersecurityg Economics (Case Study)
o We performed an irdepth look at the MLSEC ainishing challenge of 2021

~ = ~ w ~ 4

AtINIAOALI Yyia KIBR2E2RE86PDODRESNEKBAGKI DR TS5

250 A
2 —— 1st: npttlpwx (g=320)
.g 200 - 2nd: gjykdxju (q=343)
é’ —— 3rd: pip (q=608)
g 150 4 —#— 4th: mismgfm (q=9982)
0
S 1001
]
©
> i
g 50 f
o .

0 T T T T T T T ~ T T
0 5 10 15 20 25 30 35 40 45

days since start

0 ¢CKS GSIFY | NNARGAY 3 the kadtith submit meirfsoluljiodz&déhﬁ; % ggg’;‘k gl a
N ;A . , ~ A 0 )
0 ¢KS 0SIY I NNAGAY 3 theKisstkaRubhittirely sollpti«tzs*}“\fﬁ SaovxX ¢l a

o Both of these teams only relied on thelomain expertise
No 9rad|er\’f was

computed here!

—

Thehuman factoris a significant componen
in the costandeffectivenes®f an attack.
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Cybersecurityy Economics (statef-research)

o Do research papers on adversarial ML take economics into account?

B None Mention [ Measured
1.00 -
7
0.75 4
> 2 14
8)
c
© 0.50 dl
o Positive trend:
L
“ 025
0.00
2019 2020 2021 TOTAL
Fig. 9: G4: are the costs taken into account (in any way)?

A Only 3 papers provided actual cosh y bbb o606dzi 2yfé& FT2NJ adSELIS)

A The measurements never considered th@nan factor
L GGt C)l LJ LISNBE YSI adzNBR alj dzSNA Saé¢ > RS?SV&S LIl |

. . 0 q \\)
At least in the adversarial ML domain, economics appears to be overlooked.w@os?:“oc

Disclaimerthe findings of all these papers are still significan’t!
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A few words on the statef-researcH
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Data and Reproducibility (statef-research)

® Other = Audio ™ Text ™ Images B Not Available [ Public
1.25
‘ 28
1.00 Uz
1
6 ° >
g 0.75 7 - %
= 6 >
@ 050 O
- o
0.25
oo 2019 2020 2021 TOTAL . 2019 2020 2021 TOTAL
Fig. 10: What are the data-types considered in the evaluation? Fig. 11: Has the source-code been publicly released?
. . vy
A Over 50% of the papers focus on image data (decreasing trend) : Vée,
o
Only 12 papers (out of 88) focus on ML applications for cybersecurity (e.g., phishing, mé’r\‘h@fg)o%

es_./

Some ML application domains (e.g., finance) ate
rarely discussed in adversarial ML literature.

A Only 50% of the papers release their implementations publicly (increasing trend)

58


https://giovanniapruzzese.com/

Giovanni Apruzzes®hD
https://giovanniapruzzese.con

LYyO2yaAraioasSyid ¢SNXYAy2f23e 04?2 |
o ¢KS GéNAﬁ?@l‘éééémyﬁiéaao N8 6ARSEALINBI RXI 0 dzi

~

RSANBSa 2F FOaalFO1SNRa (1y2¢6ft SRISP | SNB

Co et al. [101]: Al nwhite -box settings, the adversary has complete A/'Qns _

knowledge of the model architecture, parameters, and training data .[... ] [ With Sty

In a black -box setting, the adversary has no knowledge of the target —model stov[43d’c ang
and no access to surrogate datasets .0 ]
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Co et al. [101]: Al nwhite -box settings, the adversary has complete Aligp,

knowledge of the model architecture, parameters, and training data .[... ] f""l h s

In a black -box setting, the adversary has no knowledge of the target —model stoVM d’Cand
and no access to surrogate datasets .0

Shan et al. [102]: fA Weassume a basic white box threat model,  where i

adversaries have direct access to the the ML model, its architecture, and f,,o”"" his s iFf,

its internal parameter values [.. ] but do not have access to the training [101](.. h/_erem‘
data . 0 re\bo)(”)/
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Co et al. [101]: Al nwhite -box settings, the adversary has complete Aligp,

knowledge of the model architecture, parameters, and training data .[... ] fWIhSp

In a black -box setting, the adversary has no knowledge of the target —model stoVM d’Cand
and no access to surrogate datasets .0

Shan et al. [102]: fA Weassume a basic white box threat model,  where i
adversaries have direct access to the the ML model, its architecture, and f,,o”"" his s iFf,

its internal parameter values [.. ] but do not have access to the training [101](.. h/_erem‘
data . 0 re\bo)(”)/
Xiao et al. [22]: Al nthis paper, we focus on the white -box adversarial - Whq

attack, which means we need to access the target model (including its 7"’0;‘7-‘ ut
structure and parameters) .0 & a,«a?e
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Co et al. [101]: Al nwhite -box settings, the adversary has complete Aligp,

knowledge of the model architecture, parameters, and training data .[... ] f”"l h s

In a black -box setting, the adversary has no knowledge of the target —model stoVM d’Cand
and no access to surrogate datasets .0

Shan et al. [102]: fA Weassume a basic white box threat model,  where i

adversaries have direct access to the the ML model, its architecture, and f,,o”"" his s iFf,

its internal parameter values [.. ] but do not have access to the training [101](.. h/_erem‘
data . 0 7ge‘boxu).,
Xiao et al. [22]: Al nthis paper, we focus on the white -box adversarial - Whq

attack, which means we need to access the target model (including its 7"’0;‘7-‘ ut
structure and parameters) .0 & a,«a,e
Suya et al. [103] assume a fblack -box0 attacker that A do emt have direct

access to the target model or knowledge of its par amet ebus ,tiat fiha this

access to pre -trained local models for the same task as the target model 6"0;1, [1 O]’ Frep
which could be A di r e c talayable or produced from access to similar ]("b ke’”‘
training data . 0 °’f")./
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Co et al. [101]: Al nwhite -box settings, the adversary has complete Aligp,
knowledge of the model architecture, parameters, and training data .[... ] fWIhSp
In a black -box setting, the adversary has no knowledge of the target —model QSkOVM d’Cand
and no access to surrogate datasets .0
Shan et al. [102]: fA Weassume a basic white box threat model,  where i
adversaries have direct access to the the ML model, its architecture, and f,,o”"" his s iFf,
its internal parameter values [.. ] but do not have access to the training [101](.. h/_erenr
data . 0 7ge‘boxu).,
Xiao et al. [22]: Al nthis paper, we focus on the white -box adversarial - Whq
attack, which means we need to access the target model (including its 7"’0;‘7-‘ ut
structure and parameters) .0 & a,«a,e
Suya et al. [103] assume a fblack -box0 attacker that A do emt have direct
access to the target model or knowledge of its par amet ebus ,tiat fAhafs thje -
access to pre -trained local models for the same task as the target model 6"0;1, [_,Oj’s fer
which could be A di r e c talayable or produced from access to similar ]("bOij)m
training data . 0 0x“)1
Hui et al. [104] envision a figray - boxo setting which A gi v dul knowledge T/?/'s,
to the adversary in terms of the model details Specifically, except for [102]57‘ exqe
the training data, the adversary knows almost everything about the model, "Wh.:' Whicy, defsame as
such as the architecture and the hyper - parameters used for training .0 "Te-poyn e‘;c’" Ibeg
tinot
9:
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Co et al. [101]: Al nwhite -box settings, the adversary has complete Aligp,
knowledge of the model architecture, parameters, and training data .[... ] fWIhSp
In a black -box setting, the adversary has no knowledge of the target —model QSkoVM d’Cand
and no access to surrogate datasets .0
Shan et al. [102]: fA Weassume a basic white box threat model,  where i
adversaries have direct access to the the ML model, its architecture, and f,.o”"" his s iFf,
its internal parameter values [.. ] but do not have access to the training [‘70-7](" h;‘er €nt
data . 0 7ge‘boxu).,
Xiao et al. [22]: Al nthis paper, we focus on the white -box adversarial - Whq
attack, which means we need to access the target model (including its Tf”a/‘f ut
structure and parameters) .0 & a,«a?e
Suya et al. [103] assume a fblack -box0 attacker that A do emt have direct
access to the target model or knowledge of its par amet ebus ,tiat fAhafs - th
access to pre -trained local models for the same task as the target model 6"0;1,[]0;’ iffep
which could be A di r e c talayable or produced from access to similar 1¢ QckZ’”
training data . 0 0x“)1
Hui et al. [104] envision a figray - boxo setting which A gi v dul knowledge 777/'s,
to the adversary in terms of the model details Specifically, except for [102] 7L/7ee)(ac
the training data, the adversary knows almost everything about the model, "Wh.:' Whicy, defsame as
such as the architecture and the hyper - parameters used for training .0 "Te-bo, e‘;c’"’bes q
tinot
9:
Taken individually, all past work are correct. The problems
arise when analyzing the situatias a wholé 64
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Pittsburgh, PA, USAJune %, 2025
ACM Conference on Data aAgplicationSecurity and Privacy

The Ephemeral Threat:
Attacking Algorithmic Trading Systems
powered by Deep Learning

Advije Rizvani, Giovanni Apruzzese, Pavel Laskov

- . UNIVERSITAT
LIECHTENSTEIN
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AlgorithmicTrading

0 6573%of US equity are traded algorithmically

JPMorgan Old ma “
e achs

Algorithmic Trading Global Market Report
2025

$38.4 billion

The Business i ]—‘
Research Company
B I aCk Ro Ck i

$22.03 5
billion 2
$19.95 £
billion §
Blackstone
[10]
>
2024 2025 2026 2027 2028 2029

Sources: Benzinga, Quantified Strategies (2025) 67
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How Algorithmic Trading Systems (roughly) Work

4 )

U- Data ML Rules of
— Predictions Tradin
== J

- J

SELL

Broker

Simplified schema of Milriven ATS

% Benefits:ML enables faster, datdriven trading with higher predictive power

ChallengesML introduces new risks such asversarial perturbations

68
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What if attackers couldubtlymanipulatethe

{(((

data ATS relies on?

ET

ATS
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Common Threat Models for AT8ated Attacks

Knowledge Capabilities

Everything Everything

70
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Realistic Threat Model for ATS Attacks

Attacker hadimited knowledge and capabilities

Knowledge Capabillities

A Targeted ATS analyzes markiata
sent by the broker

A Slightly change value of the kno
stock for just a single point in tir
(e.g., doable with maim-the-
middle)

A Knows (guesses) at least one st

analyzed by the ATS -

71
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Ephemeral Perturbations

2 Features

A Shortlived
A Smallenoughto goundetected
A Designedor time-seriesmodels

Giovanni Apruzzes®hD
https://giovanniapruzzese.con

5 Challenges
A When?
A Magnitude?
A Stock?

72
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Baseline Pipeline of Our Algorithmic Trading System

R i e T e R T

7 Algorithmic Trading System .

E DL models for :

: stock prediction ) . !

| Trading | . > Trading !

Data : PsooacL Strategy Decisions !

(stock values) ! A i

I . buy? :

' . . sell?

‘o I—"')'I P amzn : O

N | | | ' v
i E > QITTICPTE .[ Trading ] :
: — Resources ]

_________________________________________________

Prior work only
evaluated the ML
models
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Our ATS in Operation

Model-Level Performance
(AggregatedRMSE

wm f}) “4 " i \"
VTN §
g“” [/ I JJ 2? ! !:
A }‘I J' —— Predicted
o | —— Actual
aoﬁ)ays " - " *

RMSE very lolvbhOur models perform well!

Giovanni Apruzzes®hD

https://giovanniapruzzese.comn

System Performance
(CumulativeReturns)

Cumulative Returns (%)

—— Cumulative Return

b H p:

100 200 3 500 600

00 400
Days

700

/| dzYdzft I G A @S wSi{dzN
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Attack Design

A Which Stock?

GOOGL

A When to Attack?

Indiscriminate:Random day

@ Targeted:Newsdriven day

A  How much?

© Perturbationf + 1 USDwrt of the true value
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Attack in Operation (Impact on the ML model)

I
1501 —— Real Value

—— Predicted Value

R Attack w=50

----- Attack w=40
Attack w=30

[}
D
o

=
w
o

=
N
o

]
o
o

GOOGL Closing Price

(o]
o

0 100 200 300 400 500 600 700
Days

Impact on RMSEminimal change frooe ®oc pH [Hh ¢ Poc c H
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Attack in Operation (Impact on thehole ATS)

251
N —— Baseline
- 20 After Attack intensity=50
= —— After Attack intensity=40
&) 15 After Attack intensity=30
Q
=
E 10
=
E 5
=
O

0 100 200 300 400 500 600 700

Days

Effects on the CR:

A Intensity 50 =-8.6%

A Intensity40 =-15.9%

A Intensity30 =-11.8% 77
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AttackingEach DaylidividualEvaluation)

Impact to the Cumulative Returns
1.10 - -

1.05:

1.00 - -
_—

0.95 -

Relative CR (atkCR/baselineCR)

0.90 - =t 1

2
I 4
w
o
€
Il
I
o
€
I 4
U
o

In over 60% of the days, a singlay
perturbation reduces cumulative returns!

/8
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It's Not Just About Fooling the Model

Adversarial Perturbations should be taken seriously in Finance

Perspective What It Shows
ML View RMSE = OK
System View ¢15%returns

& Systematic Literature Review:
7,266 papers reviewedDL-specific threats in financial systems ar
critically underexplored

[7 Frameworkis open-source: github.com/AdvijeRep-ats

@ Validated by practitioners:
Seven experts confirmed the realism of both the system and

the threat model o
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The Hague, N¢_September 29, 2023
European Symposium on Research in Computer Security

Attacking Logebased Phishing Website
Detectors with Adversarial Perturbations

Jehyun Lee, Zhe Xin, Melanie Ng Pei See, Kanav Sabharwal,
Giovanni Apruzzese, Dinil Mon Divakaran
3]
aNUS

%2 Trustwave:  Acronis 95 oo

USEN I;(Pg,ei?:;? Lg;ip Zizii m
LG 52SayQu [221 [ A1}
Using Diffusion Model to Subvert Visual
Phishing Detectors

Qingying Hao, Ying Yuan, Diwan Nirav, Giovanni Apruzzese,
Mauro Conti, Gang Wang -

- . UNIVERSITAT &2 UNIVERSITA
LIECHTENSTEIN el Jz DEGLI STUDI | et
s DI PADOVA ILLINOIS
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Current Landscape of Phishing s U
He’s just dumping
o Phishing attacks are continuously increasing ﬂ‘- Iluul(smlllewater

o Most detection methods still rely oblocklistsof malicious URLs RS d “

— Malware sites = —— Phishing sites

2,500,000
2,000,000 {lj/
1,500,000
1,000,000

500,000

0
Jan 01, 2007 Jan 01, 2009 Jan 01, 2011 Jan 01, 2013 Jan 01,2015 Jan 01,2017 Jan 01, 2019 J..

Image source: https://www.tessian.com/blog/phishing-statistics-2020/
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Current Landscape of Phishing s U
He’s just dumping
o Phishing attacks are continuously increasing ﬂ‘- Imnl(smlllewater

o Most detection methods still rely oblocklistsof malicious URLs RS d “

i . i .
2,500,000 % of Phishing Attacks Hosted on HTTPS
2,000,000 o ,x,/‘/
N 709
o
£ 60%
<
1,500,000 O 50
=
1,000,000 i
Q2
500,000 I l I
Qi Q2 Q3 Q4 Q1 Q2 ‘," Q4
2017 2017 2017 201 ?(1 2018 2018 2018 2019 2019 2019 2019 2020 202« 2020 202
0 — QUARTER B
Jan ( J..

Image source: https://www.tessian.com/blog/phishing-statistics-2020/

Image source: https://cdn.comparitech.com/wp-content/uploads/2018/08/AWPG-g4-2020-phishing-over-https.jpg
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Current Landscape of Phishing s U

He's ilI_Sl dumping
hooks in the water c

o Phishing attacks are continuously increasing
0 Most detection methods still rely oblocklistsof malicious URLS

2,500,000 % of Phishing Attacks Hosted on HTTPS
O
1,500.41
10,513,657 —
8,726,021 — —-O 94% increase since 2020
0
6942158  __—
1,000,491 o
500, 2020 2021 2022 2023
1 1 ) 1 018 1 1 202
0 | | p———
Jan J..

Image source: https://www.tessian.com/blog/phishing-statistics-2020/

Image source: https://cdn.comparitech.com/wp-content/uploads/2018/08/AWPG-g4-2020-phishing-over-https.jpg

Image source: https://bolster.ai/wp-content/uploads/2024/03/increase-in-phishing-and-scam-activity.png 83
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Up-to-date list of phishing URLBhishTankwww.phishtank.org)

phishtank.org

PhishTank is operated by Cisco Talos Intelligence Group.

Register | Forgot Password

PhlShTank" Out of the Net, into the Tank.

Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mailing Lists My Account

Join the fight against phishing Whatis phishing?
Submit suspected phishes. Track the status of your submissions. EL“;“.:,”,gm‘i;efiifﬁu“;i”:;i:ﬁﬂ?;tea‘
Verify other users' submissions. Develop software with our free API. your personal information.

Learn more...

Found a phishing site? Get started now — see if it's in the Tank:

http:// | Isita phish?| What is PhishTank?

PhishTank is a collaborative clearing
house for data and information about

Recent SubmlSSlonS phishing on the_ Internet. Also,
PhishTank provides an open API for

You can help! Sign in or register (free! fast!) to verify these suspected phishes. developers and researchers to

ID URL Submitted by integrate anti-phishing data into their
applications at no charge.

8380167 https://scsmbc.fmdsgpj.cn/mem/index.php nyantaku Read the FAQ...

8380166 https://www.classementdespromoteurs.com/plugins/sy... kkalmus

8380165 http://www.classementdespromoteurs.com/plugins/sys... kkalmus

8380164 https://leboncoin.gets-securepayver.shop/link/offr... verifrom

8380163 https://tinyurl.com/yv20867j kovar

8380162 https://wwwibcsob.com/b3e6a793ee16cal7c357/csob-ib kovar

8380161 https://magpiexyz.gift/ r3gersec

8380160 http://magpiexyz.gift r3gersec

8380159 https://bridge.traderjoexyz.com/?amp%3Baf_xp=app&a... Felix0101

8380158 https://bridge-traderjoexyz.com/?source_caller=uig... Felix0101

Question:how do you think such blocklists are kept up to date?
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Current Landscape of Phishig@€ountermeasures

o Countering phishing websites can be donedata-drivenmethods

Website Phishing Website Detector
~-p  Benign
> Preprocessing > —O output
‘ ) Phishing
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Current Landscape of Phishig@€ountermeasures (ML)

o Countering phishing websites can be donedata-drivenmethods

Website Phishing Website Detector

-+ Benign
Preprocessing -—Ooutpur
: t.»! Phishing

0 Such methods include (also) Machine Learning techniques: "e,,,
f/]eSe f OCUS'O
" oy
future .,
Dataset data i

weof faay

ML model
M

predict

Algorithm
A

o Machine Learnindpased Phishing Website Detectors (MWD) are very effective [1]
A Even popular products and weisowsers (e.g., Google Chrome) use them [2, 3]

[1]: Tian, Ke, et al. "Needle in a haystack: Tracking down elite phishing domains in the wild." Internet Measurement Conference 2018.

[2]: El Kouari, Oumaima, Hafssa Benaboud, and Saiida Lazaar. "Using machine learning to deal with Phishing and Spam Detection: An overview." International Conference on Networking, Information Systems & Security. 2020.

[3]: Miao, C., Feng, J., You, W., Shi, W., Huang, J., & Liang, B. (2023, November). A Good Fishman Knows All the Angles: A Critical Evaluation of Google's Phishing Page Classifier. In Proceedings of the 2023 ACM SIGSAC 86
Conference on Computer and Communications Security
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Phishing Website Detection (via ML)

o Thedetectionof a phishing webpage can entail the analysis of various elements, e
A The URL of the webpage (e.g., long URLs are more likely suspicious)
A The HTML (e.g., phishing webpages have many elements hosted under a different dom
A ¢KS WNBLzilIdA2yQ 2F | ¢gSoLJ} IS 6SdIPs |
time, or that is indexed in Google, is likely benign)
A The visual representation (througheferencebaseddetectors)

o0 These analyses can be done Mibased classifierg!,5]

Aez2 FLJXe a[ F2N LKA&A&KAY3I 6S0aAdS RSUGSOU
gSoLI IS YR SEGNI OO0 GKS a FafdlysSedzNtBe (tiiBad)NJB &

Website Machine Learning-based Phishing Website Detector
Feature set ) )
F Benign
. ;
] ]
. 1
. Feature
: Extraction e
+= ;
Phishing
Website Preprocessing Machine Learning Output

[4]: Mohammad, Rami M., Fa@lhabtah and Lee McCluskey. "Predicting phishing websites based estreeifuring neural network.” Neural Computing and ApplicatidBg2014): 443158.
[5]: Apruzzese, GiovannMauro Conti, and Ying Yuan. "SpacePhish: The eveséme of adversarial attacks against phishing website detectors usirignaadearning.” ACSAC, 2022 87
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Phishing Website Detection: Reference Based (visual similarity)

Some detectors leverage the intuition that most phishing webpages try to mimie wel
known brands, but they are hosted under a different domain (e.qg., [6,7])

Thesereference basedetectors can provide some protection against phishing
websites that target a restricted set of brands (e.g., PayPal, Amazon, Google).

f— » Logo
= Extraction

Webpage

In Protected
P ~58>

Logo Image Logo discriminator

Domain name | Phishing

/ Contents comparison | | | webpage
t Yes

Genuine

webpage

|_':> ”""“°‘”"

webpage

[6]: Liu,Ruofan et al. "Inferring phishing intention via webpage appearance and dynamics: A deep vision based approach." 31st USBEN8}rSeasitim (USENIX Security 22). 2022.
[7]: Lin, Yun, et al PhishpediaA hybrid deep learning based approach to visually identify phishing webpages." 30th USENIX Security Symposium (USEXN)IXZd1r 88
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Phishing Website Detection: Reference Based (visual similarity)

Some detectors leverage the intuition that most phishing webpages try to mimie wel
known brands, but they are hosted under a different domain (e.qg., [6,7])

Thesereference basedetectors can provide some protection against phishing
websites that target a restricted set of brands (e.g., PayPal, Amazon, Google).

Domain name | Phishing
/ Contents comparison i webpage
t Yes

Genuine
—— Logo In Protected webpage
= » Extraction » ' » ﬁ Brands
Webpage Logo Image Logo discriminator | | : Unknown
webpage

First, they see if a webpage is visually similar to a webpage ckm@Nn brands.
A E.g., is this webpage similar to any webpage of PayPal, Amazon, or Google?
(If a match is NOT found, then the webpage is treated as benign (to avoid triggering false positive
Then, if a match is found, then the detector checks if the given webpage is hosted
under the same domain of the wekhown brand
A E.g., is this webpage which is similar to PayPal also hosted under the same doReypafs

If yes, then the webpage is benigre(it isPaypal. If not, then the webpage is
phishing (i.e., it is a phishing webpage that is trying to mimic PayPal).

[6]: Liu,Ruofan et al. "Inferring phishing intention via webpage appearance and dynamics: A deep vision based approach." 31st USBEN8}rSeasitim (USENIX Security 22). 2022.
[7]: Lin, Yun, et al PhishpediaA hybrid deep learning based approach to visually identify phishing webpages." 30th USENIX Security Symposium (USEXN)IXZd1r 89
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Dologeo  aSR RSUSOUZ2ZNA 62NJ K O0SYLLN
o ¢KSasS aeausy
perspective

o To make the procedure faster, the similarity is computed by means of discriminator:
reliant on deep learning models.

a 062N)] OSNE ¢Sttt gKSy¥golKS

Domain name Phishing

-

/ Contents comparison [ webpage

t Yes

Genuine
—— Logo In Protected webpage
@ » Extraction » ' » ﬁ Brands

Webpage Logo Image Logo discriminator | | : Unknown
webpage

[8]: Lee, J., Xin, Z., See, M. N. P., SabharwApiizzese, G & Divakaran, D. M. (2023, September). Attacking-loaged phishing website detectors with adversarial perturbations. ESORIZ3S
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SYLJN
g K S ¥ogol K S

o To make the procedure faster, the similarity is computed by means of discriminator:
reliant on deep learning models.

Webpage

)i
[0}
IS
e
v 0.9 1
= i —— Dvir
o v Ll
@A ( - - DSwin
qé ).8 r il S DSimn(n\;(‘
a : o DSiellll(‘S(‘++
15 T 16~ g 109

False Positive Rate

(a) ROC curves

TPR at 1072 FPR

Logo Image Logo discriminator

— Logo In Protected
@» Extraction »' » ﬁ

C'Od
Domain name | Phishing G e on
/ Contents comparison | | | webpage /f'L/Ub

t Yes

Genuine

webpage
b ”""“°‘”“

webpage

1.00

D\'iT DSwin DSiillll(‘S(DSi;u“(‘s(\++
Discriminator

(b) TPR at 102 FPR

[8]: Lee, J., Xin, Z., See, M. N. P., SabharwApiizzese, G & Divakaran, D. M. (2023, September). Attacking-loaged phishing website detectors with adversarial perturbations. ESORIZ3S
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Phishing in a nutshell

o Phishing websites are taken down quickly
A The moment they are reported in a blocklist, they become useless

404: Bait not
found.

Most phishing attacks end up in failure [9]

[OJAdam Oest, et al A Sun rtbesred tloi fseu ncsyedl: e Amnrad yezfi fnege tt ihwee bERREMIXSeouf Symph(R02B) i ng at t a c92 i
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Phishing in a nutshell

o Phishing websites are taken down quickly
A The moment they are reported in a blocklist, they become useless

404: Bait not
found.

Most phishing attacks end up in failure [9]
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Phishing in a nutshetlO2 y i QR

o Even when a user lands on a phishing website, the attack is not complete ye
o The user must still click dhe button / submit the credentials

Thiz 12 low
guality hait

XJ¢
(0p))
(@

aSNE GSOIFarzyé 2F |
(for an attacketd )
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Phishing in a nutshetlO2 y i QR

o Even when a user lands on a phishing website, the attack is not complete ye
o The user must still click dhe button / submit the credentials

Thiz 12 low
guality hait

XJ¢
(0p))
(@

aSNE GSOIFarzyé 2F |
(for an attacketd )

ot KAaKAyYy 3 dé@tbpép?o@séé Aa | g 2
AGKS 6S0aAirisS Ydzald oéLJ aa GKS RSGSOG2N.
A the website must be able to mislead the human user
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Ol RAYyEI aBRE2t KAAKAY 3 2So6aAri.

Domain name Phishing
/ Contents comparison webpage

1 Yes

— A4 Logo = In Protected Gelr;uine

- =] webpage

= ¢ )» Extraction - » NS » Brands

Webpage Logo Image Logo discriminator |_| No > Unknown
webpage

a
Q
a
Lo
o

Problem:these systems are tweaked to minimize false positives.

o Note: this architecture resembles that Bhishintention6]

[6]: Liu, R., Lin, Y., Yang, X., Ng, S. H., Divakaran, D. M., & Dong, J. S. (2022). Inferring phishing intention via webpage appearance and dynamics: A deep vision
based approach. In 31st USENIX Security Symposium (USENIX Security 22) (pp. 1633-1650). 96
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Attack: adversarial logos [8]

Intuition: create an adversarial logo that s
() minimally alteredwv.r.t. its original variant;
and that (i) misleads the logo discriminatar.

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwalpiizzese, G & Divakaran, D. M. (2023, September). Attacking-tmaged phishing website detectors with adversarial perturbations. ES(ORIZ3S
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Attack: adversarial logos [8]

Intuition: create an adversarial logo that s
() minimally alteredwv.r.t. its original variant;
and that (i1) misleads the logo discriminatar.

1. Knowledge:
AGKS FdarO1SNI SELISOGa GKS RSGSOG2NJ
protected set (and that its logos are inspected)
2. Capabilities:
A the attacker can observe the decision of the detector
A the attacker can manipulate their phishing webpages

3. Strategy:Manipulate the logo so that the discriminator has a lower

hod A Ve A o Ve

confidenceA 4 KS RSUSOU2NI gAtt RSFI|dz d

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwalpiizzese, G & Divakaran, D. M. (2023, September). Attacking-lmaged phishing website detectors with adversarial perturbations. ESORIZ3S
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Attack Method (how to generate adversarial logos?)

I‘I‘,’S. )
/nspmed by ”
0 ¢KS FdadrO1 FLLX ASa aDSYSNI GAgdS TR
Loss feedback Co
ANE

Logo discriminator

ﬂ Training phase
q Attack phase

Logo image Image Perturbation Scalingand Adversarial
dataset generator image clipping logo image

Phishing webpage

Fig. 4: Generative adversarial perturbation workflow

0o ¢KS D!'t Idzi2YIFGAOlIffe aftSIFNyag a2
discriminatorg while being minimally altered.

[8]: Lee, J., Xin, Z., See, M. N. P., SabharwApiizzese, G & Divakaran, D. M. (2023, September). Attacking-loaged phishing website detectors with adversarial perturbations. ESORIZ3S
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Attack Method (how to generate adversarial logos?)

I
1 /S /nsp/r.edb

0 ¢KS Fddro] FLILXASa 4DSYSNI GApS VR

N\

o CKS D!t I dzG 2 Yl UAOIF t t e

discriminator¢ while being minimally altered.

at SFNya¢ G2

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwalpiizzese, G & Divakaran, D. M. (2023, September). Attacking-tmaged phishing website detectors with adversarial perturbations. ES(ORIZ3S
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