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Outline of Today

o Using Machine Learning (ML) for Phishing Website Detection

o ά¢ǊƛǾƛŀƭƭȅέ ŜǾŀŘƛƴƎ a[-based Phishing Website Detectors

o Using ML to evade ML-based Phishing Website Detectors

o The viewpoint of human users in the above

Talk based on the following peer-reviewed papers:
o Apruzzese, Giovanni, Mauro Conti, and Ying Yuan. "Spacephish: The evasion-space of adversarial attacks against phishing website 

detectors using machine learning." Proceedings of the 38th Annual Computer Security Applications Conference. 2022. (ACSAC)

o Apruzzese, G.Σ !ƴŘŜǊǎƻƴΣ IΦ {ΦΣ 5ŀƳōǊŀΣ {ΦΣ CǊŜŜƳŀƴΣ 5ΦΣ tƛŜǊŀȊȊƛΣ CΦΣ ϧ wƻǳƴŘȅΣ YΦ άwŜŀƭ ŀǘǘŀŎƪŜǊǎ Řƻƴϥǘ ŎƻƳǇǳǘŜ ƎǊŀŘƛŜƴǘǎέΥ ōǊƛŘƎƛƴƎ ǘƘŜ
gap between adversarial ml research and practice. In 2023 IEEE Conference on Secure and Trustworthy Machine Learning (SaTML)

o Draganovic, A., Dambra, S., Iuit, J. A., Roundy, K., & Apruzzese, G. όнлноΣ bƻǾŜƳōŜǊύΦ ά5ƻ ¦ǎŜǊǎ Cŀƭƭ ŦƻǊ wŜŀƭ !ŘǾŜǊǎŀǊƛŀƭ tƘƛǎƘƛƴƎΚέ 
Investigating the Human Response to Evasive Webpages. In 2023 APWG Symposium on Electronic Crime Research (eCrime)

o Yuan, Y., Hao, Q., Apruzzese, G., Conti, M., & Wang, G. (2024, May). " Are Adversarial Phishing Webpages a Threat in Reality?" 
Understanding the Users' Perception of Adversarial Webpages. In Proceedings of the ACM on Web Conference 2024 (TheWebConf)

o Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website 
detectors with adversarial perturbations. In European Symposium on Research in Computer Security (ESORICS)

o Hao, Q., Diwan, N., Yuan, Y., Apruzzese, G., Conti, M., & Wang, G. (2024). It Doesn't Look Like Anything to Me: Using Diffusion Model to 
Subvert Visual Phishing Detectors. In 33rd USENIX Security Symposium (USENIX Security 24)

All papers are publicly accessible on my website (www.giovanniapruzzese.com) 

Two goals:

Å Inspire you (to do/consider doing research in this domain)
Å Entertain you (research should be fun)

https://giovanniapruzzese.com/
http://www.giovanniapruzzese.com/
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Outline of Today

o Using Machine Learning (ML) for Cybersecurity (brief)

o Security&Privacyissues of ML-ōŀǎŜŘ ǎȅǎǘŜƳǎ όάŀŘǾŜǊǎŀǊƛŀƭ a[έύ

o Using ML-ōŀǎŜŘ ǎȅǎǘŜƳǎ ŦƻǊ ƳŀƭƛŎƛƻǳǎ ǇǳǊǇƻǎŜǎ όάƻŦŦŜƴǎƛǾŜ a[έύ

Talk based on the following peer-reviewed papers:
o Apruzzese, G.Σ !ƴŘŜǊǎƻƴΣ IΦ {ΦΣ 5ŀƳōǊŀΣ {ΦΣ CǊŜŜƳŀƴΣ 5ΦΣ tƛŜǊŀȊȊƛΣ CΦΣ ϧ wƻǳƴŘȅΣ YΦ όнлноύ άwŜŀƭ ŀǘǘŀŎƪŜǊǎ Řƻƴϥǘ ŎƻƳǇǳǘŜ ƎǊŀŘƛŜƴǘǎέΥ ōǊƛŘƎingthe gap 

between adversarial ml research and practice. IEEE Conference on Secure and Trustworthy Machine Learning({ŀ¢a[Ωно)

o Tricomi, P. P., Facciolo, L., Apruzzese, G., & Conti, M. (2023). Attribute inference attacks in online multiplayer video games: A case study on Dota2. 
In ACM Conference on Data and Application Security and Privacy(/h5!{t¸Ωно).

o Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attackinglogo-based phishing website detectors with 
adversarial perturbations. InEuropean Symposium on Research in Computer Security(9{hwL/{Ωно)

o Hao, Q., Diwan, N., Yuan, Y., Apruzzese, G., Conti, M., & Wang, G. (2024). It Doesn't Look Like Anything to Me: Using Diffusion Model to Subvert Visual 
Phishing Detectors. In 33rd USENIX Security Symposium (¦{9bL· {ŜŎǳǊƛǘȅΩнп)

o Weinz, Marie, Saskia Laura Schröer, and Giovanni ApruzzeseΦ όнлнпύ ϦάIŜȅ DƻƻƎƭŜΣ wŜƳƛƴŘ aŜ ǘƻ .Ŝ Phishedέ Exploitingthe Notifications of the 
Google (AI) Assistant on Android for Social Engineering Attacks." In APWG Symposium on Electronic Crime Research (Ŝ/ǊƛƳŜΩнп)

o Rizvani, Advije, Giovanni Apruzzese, and Pavel Laskov. (2025) "The Ephemeral Threat: Assessing the Security of Algorithmic Trading Systems powered 
by Deep Learning."ACM Conference on Data and Application Security and Privacy. 2025 (/h5!{t¸Ωнр)

o Schröer, S. L., Apruzzese, G., Human, S., Laskov, P., Anderson, H. S., Bernroider, E. W., ... & Wang, G. (2025). SoK: On the offensive potential of AI. 
In IEEE Conference on Secure and TrustworthyMachine Learning ({ŀ¢a[Ωнр)

o Weinz, M., Zannone, N., Allodi, L., & Apruzzese, G. (2025). The Impact of Emerging Phishing Threats: Assessing Quishingand LLM-generated Phishing 
Emails against Organizations.In ACM Asia Conference on Computer and Communications Security (!ǎƛŀ//{Ωнр).

All papers are publicly accessible on my website (www.giovanniapruzzese.com) 

Two goals:

Å Inspire you (to do/consider doing research in this domain)
Å Entertain you (research should be fun)

https://giovanniapruzzese.com/
http://www.giovanniapruzzese.com/
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Outline of Today (truth)

o Show you how to break ML-based systems

o Show you how operational ML-based systems fail

o {Ƙƻǿ ȅƻǳ Ƙƻǿ άŜŀǎȅέ ƛǘ ƛǎ ǘƻ ŎŀǳǎŜ ƘŀǊƳ ōȅ ŜȄǇƭƻƛǘƛƴƎ a[ ƳŜǘƘƻŘǎ

o Show you (a glimpse of) the human factor in ML&Cybersecurity
Talk based on the following peer-reviewed papers:
o Apruzzese, Giovanni, Mauro Conti, and Ying Yuan. "Spacephish: The evasion-space of adversarial attacks against phishing website 

detectors using machine learning." Proceedings of the 38th Annual Computer Security Applications Conference. 2022. (ACSAC)

o Apruzzese, G.Σ !ƴŘŜǊǎƻƴΣ IΦ {ΦΣ 5ŀƳōǊŀΣ {ΦΣ CǊŜŜƳŀƴΣ 5ΦΣ tƛŜǊŀȊȊƛΣ CΦΣ ϧ wƻǳƴŘȅΣ YΦ άwŜŀƭ ŀǘǘŀŎƪŜǊǎ Řƻƴϥǘ ŎƻƳǇǳǘŜ ƎǊŀŘƛŜƴǘǎέΥ ōǊƛŘƎƛƴƎ ǘƘŜ
gap between adversarial ml research and practice. In 2023 IEEE Conference on Secure and Trustworthy Machine Learning (SaTML)

o Draganovic, A., Dambra, S., Iuit, J. A., Roundy, K., & Apruzzese, G. όнлноΣ bƻǾŜƳōŜǊύΦ ά5ƻ ¦ǎŜǊǎ Cŀƭƭ ŦƻǊ wŜŀƭ !ŘǾŜǊǎŀǊƛŀƭ tƘƛǎƘƛƴƎΚέ 
Investigating the Human Response to Evasive Webpages. In 2023 APWG Symposium on Electronic Crime Research (eCrime)

o Yuan, Y., Hao, Q., Apruzzese, G., Conti, M., & Wang, G. (2024, May). " Are Adversarial Phishing Webpages a Threat in Reality?" 
Understanding the Users' Perception of Adversarial Webpages. In Proceedings of the ACM on Web Conference 2024 (TheWebConf)

o Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website 
detectors with adversarial perturbations. In European Symposium on Research in Computer Security (ESORICS)

o Hao, Q., Diwan, N., Yuan, Y., Apruzzese, G., Conti, M., & Wang, G. (2024). It Doesn't Look Like Anything to Me: Using Diffusion Model to 
Subvert Visual Phishing Detectors. In 33rd USENIX Security Symposium (USENIX Security 24)

All papers are publicly accessible on my website (www.giovanniapruzzese.com) 

Two goals:

Å Inspire you (to do/consider doing research in this domain)
Å Entertain you (research should be fun)

https://giovanniapruzzese.com/
http://www.giovanniapruzzese.com/
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Part 1:
Introduction

https://giovanniapruzzese.com/


Fundamentals of Machine Learning and 
Cybersecurity
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Machine Learning workflow: Training and Testing

https://giovanniapruzzese.com/
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Do you think that trainingML models is difficult?

https://giovanniapruzzese.com/
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Do you think that trainingML models is difficult? ςMaths

https://giovanniapruzzese.com/
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Do you think that trainingML models is difficult? ςMore Maths
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Do you think that trainingML models is difficult? ςMore MathsJ
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Do you think that trainingML models is difficult? ςOne line

https://giovanniapruzzese.com/
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Do you think that trainingML models is difficult? ςThe real problem

PROBLEMS (data)

PROBLEMS (tuning)

https://giovanniapruzzese.com/
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Do you think that trainingML models is difficult? ςThe real problem

PROBLEMS (data)

PROBLEMS (tuning)

Of course, youôrealwaysfree to go, learnand improvethe fit function: 
https://github.com/scikit-learn/scikit-learn/blob/baf828ca1/sklearn/ensemble/_forest.py#L297

https://giovanniapruzzese.com/
https://github.com/scikit-learn/scikit-learn/blob/baf828ca1/sklearn/ensemble/_forest.py#L297
https://github.com/scikit-learn/scikit-learn/blob/baf828ca1/sklearn/ensemble/_forest.py#L297
https://github.com/scikit-learn/scikit-learn/blob/baf828ca1/sklearn/ensemble/_forest.py#L297
https://github.com/scikit-learn/scikit-learn/blob/baf828ca1/sklearn/ensemble/_forest.py#L297
https://github.com/scikit-learn/scikit-learn/blob/baf828ca1/sklearn/ensemble/_forest.py#L297
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Common issues of ML in Cybersecurity

o Applying Machine Learning requires data to train an ML model

o 5ŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ άǇǊƻōƭŜƳέ ǎƻƭǾŜŘ ōȅ ǎǳŎƘ ƳƻŘŜƭΣ ǘƘŜ Řŀǘŀ Ƴŀȅ ǊŜǉǳƛǊŜ labels

o Obtaining (any) data has a cost, and labelled data is (very) expensive

o Machine Learning models are ultimately just a component within a system

o Such ML models canōŜ ǘŀǊƎŜǘŜŘ ōȅ ά!ŘǾŜǊǎŀǊƛŀƭ a[ !ǘǘŀŎƪǎέ

o Such strategies ultimately aim to compromise the functionality of the ML model.

o The cybersecurity domain implicitly assumes the presence of attackers.

o Attackers are human beings, and hence operate with a cost/benefit mindset

o Such considerations must be made when analyzing the security of (any) IT system

ά¢ƘŜǊŜ ƛǎ ƴƻ ǎǳŎƘ ǘƘƛƴƎ ŀǎ ŀ foolproofsystem. If you believe you have one, then you 
ŦŀƛƭŜŘ ǘƻ ǘŀƪŜ ƛƴǘƻ ŀŎŎƻǳƴǘ ǘƘŜ ŎǊŜŀǘƛǾƛǘȅ ƻŦ Ŧƻƻƭǎέ ώsource]

https://giovanniapruzzese.com/
https://www.vox.com/the-goods/2019/8/29/20836745/frank-abagnale-scam-me-if-you-can
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Common issues of ML in Cybersecurity (ŎƻƴŘΩŘ)

Apruzzese, G., Laskov, P., Montes de Oca, E., Mallouli, W., BrdaloRapa, L., Grammatopoulos, A. V., & Di Franco, F. (2023). The role of machine learning in 

cybersecurity.Digital Threats: Research and Practice, 4(1), 1-38.

https://giovanniapruzzese.com/


Cybersecurity and Machine Learning
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5ƛǎŎƭŀƛƳŜǊΥ ¢ŀƪŜ ŀƭƭ ΨdefinitionsΩ ƛƴ ǘƘƛǎ 
presentationwith a grain of salt

https://giovanniapruzzese.com/
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https://www.youtube.com/watch?v=vtIzMaLkCaM

https://giovanniapruzzese.com/
https://www.youtube.com/watch?v=vtIzMaLkCaM
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The Interplaybetween ML and Cybersecurity

ML for Cybersecurity

https://giovanniapruzzese.com/
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The Interplaybetween ML and Cybersecurity

ML for Cybersecurity

Adversarial ML

https://giovanniapruzzese.com/
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The Interplaybetween ML and Cybersecurity

ML for Cybersecurity

Adversarial ML

ML against 
Security/Privacy

https://giovanniapruzzese.com/
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CyberSecurity101

o Threat Model
Å Goal
Å Knowledge
Å Capabilities
Å Strategy

o Knowledge
Å Black Box
Å White Box
Å Gray Box

o Capabilities
Å Access

o Goal (Security violation):
Å Integrity
Å Availability
Å Privacy / Confidentiality

o ΨEvasionΩ

o Security =/= Robustness

Biggio, Battista, and Fabio Roli. "Wild patterns: Ten years after the rise of adversarial machine learning."Pattern Recognition84 (2018): 317-331.

https://giovanniapruzzese.com/
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CyberSecurity101

o Threat Model
Å DƻŀƭΥ ƛǘΩǎ ǿƘŀǘ ǘƘŜ attackerwants to achieve
Å YƴƻǿƭŜŘƎŜΥ ƛǘΩǎ ǿƘŀǘ ǘƘŜ attackerknows about the targetedsystem
Å /ŀǇŀōƛƭƛǘƛŜǎΥ ƛǘΩǎ ǿƘŀǘ ǘƘŜ attackercan do with the targetedsystem
Å Strategy: it depends on the three elementsabove

o Knowledge
Å Black Box: an attackerwho knows nothingabout the targetedsystem
Å White Box: an attackerwho knows everythingabout the targetedsystem
Å Gray Box: a mix of the above

o Capabilities
Å !ŎŎŜǎǎΥ ƛǘ Ŏŀƴ ōŜ ΨreadΩ ƻǊ ΨwriteΩ όƻǊ ŜǾŜƴ ΨǉǳŜǊȅΩ ǘƘŜ targetedsystem)

o Goal (Security violation):
Å Integrity: the attackerwants to cause the targetedsystem to behaveincorrectly
Å Availability: the attackerwants to preventthe targetedsystem to functionat all
Å Privacy / Confidentiality: the attackerwants to steal(sensitive) data

o ΨEvasionΩΥ ƛƴ ŀ ǎŜŎǳǊƛǘȅ context, it indicatesbypassinga detectionsystem

o Security =/= Robustness
Å Isthere an attackerthat seeksto cause a security violation? If so, then it isa security problem; 

otherwise, it isa robustnessproblem.

https://giovanniapruzzese.com/
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{ŜŎǳǊƛǘȅ ƻŦ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎ όΨ!ŘǾŜǊǎŀǊƛŀƭ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎΩύ

o EvasionAttacks [Ref1, Ref2, Ref3]

o PoisoningAttacks [Ref1, Ref2, Ref3]

o Backdoors [Ref1]

o Adversarial Examples[Ref1, Ref2, Ref3]

o Model Extraction/ Stealing[Ref1, Ref2, Ref3]

o Model Inversion[Ref1, Ref2]

o Membership InferenceAttack [Ref1, Ref2, Ref3]

o Training-time attack

o Test-time attack (or inference-time attack)

o Jailbreak[Ref1, Ref2]

o Prompt Injection [Ref1]

o Machine Unlearning[Ref1, Ref2]

o Attribute InferenceAttack [Ref1, Ref2]

https://giovanniapruzzese.com/
https://link.springer.com/chapter/10.1007/978-3-642-40994-3_25
https://ieeexplore.ieee.org/abstract/document/7958570
https://arxiv.org/abs/1902.06705
https://icml.cc/2012/papers/880.pdf
https://dl.acm.org/doi/full/10.1145/3585385
https://ieeexplore.ieee.org/abstract/document/8418594
https://ieeexplore.ieee.org/abstract/document/8835365
https://arxiv.org/abs/1412.6572
https://www.taylorfrancis.com/chapters/edit/10.1201/9781351251389-8/adversarial-examples-physical-world-alexey-kurakin-ian-goodfellow-samy-bengio
https://ieeexplore.ieee.org/abstract/document/8601309
https://openreview.net/forum?id=VE3yWXt3KB
https://ieeexplore.ieee.org/abstract/document/8806737
https://www.usenix.org/conference/usenixsecurity16/technical-sessions/presentation/tramer
http://openaccess.thecvf.com/content_CVPR_2020/html/Zhang_The_Secret_Revealer_Generative_Model-Inversion_Attacks_Against_Deep_Neural_Networks_CVPR_2020_paper.html
https://dl.acm.org/doi/abs/10.1145/2810103.2813677
https://ieeexplore.ieee.org/abstract/document/7958568
https://ieeexplore.ieee.org/abstract/document/9833649
https://dl.acm.org/doi/full/10.1145/3523273
https://dl.acm.org/doi/abs/10.1145/3658644.3670388
https://www.usenix.org/conference/usenixsecurity24/presentation/yu-zhiyuan
https://dl.acm.org/doi/abs/10.1145/3605764.3623985?casa_token=_ZOa_2zNVL0AAAAA:JYxPxMm9nztQaws_kPyRjsBP1ijlSiUwe-GBCbPP0UgG9KmWe1UYVcwncaxGPC_AGb7daetveX9teF0
https://ieeexplore.ieee.org/abstract/document/9519428
https://ieeexplore.ieee.org/abstract/document/7163042
https://dl.acm.org/doi/abs/10.1145/3154793
https://www.usenix.org/conference/usenixsecurity18/presentation/jia-jinyuan
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{ŜŎǳǊƛǘȅ ƻŦ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎ όΨ!ŘǾŜǊǎŀǊƛŀƭ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎΩύ

o EvasionAttacks: ƛǘ ΨtraditionallyΩ ƳŜŀƴǎ inducingthe ML model to misclassifya sample

o PoisoningAttacks: it involvesmanipulatingthe training data to cause misbehavior

o Backdoors: it involvesinducingthe ML model to behaveincorrectlyonly in the presenceof certain samples

o AdversarialExamples: an input that causesa misclassificationdespite being (from a human viewpoint) 

indistinguishablefrom another input that isclassifiedcorrectly

o Model Extraction/ Stealing: an attackthat seeksǘƻ ΨstealΩ ǘƘŜ a[ ƳƻŘŜƭ όLt propertytheft)

o Model Inversion: an attackthat seeksto stealthe training data of an ML model

o Membership InferenceAttack: an attackthat seeksto infer if a given input was used to train the ML model

o Training-time attack: an attackthat occursduring the training phaseof the ML model

o Test-time attack: an attackthat occursduring the inferencephaseof the ML model

o Jailbreak: an attackthat bypassesthe built-in safetymechanismof an ML model

o Prompt Injection: an attackthat inducesa misbehaviorof an ML model by concealingŀ ǎǇŜŎƛŦƛŎ ΨǇǊƻƳǇǘΩ ƛƴ ŀƴƻǘƘŜǊ 

prompt

o Machine Unlearning: a process that seeksǘƻ ƘŀǾŜ ǘƘŜ a[ ƳƻŘŜƭ ΨŦƻǊƎŜǘΩ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ƛǘ ƘŀŘ ōŜŜƴ trainedon a 

specific sample

o Attribute InferenceAttack: an attackthat seeksto inferǘƘŜ ΨǇǊƛǾŀǘŜΩ attributesof a given person by usingtheir 

publiclyavailable information

https://giovanniapruzzese.com/
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Iƻǿ ŀǊŜ ΨŀŘǾŜǊǎŀǊƛŀƭ a[ attacksΩ carriedout?

o White-box setting with unrestrictedaccess to the ML model within the ML system

Å !ǇǇƭȅ CD{aΣ /ϧ²Σ tD5 ǘƻ ŦƛƴŘ ǘƘŜ ΨŀŘǾŜǊǎŀǊƛŀƭ ŜȄŀƳǇƭŜΩ ǘƘŀǘ bypassesthe ML model

Å Alternatively, do any sort of thing which enablesthe attackerǘƻ ΨwinΩ 

Å (note: this is typically just a worst-case scenario)

https://giovanniapruzzese.com/
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Iƻǿ ŀǊŜ ΨŀŘǾŜǊǎŀǊƛŀƭ a[ attacksΩ carriedout?

o White-box setting with unrestrictedaccess to the ML model within the ML system

Å !ǇǇƭȅ CD{aΣ /ϧ²Σ tD5 ǘƻ ŦƛƴŘ ǘƘŜ ΨŀŘǾŜǊǎŀǊƛŀƭ ŜȄŀƳǇƭŜΩ ǘƘŀǘ bypassesthe ML model

Å Alternatively, do any sort of thing which enablesthe attackerǘƻ ΨwinΩ 

Å (note: this is typically just a worst-case scenario)

o Black-ōƻȄ ǎŜǘǘƛƴƎ ǿƛǘƘ ΨǉǳŜǊȅΩ ŀŎŎŜǎǎ ǘƻ ǘƘŜ a[ ƳƻŘŜƭ ǿƛǘƘƛƴ ǘƘŜ a[ ǎȅǎǘŜƳ

Å LǎǎǳŜ ǉǳŜǊƛŜǎ ǘƻ ŎǊŜŀǘŜ ŀ ΨǎǳǊǊƻƎŀǘŜΩ a[ ƳƻŘŜƭ ƻƴ ǿƘƛŎƘ ȅƻǳ ƘŀǾŜ Ŧǳƭƭ ƪƴƻǿƭŜŘƎŜ

Å Apply C&W/PGD/FGSM to such a surrogate

Å Transfer the successful examplesto the targetedML model

https://giovanniapruzzese.com/
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Iƻǿ ŀǊŜ ΨŀŘǾŜǊǎŀǊƛŀƭ a[ attacksΩ carriedout?

o White-box setting with unrestrictedaccess to the ML model within the ML system

Å !ǇǇƭȅ CD{aΣ /ϧ²Σ tD5 ǘƻ ŦƛƴŘ ǘƘŜ ΨŀŘǾŜǊǎŀǊƛŀƭ ŜȄŀƳǇƭŜΩ ǘƘŀǘ bypassesthe ML model

Å Alternatively, do any sort of thing which enablesthe attackerǘƻ ΨwinΩ 

Å (note: this is typically just a worst-case scenario)

o Black-ōƻȄ ǎŜǘǘƛƴƎ ǿƛǘƘ ΨǉǳŜǊȅΩ ŀŎŎŜǎǎ ǘƻ ǘƘŜ a[ ƳƻŘŜƭ ǿƛǘƘƛƴ ǘƘŜ a[ ǎȅǎǘŜƳ

Å LǎǎǳŜ ǉǳŜǊƛŜǎ ǘƻ ŎǊŜŀǘŜ ŀ ΨǎǳǊǊƻƎŀǘŜΩ a[ ƳƻŘŜƭ ƻƴ ǿƘƛŎƘ ȅƻǳ ƘŀǾŜ Ŧǳƭƭ ƪƴƻǿƭŜŘƎŜ

Å Apply C&W/PGD/FGSM to such a surrogate

Å Transfer the successful examplesto the targetedML model

o hƴŜ Ŏŀƴ ŀƭǎƻ ōǳƛƭŘ ŀ ΨǎǳǊǊƻƎŀǘŜΩ ōȅΥ

Å Having knowledge of/access to the training data (or parts of it)

Å Retrievingpublicly-available ML models that fulfil a similar objective

https://giovanniapruzzese.com/
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Backstory (DagstuhlςJuly 10-15th, 2022) 

o wŜǎŜŀǊŎƘ ǎŜƳƛƴŀǊ ƻƴ ǘƘŜ ά{ŜŎǳǊƛǘȅ ƻŦ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎέ

https://giovanniapruzzese.com/
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Backstory (DagstuhlςJuly 10-15th, 2022) 

o wŜǎŜŀǊŎƘ ǎŜƳƛƴŀǊ ƻƴ ǘƘŜ ά{ŜŎǳǊƛǘȅ ƻŦ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎέ

o The seminar opened with a talk by K. Grosse, showcasing the results of an extensive 
survey with ML practitioners about the security of ML [5]:

ά²Ƙȅ Řƻ ǎƻΚέ

ώрϐ YΦ DǊƻǎǎŜ Σ Ŝǘ ŀƭ άά²Ƙȅ Řƻ ǎƻΚές! tǊŀŎǘƛŎŀƭ tŜǊǎǇŜŎǘƛǾŜ ƻƴ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎ {ŜŎǳǊƛǘȅΣέ  L/a[τNew Frontiers of Adversarial Machine Learning, 2022.

https://giovanniapruzzese.com/
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Backstory (DagstuhlςJuly 10-15th, 2022) 

o wŜǎŜŀǊŎƘ ǎŜƳƛƴŀǊ ƻƴ ǘƘŜ ά{ŜŎǳǊƛǘȅ ƻŦ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎέ

o The seminar opened with a talk by K. Grosse, showcasing the results of an extensive 
survey with ML practitioners about the security of ML [5]:

o Many discussions revolved around the impact of our research to the real world. 

o ! ǊŜŎǳǊǊƛƴƎ ƻōǎŜǊǾŀǘƛƻƴ ōȅ ǎƻƳŜ ƻŦ ǘƘŜ ǎŜƳƛƴŀǊΩǎ ŀǘǘŜƴŘŜŜǎ ŦǊƻƳ ƛƴŘǳǎǘǊȅ ǿŀǎ ǘƘŀǘΥ

ά²Ƙȅ Řƻ ǎƻΚέ

ώрϐ YΦ DǊƻǎǎŜ Σ Ŝǘ ŀƭ άά²Ƙȅ Řƻ ǎƻΚές! tǊŀŎǘƛŎŀƭ tŜǊǎǇŜŎǘƛǾŜ ƻƴ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎ {ŜŎǳǊƛǘȅΣέ  L/a[τNew Frontiers of Adversarial Machine Learning, 2022.

άwŜŀƭ ŀǘǘŀŎƪŜǊǎ guessέ

Apparently, the overwhelming 
number of works on adversarial 
ML research were not seen as 
problematic by practitioners!

https://giovanniapruzzese.com/
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Backstory (Earth ςJuly 22nd, 2022)

o hƴŜ ǿŜŜƪ ƭŀǘŜǊΣ L ǿŀǎ ƘŀǾƛƴƎ ŀ όǊŜƳƻǘŜύ Ŏŀƭƭ ǿƛǘƘ Cŀōƛƻ tƛŜǊŀȊȊƛΣ ŀƴŘΧ

https://giovanniapruzzese.com/
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Do realattackerscompute gradients?

https://giovanniapruzzese.com/
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Do real attackers compute gradients? (Case Study)

o ²Ŝ ǘǊƛŜŘ ŀƴǎǿŜǊƛƴƎ ǘƘƛǎ ǉǳŜǎǘƛƻƴ ōȅ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜ !L LƴŎƛŘŜƴǘ 5ŀǘŀōŀǎŜ ώтуϐΧ

o Χōǳǘ we could not find any evidenceƻŦ ǊŜŀƭ ƛƴŎƛŘŜƴǘǎ ǎǘŜƳƳƛƴƎ ŦǊƻƳ άŀŘǾŜǊǎŀǊƛŀƭ 
ŜȄŀƳǇƭŜǎέ όƻǊ ǿƘƛŎƘ ƭŜǾŜǊŀƎŜ ƎǊŀŘƛŜƴǘ ŎƻƳǇǳǘŀǘƛƻƴǎύ

[78]: https://incidentdatabase.ai/

https://giovanniapruzzese.com/
https://incidentdatabase.ai/
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Do real attackers compute gradients? (Case Study)

o ²Ŝ ǘǊƛŜŘ ŀƴǎǿŜǊƛƴƎ ǘƘƛǎ ǉǳŜǎǘƛƻƴ ōȅ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜ !L LƴŎƛŘŜƴǘ 5ŀǘŀōŀǎŜ ώтуϐΧ

o Χōǳǘ we could not find any evidenceƻŦ ǊŜŀƭ ƛƴŎƛŘŜƴǘǎ ǎǘŜƳƳƛƴƎ ŦǊƻƳ άŀŘǾŜǊǎŀǊƛŀƭ 
ŜȄŀƳǇƭŜǎέ όƻǊ ǿƘƛŎƘ ƭŜǾŜǊŀƎŜ ƎǊŀŘƛŜƴǘ ŎƻƳǇǳǘŀǘƛƻƴǎύ

o So, we asked a well-known cybersecurity companyto provide us with data from their 
(operational!) phishing website detector, empowered by deep learning

o Just in July 2022, there were 9K samplesŦƻǊ ǿƘƛŎƘ ǘƘŜ a[ ŘŜǘŜŎǘƻǊ ǿŀǎ άǳƴŎŜǊǘŀƛƴέ

Å ¢ƘŜȅ ǿŜǊŜ άŎƭƻǎŜ ǘƻ ǘƘŜ ŘŜŎƛǎƛƻƴ ōƻǳƴŘŀǊȅέΣ ŀƴŘ ǊŜǉǳƛǊŜŘ Ƴŀƴǳŀƭ ǘǊƛŀƎŜ ōȅ ŜȄǇŜǊǘǎ

o We manually analyzedthese (phishing) samples, trying to understand the root-causes 
ƻŦ ǘƘŜǎŜ άŀŘǾŜǊǎŀǊƛŀƭ ǿŜōǇŀƎŜǎέ

What did we find?

[78]: https://incidentdatabase.ai/

https://giovanniapruzzese.com/
https://incidentdatabase.ai/


40

https://giovanniapruzzese.com

Giovanni Apruzzese, PhD
https://giovanniapruzzese.com 

5ƻ ǊŜŀƭ ŀǘǘŀŎƪŜǊǎ ŎƻƳǇǳǘŜ ƎǊŀŘƛŜƴǘǎΚ ό/ŀǎŜ {ǘǳŘȅύ ώŎƻƴǘΩŘϐ

o The vast majorityƻŦ ǘƘŜǎŜ ǿŜōǇŀƎŜǎ ǿŜǊŜ άƻǳǘ ƻŦ ŘƛǎǘǊƛōǳǘƛƻƴέ

Å They were different from any sample in the training set

o ²Ŝ ǘƘŜƴ ƭƻƻƪŜŘ ŀǘ ŀ ǎƳŀƭƭ ǎǳōǎŜǘ ƻŦ ǘƘŜ ǊŜƳŀƛƴƛƴƎ ƻƴŜǎΧ

https://giovanniapruzzese.com/
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5ƻ ǊŜŀƭ ŀǘǘŀŎƪŜǊǎ ŎƻƳǇǳǘŜ ƎǊŀŘƛŜƴǘǎΚ ό/ŀǎŜ {ǘǳŘȅύ ώŎƻƴǘΩŘϐ

o The vast majorityƻŦ ǘƘŜǎŜ ǿŜōǇŀƎŜǎ ǿŜǊŜ άƻǳǘ ƻŦ ŘƛǎǘǊƛōǳǘƛƻƴέ

Å They were different from any sample in the training set

o ²Ŝ ǘƘŜƴ ƭƻƻƪŜŘ ŀǘ ŀ ǎƳŀƭƭ ǎǳōǎŜǘ ƻŦ ǘƘŜ ǊŜƳŀƛƴƛƴƎ ƻƴŜǎΧ

¢ƘŜǎŜ ǘŜŎƘƴƛǉǳŜǎ ƘŀǾŜ ōŜŜƴ ƪƴƻǿƴ ŦƻǊ ŘŜŎŀŘŜǎΧ 
but can still evade modern (and real) ML systems.

https://giovanniapruzzese.com/
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Machine Learning Systems

https://giovanniapruzzese.com/
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Machine Learning Systems

o In reality, ML models are a single component of a complex ML system

Å Real ML systems (are likely to) have also elements that have nothing to do with ML

https://giovanniapruzzese.com/
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Machine Learning Systems

o In reality, ML models are a single component of a complex ML system

Å Real ML systems (are likely to) have also elements that have nothing to do with ML

o {ƻƳŜ a[ ǎȅǎǘŜƳǎ ŀǊŜ άƛƴǾƛǎƛōƭŜέ ǘƻ ǘƘŜƛǊ ǳǎŜǊǎ όŀƴŘΣ ƘŜƴŎŜΣ ǘƻ ǊŜŀƭ ŀǘǘŀŎƪŜǊǎύ

https://giovanniapruzzese.com/
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Machine Learning Systems (Case Study)

o This is the architecture of the ML-based spam detection system at Facebook

https://giovanniapruzzese.com/
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Machine Learning Systems (Case Study)

o This is the architecture of the ML-based spam detection system at Facebook

o The first layers are meant to block attacks at scale(e.g., query-based strategies)

o All layers use a mix of ML and non-ML techniques (not necessarily deep learning)

o Deep learning really shines at the bottom layer (few events reach this layer, though)

o The output accounts for diverse layers and is not instantaneous (an invisibleML system)

Real attackers have to bypass all layers to be successful.

https://giovanniapruzzese.com/
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ά!ǘǘŀŎƪƛƴƎέ ŀƴ invisibleML system

o LŦ L Ǝƻ ƻƴ CŀŎŜōƻƻƪ ŀƴŘ ǿŀƴǘ ǘƻ ǎǇǊŜŀŘ άǎǇŀƳƳȅέ ŎƻƴǘŜƴǘΧ

o ΧǘƘŜ ƻƴƭȅ ǘƘƛƴƎ L ǿƛƭƭ ǎŜŜ ŀŦǘŜǊ άǇƻǎǘƛƴƎέ ƛǘ ƛǎ ǘƘŜ Ǉƻǎǘ ƛǘǎŜƭŦΦ

https://giovanniapruzzese.com/
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ά!ǘǘŀŎƪƛƴƎέ ŀƴ invisiblea[ ǎȅǎǘŜƳ όŎƻƴǘΩŘύ

o LŦ L Ǝƻ ƻƴ CŀŎŜōƻƻƪ ŀƴŘ ǿŀƴǘ ǘƻ ǎǇǊŜŀŘ άǎǇŀƳƳȅέ ŎƻƴǘŜƴǘΧ

o ΧǘƘŜ ƻƴƭȅ ǘƘƛƴƎ L ǿƛƭƭ ǎŜŜ ŀŦǘŜǊ άǇƻǎǘƛƴƎέ ƛǘ ƛǎ ǘƘŜ Ǉƻǎǘ ƛǘǎŜƭŦΦ

o I would not be able to see:

Å ¢ƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻŦ CŀŎŜōƻƻƪΩǎ ǎǇŀƳ ŘŜǘŜŎǘƻǊ

Å The fact that it uses ML

Å The fact that my specific post was (or not) analyzed by ML

Å The output of the system to my specific post

o LŦ ǘƘŜ Ǉƻǎǘ άŀǇǇŜŀǊǎέΣ ŘƻŜǎ ƛǘ ƳŜŀƴ ǘƘŀǘ ǘƘŜ ǎȅǎǘŜƳ ǿŀǎ ŜǾŀŘŜŘΚ

Å What if the post gets removed after 1 hour? Or 1 day? 

Å What if my account is blocked after 1 week?

https://giovanniapruzzese.com/
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Machine Learning Systems (state-of-research)

o We analyzed all related papers accepted at top-4 cybersecurity conferences (NDSS, S&P, 
CCS, USENIX Sec) from 2019-2021. 

Å hǳǘ ƻŦ мрпф ǇŀǇŜǊǎΣ уу ŦŜƭƭ ƛƴǘƻ ǘƘŜ άŀŘǾŜǊǎŀǊƛŀƭ a[έ ŎŀǘŜƎƻǊȅΦ

Out of these, 78 consider onlydeep learning methods

https://giovanniapruzzese.com/
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Machine Learning Systems (state-of-research)

o We analyzed all related papers accepted at top-4 cybersecurity conferences (NDSS, S&P, 
CCS, USENIX Sec) from 2019-2021. 

Å hǳǘ ƻŦ мрпф ǇŀǇŜǊǎΣ уу ŦŜƭƭ ƛƴǘƻ ǘƘŜ άŀŘǾŜǊǎŀǊƛŀƭ a[έ ŎŀǘŜƎƻǊȅΦ

Out of these, 78 consider onlydeep learning methods

Finding a ML system that is openly available for 
research-focused (security) assessments is hard.

Building a pipeline that resembles a 
(realistic) ML system is difficult.

Disclaimer: the findings of all these papers are still significant!

https://giovanniapruzzese.com/
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Cybersecurity is rooted in economics

https://giovanniapruzzese.com/
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Cybersecurity ᵾ Economics

o Given enough resources, any attack will be successful

o ¢ƘŜ Ǝƻŀƭ ƻŦ ŀ ŘŜŦŜƴǎŜ ƛǎ ǘƻ άǊŀƛǎŜ ǘƘŜ ōŀǊέ ŦƻǊ ǘƘŜ ŀǘǘŀŎƪŜǊ

Ą A real attacker will opt for the cheaperstrategy to reach their objective

Ą A real defender will prioritize the most likelythreats.

https://giovanniapruzzese.com/
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Cybersecurity ᵾ Economics

o Given enough resources, any attack will be successful

o ¢ƘŜ Ǝƻŀƭ ƻŦ ŀ ŘŜŦŜƴǎŜ ƛǎ ǘƻ άǊŀƛǎŜ ǘƘŜ ōŀǊέ ŦƻǊ ǘƘŜ ŀǘǘŀŎƪŜǊ

Ą A real attacker will opt for the cheaperstrategy to reach their objective

Ą A real defender will prioritize the most likelythreats.

o In our domain, the costƻŦ ŀƴ ŀǘǘŀŎƪ ƛǎ ǘȅǇƛŎŀƭƭȅ ƳŜŀǎǳǊŜŘ ōȅ ƳŜŀƴǎ ƻŦ άǉǳŜǊƛŜǎέ

Å More queries higher cost  άƭŜǎǎ ŜŦŦŜŎǘƛǾŜέ ŀǘǘŀŎƪ

https://giovanniapruzzese.com/
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Cybersecurity ᵾ Economics (Case Study)

o We performed an in-depth look at the MLSEC anti-phishing challenge of 2021

Å tŀǊǘƛŎƛǇŀƴǘǎ ƘŀŘ ǘƻ άŜǾŀŘŜ ǘƘŜ ōƭŀŎƪ-ōƻȄ ŘŜǘŜŎǘƻǊέ ǿƛǘƘ ŀǎ ŦŜǿ ǉǳŜǊƛŜǎ ŀǎ ǇƻǎǎƛōƭŜ

https://giovanniapruzzese.com/
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Cybersecurity ᵾ Economics (Case Study)

o We performed an in-depth look at the MLSEC anti-phishing challenge of 2021

Å tŀǊǘƛŎƛǇŀƴǘǎ ƘŀŘ ǘƻ άŜǾŀŘŜ ǘƘŜ ōƭŀŎƪ-ōƻȄ ŘŜǘŜŎǘƻǊέ ǿƛǘƘ ŀǎ ŦŜǿ ǉǳŜǊƛŜǎ ŀǎ ǇƻǎǎƛōƭŜ

o ¢ƘŜ ǘŜŀƳ ŀǊǊƛǾƛƴƎ ŦƛǊǎǘ όонл ǉǳŜǊƛŜǎύΧ ǿŀǎ the last to submit their solution

o ¢ƘŜ ǘŜŀƳ ŀǊǊƛǾƛƴƎ ǘƘƛǊŘ όслу ǉǳŜǊƛŜǎύΧ ǿŀǎ the first to submit their solution

o Both of these teams only relied on their domain expertise

The human factoris a significant component 
in the costand effectivenessof an attack.

https://giovanniapruzzese.com/
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Cybersecurity ᵾ Economics (state-of-research)

o Do research papers on adversarial ML take economics into account?

Å Only 3 papers provided an actual costƛƴ ϷϷ όōǳǘ ƻƴƭȅ ŦƻǊ άŜȄǇŜƴǎŜǎέύ

Å The measurements never considered the human factor

!ǘǘŀŎƪ ǇŀǇŜǊǎ ƳŜŀǎǳǊŜŘ άǉǳŜǊƛŜǎέΣ ŘŜŦŜƴǎŜ ǇŀǇŜǊǎ ƳŜŀǎǳǊŜŘ άǇŜǊŦƻǊƳŀƴŎŜ ŘŜƎǊŀŘŀǘƛƻƴέ

At least in the adversarial ML domain, economics appears to be overlooked. 

Disclaimer: the findings of all these papers are still significant!

https://giovanniapruzzese.com/
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A few words on the state-of-research
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58

https://giovanniapruzzese.com

Giovanni Apruzzese, PhD
https://giovanniapruzzese.com 

Data and Reproducibility (state-of-research)

Å Over 50% of the papers focus on image data (decreasing trend)

Only 12 papers (out of 88) focus on ML applications for cybersecurity (e.g., phishing, malware)

Å Only 50% of the papers release their implementations publicly (increasing trend)

Some ML application domains (e.g., finance) are 
rarely discussed in adversarial ML literature.

https://giovanniapruzzese.com/
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

https://giovanniapruzzese.com/
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

https://giovanniapruzzese.com/
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

Xiao et al . [ 22] : ñInthis paper, we focus on the white - box adversarial

attack, which means we need to access the target model (including its

structure and parameters) . ò

https://giovanniapruzzese.com/
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

Xiao et al . [ 22] : ñInthis paper, we focus on the white - box adversarial

attack, which means we need to access the target model (including its

structure and parameters) . ò

Suya et al . [ 103 ] assume a ñblack - boxò attacker that ñdoesnot have direct

access to the target model or knowledge of its parameters,òbut that ñhas

access to pre - trained local models for the same task as the target modelò

which could be ñdirectlyavailable or produced from access to similar

training data . ò

https://giovanniapruzzese.com/
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

Xiao et al . [ 22] : ñInthis paper, we focus on the white - box adversarial

attack, which means we need to access the target model (including its

structure and parameters) . ò

Suya et al . [ 103 ] assume a ñblack - boxò attacker that ñdoesnot have direct

access to the target model or knowledge of its parameters,òbut that ñhas

access to pre - trained local models for the same task as the target modelò

which could be ñdirectlyavailable or produced from access to similar

training data . ò

Hui et al . [ 104 ] envision a ñgray - boxò setting which ñgivesfull knowledge

to the adversary in terms of the model details . Specifically, except for

the training data, the adversary knows almost everything about the model,

such as the architecture and the hyper - parameters used for training . ò

https://giovanniapruzzese.com/
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

Xiao et al . [ 22] : ñInthis paper, we focus on the white - box adversarial

attack, which means we need to access the target model (including its

structure and parameters) . ò

Suya et al . [ 103 ] assume a ñblack - boxò attacker that ñdoesnot have direct

access to the target model or knowledge of its parameters,òbut that ñhas

access to pre - trained local models for the same task as the target modelò

which could be ñdirectlyavailable or produced from access to similar

training data . ò

Hui et al . [ 104 ] envision a ñgray - boxò setting which ñgivesfull knowledge

to the adversary in terms of the model details . Specifically, except for

the training data, the adversary knows almost everything about the model,

such as the architecture and the hyper - parameters used for training . ò

Taken individually, all past work are correct. The problems 
arise when analyzing the situation as a whole!
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Part 2:
Attacks against ML

https://giovanniapruzzese.com/


The Ephemeral Threat:
Attacking Algorithmic Trading Systems 

powered by Deep Learning
Advije Rizvani, Giovanni Apruzzese, Pavel Laskov

ACM Conference on Data and Application Security and Privacy

Pittsburgh, PA, USA ςJune 5th, 2025
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AlgorithmicTrading

o 65-73%of US equity are traded algorithmically

Sources: Benzinga, Quantified Strategies (2025)
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How Algorithmic Trading Systems (roughly) Work

ML
Predictions

Rules of 
Trading

BUY

SELL

Simplified schema of ML-driven ATS

Broker

Data

Challenges: ML introduces new risks such as adversarial perturbations

Benefits: ML enables faster, data-driven trading with higher predictive power

https://giovanniapruzzese.com/
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What if attackers could subtlymanipulate the 
data ATS relies on?

Broker

Data

ATS

https://giovanniapruzzese.com/
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Common Threat Models for ATS-related Attacks

Knowledge Capabilities

Everything Everything

https://giovanniapruzzese.com/
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Realistic Threat Model for ATS Attacks

Attacker has limited knowledge and capabilities

Knowledge Capabilities

ÅTargeted ATS analyzes market-data 
sent by the broker

Å Knows (guesses) at least one stock 
analyzed by the ATS

Å Slightly change value of the known 
stock for just a single point in time
(e.g., doable with man-in-the-
middle)

https://giovanniapruzzese.com/
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Ephemeral Perturbations

Features Challenges
ÅShort-lived

ÅSmall enough to go undetected

ÅDesigned for time-series models 

ÅWhen?

ÅMagnitude?

ÅStock?

https://giovanniapruzzese.com/
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Baseline Pipeline of Our Algorithmic Trading System 

Prior work only 

evaluated the ML 

models

https://giovanniapruzzese.com/
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Our ATS in Operation

Ҍнр҈ /ǳƳǳƭŀǘƛǾŜ wŜǘǳǊƴ Ҧ {ȅǎǘŜƳ ǇŜǊŦƻǊƳǎ ǿŜƭƭRMSE very low Ҧ Our models perform well!

Model-Level Performance 
(Aggregated RMSE)

System Performance 
(Cumulative Returns)

https://giovanniapruzzese.com/
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Attack Design

Å Which Stock?

GOOGL 

Å When to Attack?

  Indiscriminate:Random day 

Targeted:News-driven day 

Å How much?

 PerturbationҒ ± 1 USD wrt of the true value

https://giovanniapruzzese.com/
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Attack in Operation (Impact on the ML model)

Impact on RMSE: minimal change from сΦосфн Ҧ сΦоссн

https://giovanniapruzzese.com/
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Attack in Operation (Impact on the wholeATS)

Effects on the CR:

Å Intensity 50 =  -8.6%

Å Intensity 40 = -15.9%

Å Intensity 30 = -11.8%

https://giovanniapruzzese.com/
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AttackingEach Day (IndividualEvaluation)

In over 60% of the days, a single-day 
perturbation reduces cumulative returns!

https://giovanniapruzzese.com/
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It's Not Just About Fooling the Model

Adversarial Perturbations should be taken seriously in Finance

Perspective What It Shows

ML View RMSE = OK

System View ς15% returns

Validated by practitioners:
Seven experts confirmed the realism of both the system and 
the threat model

Systematic Literature Review:
7,266 papers reviewed - DL-specific threats in financial systems are 
critically underexplored

Framework is open-source: github.com/AdvijeR/ep-ats

https://giovanniapruzzese.com/
https://github.com/AdvijeR/ep-ats
https://github.com/AdvijeR/ep-ats
https://github.com/AdvijeR/ep-ats
https://github.com/AdvijeR/ep-ats
https://github.com/AdvijeR/ep-ats
https://github.com/AdvijeR/ep-ats
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Phishing Detectors
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Attacking Logo-based Phishing Website 
Detectors with Adversarial Perturbations
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Current Landscape of Phishing 

o Phishing attacks are continuously increasing

o Most detection methods still rely on blocklists of malicious URLs

Image source: https://www.tessian.com/blog/phishing-statistics-2020/
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Current Landscape of Phishing 

o Phishing attacks are continuously increasing

o Most detection methods still rely on blocklists of malicious URLs

Image source: https://www.tessian.com/blog/phishing-statistics-2020/

Image source: https://cdn.comparitech.com/wp-content/uploads/2018/08/AWPG-q4-2020-phishing-over-https.jpg
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Current Landscape of Phishing 

o Phishing attacks are continuously increasing

o Most detection methods still rely on blocklists of malicious URLs

Image source: https://www.tessian.com/blog/phishing-statistics-2020/

Image source: https://cdn.comparitech.com/wp-content/uploads/2018/08/AWPG-q4-2020-phishing-over-https.jpg

Image source: https://bolster.ai/wp-content/uploads/2024/03/increase-in-phishing-and-scam-activity.png
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Up-to-date list of phishing URLs: PhishTank(www.phishtank.org)

Question:how do you think such blocklists are kept up to date?

https://giovanniapruzzese.com/
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Current Landscape of Phishing ςCountermeasures

o Countering phishing websites can be done via data-drivenmethods

https://giovanniapruzzese.com/
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Current Landscape of Phishing ςCountermeasures (ML)

o Countering phishing websites can be done via data-drivenmethods

o Such methods include (also) Machine Learning techniques:

o Machine Learning-based Phishing Website Detectors (ML-PWD) are very effective [1] 

Å Even popular products and web-browsers (e.g., Google Chrome) use them [2, 3]

[1]: Tian, Ke, et al. "Needle in a haystack: Tracking down elite phishing domains in the wild." Internet Measurement Conference 2018.

[2]: El Kouari, Oumaima, Hafssa Benaboud, and Saiida Lazaar. "Using machine learning to deal with Phishing and Spam Detection: An overview." International Conference on Networking, Information Systems & Security. 2020.

[3]: Miao, C., Feng, J., You, W., Shi, W., Huang, J., & Liang, B. (2023, November). A Good Fishman Knows All the Angles: A Critical Evaluation of Google's Phishing Page Classifier. In Proceedings of the 2023 ACM SIGSAC 

Conference on Computer and Communications Security
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Phishing Website Detection (via ML)

o The detectionof a phishing webpage can entail the analysis of various elements, e.g.:

Å The URL of the webpage (e.g., long URLs are more likely suspicious)

Å The HTML (e.g., phishing webpages have many elements hosted under a different domain)

Å ¢ƘŜ ΨǊŜǇǳǘŀǘƛƻƴΩ ƻŦ ŀ ǿŜōǇŀƎŜ όŜΦƎΦΣ ŀ ǿŜōǇŀƎŜ ǿƘƻǎŜ ŘƻƳŀƛƴ Ƙŀǎ ōŜŜƴ ŀŎǘƛǾŜ ŦƻǊ ŀ ƭƻƴƎ 
time, or that is indexed in Google, is likely benign)

Å The visual representation (through reference-baseddetectors)

o These analyses can be done viaML-based classifiers[4,5]

Å ¢ƻ ŀǇǇƭȅ a[ ŦƻǊ ǇƘƛǎƘƛƴƎ ǿŜōǎƛǘŜ ŘŜǘŜŎǘƛƻƴΣ ǿŜ ǘȅǇƛŎŀƭƭȅ ƴŜŜŘ ǘƻ άǇǊŜǇǊƻŎŜǎǎέ ǘƘŜ 
ǿŜōǇŀƎŜ ŀƴŘ ŜȄǘǊŀŎǘ ǘƘŜ άŦŜŀǘǳǊŜ ǊŜǇǊŜǎŜƴǘŀǘƛƻƴέ ǘƘŀǘ ǿƛƭƭ ōŜ analysedby the (trained) ML 
model.

[4]: Mohammad, Rami M., Fadi Thabtah, and Lee McCluskey. "Predicting phishing websites based on self-structuring neural network." Neural Computing and Applications 25 (2014): 443-458.
[5]: Apruzzese, Giovanni, Mauro Conti, and Ying Yuan. "SpacePhish: The evasion-space of adversarial attacks against phishing website detectors using machine learning." ACSAC, 2022

https://giovanniapruzzese.com/
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Phishing Website Detection: Reference Based (visual similarity)

o Some detectors leverage the intuition that most phishing webpages try to mimic well-
known brands, but they are hosted under a different domain (e.g., [6,7])

o These reference baseddetectors can provide some protection against phishing 
websites that target a restricted set of brands (e.g., PayPal, Amazon, Google).

[6]: Liu, Ruofan, et al. "Inferring phishing intention via webpage appearance and dynamics: A deep vision based approach." 31st USENIX Security Symposium (USENIX Security 22). 2022.
[7]: Lin, Yun, et al. "Phishpedia: A hybrid deep learning based approach to visually identify phishing webpages." 30th USENIX Security Symposium (USENIX Security 21). 2021.

https://giovanniapruzzese.com/
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Phishing Website Detection: Reference Based (visual similarity)

o Some detectors leverage the intuition that most phishing webpages try to mimic well-
known brands, but they are hosted under a different domain (e.g., [6,7])

o These reference baseddetectors can provide some protection against phishing 
websites that target a restricted set of brands (e.g., PayPal, Amazon, Google).

o First, they see if a webpage is visually similar to a webpage of well-known brands. 

Å E.g., is this webpage similar to any webpage of PayPal, Amazon, or Google?

(If a match is NOT found, then the webpage is treated as benign (to avoid triggering false positives)

o Then, if a match is found, then the detector checks if the given webpage is hosted 
under the same domain of the well-known brand

Å E.g., is this webpage which is similar to PayPal also hosted under the same domain as Paypal?

o If yes, then the webpage is benign (i.e, it is Paypal). If not, then the webpage is 
phishing (i.e., it is a phishing webpage that is trying to mimic PayPal).

[6]: Liu, Ruofan, et al. "Inferring phishing intention via webpage appearance and dynamics: A deep vision based approach." 31st USENIX Security Symposium (USENIX Security 22). 2022.
[7]: Lin, Yun, et al. "Phishpedia: A hybrid deep learning based approach to visually identify phishing webpages." 30th USENIX Security Symposium (USENIX Security 21). 2021.
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o ¢ƘŜǎŜ ǎȅǎǘŜƳǎ ǿƻǊƪ ǾŜǊȅ ǿŜƭƭ ǿƘŜƴ ǘƘŜ άǾƛǎǳŀƭ ǎƛƳƛƭŀǊƛǘȅέ ƛǎ ŎŀǊǊƛŜŘ ƻǳǘ ŦǊƻƳ ŀ logo 
perspective.

o To make the procedure faster, the similarity is computed by means of discriminators 
reliant on deep learning models.

Do logo-ōŀǎŜŘ ŘŜǘŜŎǘƻǊǎ ǿƻǊƪΚ όŜƳǇƛǊƛŎŀƭ ŜǾƛŘŜƴŎŜ ŦǊƻƳ 9{hwL/{Ωно ώуϐύ

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website detectors with adversarial perturbations. ESORICS, 2023
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o ¢ƘŜǎŜ ǎȅǎǘŜƳǎ ǿƻǊƪ ǾŜǊȅ ǿŜƭƭ ǿƘŜƴ ǘƘŜ άǾƛǎǳŀƭ ǎƛƳƛƭŀǊƛǘȅέ ƛǎ ŎŀǊǊƛŜŘ ƻǳǘ ŦǊƻƳ ŀ logo 
perspective.

o To make the procedure faster, the similarity is computed by means of discriminators 
reliant on deep learning models.

Do logo-ōŀǎŜŘ ŘŜǘŜŎǘƻǊǎ ǿƻǊƪΚ όŜƳǇƛǊƛŎŀƭ ŜǾƛŘŜƴŎŜ ŦǊƻƳ 9{hwL/{Ωно ώуϐύ

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website detectors with adversarial perturbations. ESORICS, 2023
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Phishing in a nutshell

o Phishing websites are taken down quickly

Å The moment they are reported in a blocklist, they become useless

[9] Adam Oest, et al  ñSunrise to sunset: Analyzing the end-to-end life cycle and effectiveness of phishing attacks at scale.ò In Proc. USENIX Secur. Symp. (2020)

Most phishing attacks end up in failure [9]

https://giovanniapruzzese.com/
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Phishing in a nutshell

o Phishing websites are taken down quickly

Å The moment they are reported in a blocklist, they become useless

o tƘƛǎƘŜǊǎ ŀǊŜ ǿŜƭƭ ŀǿŀǊŜ ƻŦ ǘƘƛǎ ŦŀŎǘΧ ōǳǘ ǘƘŜȅ όŎƭŜŀǊƭȅύ ƪŜŜǇ ŘƻƛƴƎ ƛǘ

ÅIŜƴŎŜΣ ǘƘŜȅ άƘŀǾŜ ǘƻέ ŜǾŀŘŜ ŘŜǘŜŎǘƛƻƴ ƳŜŎƘŀƴƛǎƳǎΧ

ÅΧŀƴŘ ǎǳŎƘ ŀǘǘŜƳǇǘǎ Ƴǳǎǘ ōŜ άŎƘŜŀǇέ ǘƻ ǊŜŀƭƛȊŜΧ

ÅΧŀƴŘΣ ŀǎ ŀ ǊŜǎǳƭǘΣ ǿŜ ƴŜŜŘ ǘƻ ƪŜŜǇ ƛƳǇǊƻǾƛƴƎ ƻǳǊ ǎȅǎǘŜƳǎΗ

[9] Adam Oest, et al  ñSunrise to sunset: Analyzing the end-to-end life cycle and effectiveness of phishing attacks at scale.ò In Proc. USENIX Secur. Symp. (2020)

Most phishing attacks end up in failure [9]
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Phishing in a nutshell ςŎƻƴǘΩŘ 

o Even when a user lands on a phishing website, the attack is not complete yet

o The user must still click on the button / submit the credentials

aŜǊŜ άŜǾŀǎƛƻƴέ ƻŦ ŀ ŘŜǘŜŎǘƻǊ ƛǎ ƴƻǘ ŜƴƻǳƎƘ
(for an attacker J)

https://giovanniapruzzese.com/
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Phishing in a nutshell ςŎƻƴǘΩŘ 

o Even when a user lands on a phishing website, the attack is not complete yet

o The user must still click on the button / submit the credentials

o tƘƛǎƘƛƴƎ άŜǾŀǎƛƻƴέ ƛǎ ŀ ǘǿƻ-step process: 

ÅǘƘŜ ǿŜōǎƛǘŜ Ƴǳǎǘ ōȅǇŀǎǎ ǘƘŜ ŘŜǘŜŎǘƻǊ όŀ άƳŀŎƘƛƴŜέύΣ ŀƴŘ 

Å the website must be able to mislead the human user

aŜǊŜ άŜǾŀǎƛƻƴέ ƻŦ ŀ ŘŜǘŜŎǘƻǊ ƛǎ ƴƻǘ ŜƴƻǳƎƘ
(for an attacker J)

https://giovanniapruzzese.com/
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[6]: Liu, R., Lin, Y., Yang, X., Ng, S. H., Divakaran, D. M., & Dong, J. S. (2022). Inferring phishing intention via webpage appearance and dynamics: A deep vision 

based approach. In 31st USENIX Security Symposium (USENIX Security 22) (pp. 1633-1650).

o Note: this architecture resembles that of PhishIntention[6]

Done 
via DL

9ǾŀŘƛƴƎ ά[ƻƎƻ-ōŀǎŜŘέ tƘƛǎƘƛƴƎ ²ŜōǎƛǘŜ 5ŜǘŜŎǘƻǊǎ

Problem:these systems are tweaked to minimize false positives.

https://giovanniapruzzese.com/
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Attack: adversarial logos [8]
Intuition: create an adversarial logo that is

(i) minimally altered w.r.t. its original variant; 
and that (ii) misleads the logo discriminator.

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website detectors with adversarial perturbations. ESORICS, 2023

https://giovanniapruzzese.com/
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1. Knowledge:

ÅǘƘŜ ŀǘǘŀŎƪŜǊ ŜȄǇŜŎǘǎ ǘƘŜ ŘŜǘŜŎǘƻǊ ǘƻ ƘŀǾŜ ǘƘŜ άǇƘƛǎƘŜŘέ ōǊŀƴŘόǎύ ƛƴ ǘƘŜ 
protected set (and that its logos are inspected)

2. Capabilities: 

Å the attacker can observe the decision of the detector

Å the attacker can manipulate their phishing webpages

3. Strategy: Manipulate the logo so that the discriminator has a lower 
confidence ĄǘƘŜ ŘŜǘŜŎǘƻǊ ǿƛƭƭ ŘŜŦŀǳƭǘ ǘƻ ŀ άǳƴƪƴƻǿƴ ǿŜōǇŀƎŜέ

Attack: adversarial logos [8]
Intuition: create an adversarial logo that is

(i) minimally altered w.r.t. its original variant; 
and that (ii) misleads the logo discriminator.

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website detectors with adversarial perturbations. ESORICS, 2023
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o ¢ƘŜ ŀǘǘŀŎƪ ŀǇǇƭƛŜǎ άDŜƴŜǊŀǘƛǾŜ !ŘǾŜǊǎŀǊƛŀƭ tŜǊǘǳǊōŀǘƛƻƴǎέ όD!tύ

o ¢ƘŜ D!t ŀǳǘƻƳŀǘƛŎŀƭƭȅ άƭŜŀǊƴǎέ ǘƻ ŎǊŀŦǘ ŀŘǾŜǊǎŀǊƛŀƭ ƭƻƎƻǎ ǘƘŀǘ ƳƛǎƭŜŀŘ ǘƘŜ ƭƻƎƻ 
discriminator ςwhile being minimally altered.

Attack Method (how to generate adversarial logos?)

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website detectors with adversarial perturbations. ESORICS, 2023
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o ¢ƘŜ ŀǘǘŀŎƪ ŀǇǇƭƛŜǎ άDŜƴŜǊŀǘƛǾŜ !ŘǾŜǊǎŀǊƛŀƭ tŜǊǘǳǊōŀǘƛƻƴǎέ όD!tύ

o ¢ƘŜ D!t ŀǳǘƻƳŀǘƛŎŀƭƭȅ άƭŜŀǊƴǎέ ǘƻ ŎǊŀŦǘ ŀŘǾŜǊǎŀǊƛŀƭ ƭƻƎƻǎ ǘƘŀǘ ƳƛǎƭŜŀŘ ǘƘŜ ƭƻƎƻ 
discriminator ςwhile being minimally altered.

Attack Method (how to generate adversarial logos?)

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website detectors with adversarial perturbations. ESORICS, 2023
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