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Two goals:

• Inspire you (to do/consider doing research in this domain)
• Entertain you (research should be fun)
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Two goals:

• Inspire you (to do/consider doing research in this domain)
• Entertain you (research should be fun)

• Using Machine Learning (ML) for Cybersecurity (focus: phishing detection)

• Security&Privacy issues of ML systems (“adversarial ML”)

• Using ML to cause harm (“offensive ML”)

Talk based on (among others) the following peer-reviewed papers:

• Pajola, L., Caripoti, E., Banzer, S., Pizzi, S., Conti, M., & Apruzzese, G. “E-PhishGEN: Unlocking Novel Research in Phishing Email 

Detection.” ACM Workshop on Artificial Intelligence and Security (AISec), 2025.

• Rizvani, Advije, Giovanni Apruzzese, and Pavel Laskov. "Adversarial News and Lost Profits: Manipulating Headlines in LLM-Driven 

Algorithmic Trading." IEEE Conference on Secure and Trustworthy Machine Learning (SaTML), 2026.

• Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual Phishing 

Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026

• Collu, M. G., Salviati, U., Confalonieri, R., Conti, M., & Apruzzese, G. “Misleading Large Language Models used (or misused) in Scientific 

Peer-Reviewing via Hidden Prompt-Injection Attacks.” ACM Transactions on AI Security and Privacy (ACM TAISAP), 2026.

All papers are publicly accessible on my website (www.giovanniapruzzese.com) 

mailto:giovannia@ru.is
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Current Landscape of Phishing 
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Current Landscape of Phishing 

• Phishing attacks are continuously increasing

• Most detection methods still rely on blocklists of malicious URLs

Image source: https://www.tessian.com/blog/phishing-statistics-2020/

mailto:giovannia@ru.is
https://www.tessian.com/blog/phishing-statistics-2020/
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Current Landscape of Phishing 

• Phishing attacks are continuously increasing

• Most detection methods still rely on blocklists of malicious URLs

Image source: https://www.tessian.com/blog/phishing-statistics-2020/

Image source: https://cdn.comparitech.com/wp-content/uploads/2018/08/AWPG-q4-2020-phishing-over-https.jpg

mailto:giovannia@ru.is
https://www.tessian.com/blog/phishing-statistics-2020/
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Current Landscape of Phishing 

• Phishing attacks are continuously increasing

• Most detection methods still rely on blocklists of malicious URLs

Image source: https://www.tessian.com/blog/phishing-statistics-2020/

Image source: https://cdn.comparitech.com/wp-content/uploads/2018/08/AWPG-q4-2020-phishing-over-https.jpg

Image source: https://bolster.ai/wp-content/uploads/2024/03/increase-in-phishing-and-scam-activity.png
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Current Landscape of Phishing 

• Phishing attacks are continuously increasing

• Most detection methods still rely on blocklists of malicious URLs

Image source: https://www.tessian.com/blog/phishing-statistics-2020/

Image source: https://cdn.comparitech.com/wp-content/uploads/2018/08/AWPG-q4-2020-phishing-over-https.jpg

Image source: https://bolster.ai/wp-content/uploads/2024/03/increase-in-phishing-and-scam-activity.png

Image source: https://interisle.substack.com/p/phishing-landscape-2026-six-years
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Up-to-date list of phishing URLs: PhishTank

www.phishtank.org

mailto:giovannia@ru.is
http://www.phishtank.org/
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Up-to-date list of phishing URLs: PhishTank

www.phishtank.org

Question: how do you think such blocklists are kept up to date?

mailto:giovannia@ru.is
http://www.phishtank.org/
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Current Landscape of Phishing – Countermeasures
Countering phishing websites can be done via data-driven methods

mailto:giovannia@ru.is
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Current Landscape of Phishing – Countermeasures
Countering phishing websites can be done via data-driven methods

Such methods include (also) Machine Learning techniques:

mailto:giovannia@ru.is
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Current Landscape of Phishing – Countermeasures
Countering phishing websites can be done via data-driven methods

Such methods include (also) Machine Learning techniques:

Machine Learning-based Phishing Website Detectors (ML-PWD) are very effective [1] 
• Even popular products and web-browsers (e.g., Google Chrome) use them [2, 3]

[1]: Tian, Ke, et al. "Needle in a haystack: Tracking down elite phishing domains in the wild." Internet Measurement Conference 2018.

[2]: El Kouari, Oumaima, Hafssa Benaboud, and Saiida Lazaar. "Using machine learning to deal with Phishing and Spam Detection: An overview." International Conference on Networking, Information Systems & Security. 2020.

[3]: Miao, C., Feng, J., You, W., Shi, W., Huang, J., & Liang, B. (2023, November). A Good Fishman Knows All the Angles: A Critical Evaluation of Google's Phishing Page Classifier. In CCS 2023

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
15

Phishing Website Detection (via ML)

The detection of a phishing webpage can entail the analysis of various elements, e.g.:
• The URL of the webpage (e.g., long URLs are more likely suspicious)

• The HTML (e.g., phishing webpages have many elements hosted under a different domain)

• The ‘reputation’ of a webpage (e.g., a webpage whose domain has been active for a long time is likely benign)

• The visual representation (through reference-based detectors)

[4]: Mohammad, Rami M., Fadi Thabtah, and Lee McCluskey. "Predicting phishing websites based on self-structuring neural network." Neural Computing and Applications 25 (2014): 443-458.

[5]: Apruzzese, Giovanni, Mauro Conti, and Ying Yuan. "SpacePhish: The evasion-space of adversarial attacks against phishing website detectors using machine learning." ACSAC, 2022

mailto:giovannia@ru.is
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Phishing Website Detection (via ML)

The detection of a phishing webpage can entail the analysis of various elements, e.g.:
• The URL of the webpage (e.g., long URLs are more likely suspicious)

• The HTML (e.g., phishing webpages have many elements hosted under a different domain)

• The ‘reputation’ of a webpage (e.g., a webpage whose domain has been active for a long time is likely benign)

• The visual representation (through reference-based detectors)

These analyses can be done via ML-based classifiers [4,5]
• To apply ML for phishing website detection, we typically need to “preprocess” the webpage and extract the “feature 

representation” that will be analysed by the (trained) ML model.

[4]: Mohammad, Rami M., Fadi Thabtah, and Lee McCluskey. "Predicting phishing websites based on self-structuring neural network." Neural Computing and Applications 25 (2014): 443-458.

[5]: Apruzzese, Giovanni, Mauro Conti, and Ying Yuan. "SpacePhish: The evasion-space of adversarial attacks against phishing website detectors using machine learning." ACSAC, 2022

mailto:giovannia@ru.is
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Phishing Website Detection: Reference Based
• Some detectors leverage the intuition that most phishing webpages try to mimic well-known brands, but they 

are hosted under a different domain (e.g., [6,7])

• These reference based detectors can provide some protection against phishing websites that target a 

restricted set of brands (e.g., PayPal, Amazon, Google).

[6]: Liu, Ruofan, et al. "Inferring phishing intention via webpage appearance and dynamics: A deep vision based approach." 31st USENIX Security Symposium (USENIX Security 22). 2022.

[7]: Lin, Yun, et al. "Phishpedia: A hybrid deep learning based approach to visually identify phishing webpages." 30th USENIX Security Symposium (USENIX Security 21). 2021.

mailto:giovannia@ru.is
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Phishing Website Detection: Reference Based
• Some detectors leverage the intuition that most phishing webpages try to mimic well-known brands, but they 

are hosted under a different domain (e.g., [6,7])

• These reference based detectors can provide some protection against phishing websites that target a 

restricted set of brands (e.g., PayPal, Amazon, Google).

• First, they see if a webpage is visually similar to a webpage of well-known brands. 

- E.g., is this webpage similar to any webpage of PayPal, Amazon, or Google?

- (If a match is NOT found, then the webpage is treated as benign (to avoid triggering false positives)

• Then, if a match is found, the detector checks if the given webpage is hosted under the same domain of the 

well-known brand

- E.g., is this webpage which is similar to PayPal also hosted under the same domain as Paypal?

• If yes, then the webpage is benign (i.e, it is Paypal). If not, then the webpage is phishing (i.e., it is a phishing 

webpage that is trying to mimic PayPal).

[6]: Liu, Ruofan, et al. "Inferring phishing intention via webpage appearance and dynamics: A deep vision based approach." 31st USENIX Security Symposium (USENIX Security 22). 2022.

[7]: Lin, Yun, et al. "Phishpedia: A hybrid deep learning based approach to visually identify phishing webpages." 30th USENIX Security Symposium (USENIX Security 21). 2021.

mailto:giovannia@ru.is
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• These systems work very well when the “visual similarity” is carried out from a logo perspective.

• To make the procedure faster, the similarity is computed by means of discriminators reliant on deep 

learning models.

Do logo-based detectors work? (evidence from [8])

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website detectors with adversarial perturbations. ESORICS, 2023

mailto:giovannia@ru.is
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• These systems work very well when the “visual similarity” is carried out from a logo perspective.

• To make the procedure faster, the similarity is computed by means of discriminators reliant on deep 

learning models.

Do logo-based detectors work? (evidence from [8])

[8]: Lee, J., Xin, Z., See, M. N. P., Sabharwal, K., Apruzzese, G., & Divakaran, D. M. (2023, September). Attacking logo-based phishing website detectors with adversarial perturbations. ESORICS, 2023
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Phishing in a nutshell
• Phishing websites are taken down quickly

- The moment they are reported in a blocklist, they become useless

[9] Adam Oest, et al  “Sunrise to sunset: Analyzing the end-to-end life cycle and effectiveness of phishing attacks at scale.” In Proc. USENIX Secur. Symp. (2020)

Most phishing attacks end up in failure [9]

mailto:giovannia@ru.is
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Phishing in a nutshell
• Phishing websites are taken down quickly

- The moment they are reported in a blocklist, they become useless

• Phishers are well aware of this fact… but they (clearly) keep doing it
- Hence, they “have to” evade detection mechanisms…

- (and, as a result, we need to keep improving our systems)

• …but they cannot invest “a lot of resources” for every new phishing webpage!

[9] Adam Oest, et al  “Sunrise to sunset: Analyzing the end-to-end life cycle and effectiveness of phishing attacks at scale.” In Proc. USENIX Secur. Symp. (2020)

Most phishing attacks end up in failure [9]

mailto:giovannia@ru.is
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• Even when a user lands on a phishing website, the attack is not complete yet

• The user must still click on the button / submit the credentials

Mere “evasion” of a detector is not enough

(for an attacker ☺)

Phishing in a nutshell – cont’d

mailto:giovannia@ru.is
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• Even when a user lands on a phishing website, the attack is not complete yet

• The user must still click on the button / submit the credentials

Phishing “evasion” is a two-step process: 
• the website must bypass the detector (a “machine”), and 

• the website must be able to mislead the human user

Mere “evasion” of a detector is not enough

(for an attacker ☺)

Phishing in a nutshell – cont’d

mailto:giovannia@ru.is
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Visual Phishing Detectors work well…
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…as long as the visual representation of the webpage is captured “well”

mailto:giovannia@ru.is
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Many propose visual PWD…
but few highlight ‘when’ the screenshot is captured

27
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Many propose visual PWD…
but few highlight ‘when’ the screenshot is captured
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I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

29 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026
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I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

30 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is

I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

31 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026
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I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

32 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026
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I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

33 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026

Takeaway: Simple, low-cost attacks entailing (combinations of) 

pixelation and curtain effects applied during webpage rendering can 

bypass state-of-the-art visual phishing detectors systems. 

mailto:giovannia@ru.is
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I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

34 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026
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I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

35 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026

Takeaway: Approximately 70% of our adversarial webpages were trusted by participants, 

indicating that our delayed webpage rendering attacks can also significantly evade human 

detection. The attack effectiveness varied slightly across different attack types.

mailto:giovannia@ru.is
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I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

36 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026
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I can’t recognize (yet): 
Delayed Rendering to Defeat Visual Phishing Detectors

37 Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual 

Phishing Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026

Takeaway: Participants (n=247) seem to perceive our attacks when webpages render in 4s.
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38

Delayed-rendering attacks

• Clearly overlooked by prior work designing visual detectors

• 60 attack variants, 4 SOTA visual detectors

• detection rate: 100% → 0%

User Perception:

• realistic & worst-case scenarios, n=247

• unable to identify perturbations

Countermeasure

• browser extension (prototype)

mailto:giovannia@ru.is
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TWO (2) 

Takeaways
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First:

Phishing Email Detection 

is (still) an Open Problem, 

especially in Research

mailto:giovannia@ru.is
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First:

Phishing Email Detection 

is (still) an Open Problem, 

especially in Research
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Phishing Emails in the Real World

https://www.proofpoint.com/us/resources/threat-reports/state-of-phish

mailto:giovannia@ru.is
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Phishing Emails in the Real World

https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
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Phishing Emails in the Real World

https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
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Phishing Emails in Research
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Phishing Emails in Research
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A shortlist of (arguably old) datasets

SpamAssassin, Enron,TREC, 

LingSpam, CEAS, Nazario*, 

SpamBase, NigerianFraud
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A shortlist of (arguably old) datasets

SpamAssassin, Enron,TREC, 

LingSpam, CEAS, Nazario*, 

SpamBase, NigerianFraud

All containing real-world emails…

but mostly (*) from before 2010!
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Second:

We (try to) “unlock” 

research in Phishing 

Email Detection
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E-PhishGen: an email-generation framework
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E-PhishLLM: dataset of 16k LLM-written emails
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We re-assess prior methods on “old” datasets 
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We test prior methods on E-PhishLLM
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We test prior methods on E-PhishLLM
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Security issues of ML 
applications in finance
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Rizvani, Advije, Giovanni Apruzzese, and Pavel Laskov. "Adversarial News and Lost Profits: Manipulating Headlines in LLM-

Driven Algorithmic Trading." IEEE Conference on Secure and Trustworthy Machine Learning (SaTML), 2026.

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
61

Can you imagine an attack 
so subtle you’d never realize 

you were targeted?
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Takeaway: Hidden-text affects sentiment without altering what humans see: headlines are 

visually unchanged, yet the LLM parses the hidden text. In paired backtests, this induces 

action flips and, on average, a multi–percentage-point drop in portfolio CR, with occasional 

double-digit losses (max:-17.7%), under identical prices, costs, and execution.
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Takeaway: The most robust model (O3) is not the one that yields the most profitable ATS.
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Can you imagine an attack 
so subtle you’d never realize 

you were targeted?
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Takeaway: the system is still profitable – but less than what it should have been.

Also, from an ML viewpoint, the ML model made just ONE mistake.

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is
77

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is

Using ML to cause ‘harm’
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☺
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Who here is familiar with the 
process of scientific publishing?
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https://undsci.berkeley.edu/understanding-

science-101/how-science-

works/scrutinizing-science-peer-review/
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Liang, Weixin, et al. "Monitoring AI-Modified Content at Scale: A Case Study on the Impact of ChatGPT on AI Conference Peer Reviews.“ ICML’24
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Some venues forbid LLM explicitly (CVPR’25)

https://cvpr.thecvf.com/Confere

nces/2025/CVPRChanges
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Some venues forbid LLM explicitly (CVPR’25)

Others have embraced it (AAAI’25)

https://aaai.org/aaai-launches-

ai-powered-peer-review-

assessment-system/
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nces/2025/CVPRChanges
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https://asia.nikkei.com/business/technol

ogy/artificial-intelligence/positive-

review-only-researchers-hide-ai-

prompts-in-papers
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Do these ‘hidden’ prompts work?
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How can ‘hidden’ prompts be 
leveraged in a peer-review 

context?
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How can ‘hidden’ prompts be 
leveraged in a peer-review 

context?

(everything you may want to know about hidden
prompt injections in peer-review contexts)
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Our Threat Models
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Why is this hard to study?
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There are a lot of variables:

• LLMs – including vendors (e.g., Google, 

OpenAI) and models (e.g., GPT 4 or GPT o3)

• Papers

• Reviewing Prompts

• Intrinsic randomness of LLMs
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Assumptions and Methods
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• Lazy-but-honest reviewer (no preexisting bias, commercial 

LLMs [no APIs], copy-paste with no checking/editing)

• Four reviewing prompts (solicited via an user study)

• Five LLMs (GPT 4o and o3; Gemini Flash 2.5; Claude 

Sonnet 4 + GPT 5.2)

• Analysis across 26 rejected ICLR papers (with a focus on 2) 

• At least 5 repeated trials (overall, >10,000 queries)
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How to apply our threat models? 
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• ‘Basic’ prompts:
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• ‘Basic’ prompts:
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• ‘Basic’ prompts:
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• ‘Basic’ prompts:
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• ‘Basic’ prompts:
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How to apply our threat models? 
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• ‘Basic’ prompts:

• …augmented with Chat-markup tags (https://learn.microsoft.com/en-us/azure/ai-foundry/openai/how-to/chat-markup-language)
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How to apply our threat models? 
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• ‘Basic’ prompts:

• …augmented with Chat-markup tags (https://learn.microsoft.com/en-us/azure/ai-foundry/openai/how-to/chat-markup-language)

How many times can one insert a 
‘hidden’ prompt in a PDF?
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How to apply our threat models? 

112

• ‘Basic’ prompts:

• …augmented with Chat-markup tags (https://learn.microsoft.com/en-us/azure/ai-foundry/openai/how-to/chat-markup-language)

• …multiple times How many times can one insert a 
‘hidden’ prompt in a PDF?
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Some results
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• Ignore and Exploit always work, for all papers

• Detect-2 tends to vary greatly depending on the paper

• Adding more hidden prompts increases attack success (for 

Detect-class prompts)

• For Ignore even a single prompt is enough for 100% ASR

• GPT o3 is extremely vulnerable

• LLMs of other families can also be broken

• One can mix prompts that work against each LLM without

penalty
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https://asia.nikkei.com/business/technol

ogy/artificial-intelligence/positive-

review-only-researchers-hide-ai-

prompts-in-papers
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Do these ‘hidden’ prompts work?
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• Static keyword search for invisible text? 
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• Static keyword search for invisible text? → homoglyphs!
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? 
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? 
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)

• Concealing the Chat-markup tags? Works until found

mailto:giovannia@ru.is


HÁSKÓLINN Í REYKJAVÍK | REYKJAVIK UNIVERSITY
giovannia@ru.is

Giovanni Apruzzese

giovannia@ru.is

Countermeasures?

128

• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)

• Concealing the Chat-markup tags? Works until found

• Different PDF parser? ChatPDF is broken too
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)

• Concealing the Chat-markup tags? Works until found

• Different PDF parser? ChatPDF is broken too

• OCR-based text extraction in PDF? Works, but costly
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• Static keyword search for invisible text? → homoglyphs!

• Telling the LLM to ‘ignore hidden instructions’? → don’t work

• Newer models? GPT-5.2 is still affected (but 5.5 is not)

• Concealing the Chat-markup tags? Works until found

• Different PDF parser? ChatPDF is broken too

• OCR-based text extraction in PDF? Works, but costly

• Generic prompt-injection-aware LLMs? → open problem
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131 https://x.com/icmlconf/status/2022760600477073876
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Discussion
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• Is it ethical to conceal hidden prompts in research papers?

• Is it appropriate to ask LLMs to ‘produce a review’?

• Is it right to use LLMs for research purposes?
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Conclusions
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Two goals:

• Inspire you (to do/consider doing research in this domain)
• Entertain you (research should be fun)

• Using Machine Learning (ML) for Cybersecurity (focus: phishing detection)

• Security&Privacy issues of ML systems (“adversarial ML”)

• Using ML to cause harm (“offensive ML”)

Talk based on (among others) the following peer-reviewed papers:

• Pajola, L., Caripoti, E., Banzer, S., Pizzi, S., Conti, M., & Apruzzese, G. “E-PhishGEN: Unlocking Novel Research in Phishing Email 

Detection.” ACM Workshop on Artificial Intelligence and Security (AISec), 2025.

• Rizvani, Advije, Giovanni Apruzzese, and Pavel Laskov. "Adversarial News and Lost Profits: Manipulating Headlines in LLM-Driven 

Algorithmic Trading." IEEE Conference on Secure and Trustworthy Machine Learning (SaTML), 2026.

• Yuan, Y., Rado, C. A., Apruzzese, G., Conti, M., & Mancini, L. V. “I can't recognize (yet): Delayed Rendering to Defeat Visual Phishing 

Detectors.” IEEE European Symposium on Security and Privacy (EuroS&P), 2026

• Collu, M. G., Salviati, U., Confalonieri, R., Conti, M., & Apruzzese, G. “Misleading Large Language Models used (or misused) in Scientific 

Peer-Reviewing via Hidden Prompt-Injection Attacks.” ACM Transactions on AI Security and Privacy (ACM TAISAP), 2026.

All papers are publicly accessible on my website (www.giovanniapruzzese.com) 
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