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whoamit Dr.Giovanni Apruzzese. l
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A Did my academic studies (BSc, MSc, PhD) @ University of Modena, ltaly.
Supervisor: Prof. Michele Colajanni

A In 2019, spent 6 months @ Dartmouth College, USA.

A Joined the University of Liechtenstein in July 2020 as a PostDoc Researchel
Supervisor: Prof. Pavel Laskov
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A [Areas] Cybersecurity, machine learning, with a strong focus on practice
A [Applications] Phishing, human factors, and any netwd® | § SR 12LIA O 0 b
A 1like talking, researching andteachiopg y | a o3 dzy (¢ &1 &

o Contact information
A Email (work)giovanni.apruzzese@uni.li
A Website (personal)vww.giovanniapruzzese.com

A Feel free to contact me if you have any questions.
| reply fast, and will happily do so!
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What | do

Machine Learning + Cybersecurity

o Applying ML tgrovide securitpf a given information system
A E.g.:using ML to detect cyber threats

o0 Attacking / DefendingvL applications
A E.g.: evading an ML model that detects phishing websites

0 Using machine learmning F F Sy a4 A @St & X
AXFIFAyald y20KSN) a2aidsSy 6So3o
AXFIFAYald KdzYtya 6So3os -udeksp f | i

BONUS
o Using ML to attack an Mhased security system and harden it

[Ei UNIVERSITAT (mo.re recently) .
B e Human factors in ML & Cybersecurit
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Outline of Today

Two papeninspired talks:

o0 Machine Learning Security in the Rg@brld
WSFY DA2@lFYYA !'LINUzZI T SaAaS3 5F@FAR CNBSYlLYyS>S {I @Ay2 5F Y0ONI &rs |
52y Qi /2YLWziS DNIRASY(GaQY . NARIAYIA (GKS DIFILI . SG6SSy ! ROSNJ
Trustworthy Machine Learning (2023).

o Attacking Machine LearnidAgased Phishing Website Detectors

wSFTY WSKeédzy [SSZ %KS -Ay>r aStlyAS b3 tSA {SSz YL ylhdsed |

A oA = 7

0 K|
t KAAKAY3 2S0aAiAidS 5SGSOG2NA 6A0GK ! ROSNBEFNARIFET t SNIdzZNDBF A2y
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Outline of Today

Two papeninspired talks:

o0 Machine Learning Security in the Rg@brld

WSFY DA2@lFYYA !'LINUzZI T SaAaS3 5F@FAR CNBSYlLYyS>S {I @Ay2 5F Y0ONI &rs |
52y Qi /2YLWziS DNIRASY(GaQY . NARIAYIA (GKS DIFILI . SG6SSy ! ROSNJ
Trustworthy Machine Learning (2023).

o Attacking Machine LearnidAgased Phishing Website Detectors

wSFTY WSKeédzy [SSZ %KS -Ay>r aStlyAS b3 tSA {SSz YL ylhdsed |

A oA = 7

0 KI
t KAAKAY3 2S0aAiAidS 5SGSOG2NA 6A0GK ! ROSNBEFNARIFET t SNIdzZNDBF A2y

Two goals:

o0 Inspire you (to do/consider doing research in computer security)
o0 Entertain you (research should be fun)
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Machine Learning Security in the Reéalorld

Basedn ajoint work with Hyrum S. Anderson, Savino Dambra, David Freeman, Fabio Pierazzi, Kevin Roundy:
GQwSHEE 1 G0FO1TSNE 52y Qi /2YLWziS DNIYRASYGaQy . NAR3IA
IEEE Conference on Secure and Trustworthy Machine Learning (2023).
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BackstoryDagstuhlg July 1015", 2022) | [afa|li.|

mim

SCHLOSS DAGSTUHL
Leibniz-Zentrum fiir Informatik

o wSaSFkNDOK aSYAYINI 2y (GKS a{SOdzNAie& 27

- - UNIVERSITAT
LIECHTENSTEIN


mailto:giovanni.apruzzese@uni.li

Giovanni Apruzzes®hD
- "m.!‘" i giovanni.apruzzese@uni.

BackstoryDagstuhlg July 1015", 2022) | [sfli,

SCHLOSS DAGSTUHL

Leibniz-Zentrum fir Info

o wSaSFkNDOK aSYAYINI 2y (GKS a{SOdzNAie& 27

o The seminar opened with a talk by K. Grosse, showcasing the results of an exten:
survey with ML practitioners about the security of ML [5]:

G2 Ké R2 az2Kt¢
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SCHLOSS DAGSTUHL

Leibniz-Zentrum fir Info

o wSaSFkNDOK aSYAYINI 2y (GKS a{SOdzNAie& 27

o The seminar opened with a talk by K. Grosse, showcasing the results of an exten:
survey with ML practitioners about the security of ML [5]:

G2 Ké R2 az2Kt¢

o Many discussions revolved around the impact of our research to the real world.
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Apparently, the overwhelming

number of works on adversarial
ML research were not seen as
problematic by practitioners!

I
o
o
o

)
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Cumulative Number of
Adversarial Example Papers

o
L
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Backstory (Eartly July 229, 2022)

o hyS $SS]1 fIFTGSNE L ¢l a KIFE@gAy3 || ONBY2

Dagstuhl follow-up: position paper on "attacker guessing" threat model?

: > romers Ja -
Pierazzi, Fabio <fabio.pierazzi@kcl.i . O et | S )| = Read

PF

n @ Kevin Roundy; @ hyrum@robustintelligence.com venerdi 22/07/2022 14:15
Giovanni

Dear David, Kevin, Hyrum,
It was great to get to know you (more) during Dagstuhl.

| was talking with Giovanni yesterday, and were thinking again about what you all seemed to agree on from an industry perspective that in most cases attackers “guess” and do
not necessarily use ML to evade systems, they just try to get out the easy way.

Given the upcoming first edition of SATML, we saw there’s also a category for “position papers”, and me and Giovanni were thinking of maybe doing a position paper about “threat
models of ML systems”.

The current white-box threat models and also ML-driven black-box are mostly a worst-case scenario, and maybe models can be broken just much more easily (similar to the
‘pseudo-fuzzing' that Hyrum is locking into for ML models at Robust intelligence and maybe at Microsoft research).

Long story short, would you be interesting in co-authoring a position paper for SatML on the topic of “revisiting threat models of ML systems”, to also re-define how to consider
attacker capabilities in evading systems? Part of it is also related to the fact that real-world systems are a pipeline of ML and non-ML models.

©Or, if not co-authering, giving some feedback?

More concretely, there is some stuff that should be nice to highlight:
# In this misec challenge, authors evaded an ml classifier without mil: hitps://cujo.com/announcing-the-winners-of-the-2021-machine-learning-security-evasion-competi-
tion/
# In Giovanni&Pavel's 5G paper, they proposed the “myopic” threat model, similar to this issue: https://arxiv.org/pdf/2207.01531 pdf
+  Konrad's team which won a defense in Hyrum’s ML challenge got broken by a non-ML approach: hitps://amiv.org/odf/2010.09569. pdf

We appreciate the timeline is quite tight: deadline is Sep 1* (with abstract the week before), yet it's a 5-page position paper, and it may help in raising awareness on threats
relevant to industry.

Giovanni offered himself to do most of the work, so he should be able to lead the effort.

‘What do you think?

— We appreciate the timeline is quite tight: deadline is Sep 1t (with ab-
- I LIECHTE] stract the week before), yet it’s a 5-page position paper, and it may help 0965-/
in raising awareness on threats relevant to industry. 10
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Do real attackers compute gradients? (Case Study)

0 28 GNASR FyagSNAy3d GKAA 1jdzSadrazy o8& f

0 X 0 dgécould notfind any evidence ¥ NBFf AYyOARSYyda &dS
SEIF YLX Sa¢ 62N gKAOK f SOSNI IS INI RASYI
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Do real attackers compute gradients? (Case Study)

028 GNASR FYagSNAYy3I (GKAA ljdSaildrazy oe f

0 X 0 dgécould notfind any evidence ¥ NBFf AYyOARSYyda &dS
SEIF YLX Sa¢ 62N gKAOK f SOSNI IS INI RASYI

o0 So, we asked a wethowncybersecurity companyo provide us with data from their
(operational!) phishing website detector, empowereddsep learning

o Justin July 2022, there wet sampleF 2 NJ ¢ KA OK (KS a[ RS
A ¢KSe gSNB GOfz2asS G2 GUKS RS A :

o Wemanually analyzedhese (phishing) samples, trying to understand the roatises
2F 0KS&S 4dFROSNAEFNAIET gSoLJ ISaté

What did we find?
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52 NBFf ddrO1SNAR O2YLMzi S 3INJI

o Thevastmajority2 ¥ U KS&4S ¢SoLJ 3ISa 6SNB a2dzi 2
A They were different from any sample in the training set

028 (KSy t2218R 4 I &aYFtf adoaSi 2F
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o Thevastmajority2 ¥ U KS&4S ¢SoLJ 3ISa 6SNB a2dzi 2
A They were different from any sample in the training set

0 2SS (UKSYy t221SR 4 F ayvylftf &adzmaSi 27F I
ad' utlook
GO 816 Masuk ke akaun anda untuk meningkatkan kuota peti mel anda
‘ * Alamat Emel/Email Address ‘
One account. All of Go gle. [t |
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[ s> |
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A __ 1 __ _8 _ __
EE TSN AN WERA = E E &M _mWw wm Sign in
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but can still evade modern (and redll. systems C‘(\60 16
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Machine Learning Systems

o Inreality, ML models are a single component of a complex ML system
A Real ML systems (are likely to) have also elemiraishave nothing to do with ML

Machine Leaming System

Input { Preprocessing

ML model Output

- . UNIVERSITAT
LIECHTENSTEIN
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Machine Learning Systems

o Inreality, ML models are a single component of a complex ML system
A Real ML systems (are likely to) have also elemiraishave nothing to do with ML

Machine Leaming System

Input Preprocessing ML model

—>» Output

0o {2YS a] aeadsdvya INB aAygArarofSeé G2 GKS
( ......................................................................... de,ayed
L 4 feedback:
P\EE: S50
action
CC g T nput ML system  |->{ Output —>decision> - - w
m A = | < X
= U == interactions human .
I=C ) = analysis - 777/;?.
service managers P~ @ "6/00/:0'/}?6,1
environment \b"f\'"si”" Fron,
§ €0, -
- I UNIVERSITAT Uiy
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Machine Learning Systems (Case Study)
o This is the architecture of the Miased spam detection system Iéacebook'i

; Automation A
E.g. scripts, bots, extensions, emulators
Access
2
E.g. fake/compromised accounts, access tokens
3 Increasing Activity Increasing
amountofdata \ Eg. spam, fake engagement, scraping magnitude of
available problem
Increasing harm Application Increasing speed
4 per incident , , of detection
v E.g. hate, terrorism, nudity

- . UNIVERSITAT
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Machine Learning Systems (Case Study)
o This is the architecture of the Miased spam detection system Iéacebook'i

v

Automation
E.g. scripts, bots, extensions, emulators
Access
E.g. fake/compromised accounts, access tokens
Increasing Activity Increasing
amountofdata \ Eg. spam, fake engagement, scraping magnitude of
available problem
Increasing harm Application Increasing speed
per incident of detection

E.g. hate, terrorism, nudity

Giovanni Apruzzes®hD
giovanni.apruzzese@uni.

A

o The first layers are meant to block atta@ksscale(e.g., querybased strategies)

o All layers use a mix of ML and nbftL techniques (not necessarily deep learning)

o Deep learning really shines at the bottom layer (few events reach this layer, though)
o0 The output accounts for diverse layers and is not instantaneous(@ibleML system)

UNIVERSITAT;
LIECHTENSTE
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Real attackers have to bypass all layers to be successgfiibee “‘Csﬁ
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Home
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0o XGKS 2yfté GKAYy3I L gA

UNIVERSITAT
LIECHTENSTEIN

YR

Giovanni Apruzzes®hD
giovanni.apruzzese@uni.

gl yi G2 HJNBI- R

our mind, Giovanni?

—
Photo/video ‘:} Feeling/activity

Create post

Giovanni Apru Apruzzese
G Public v

Selling real Ray-Ban for cheap! 3$ instead of 200$!

Add to your post
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| would not be able to see:
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A The fact that it uses ML
A The fact that my specific post was (or not) analyzed by ML
A The output of the system to my specific post

L ¥

U0KS

LJ2 & U

al

LJLJS |

Q, Search Facebook

)
#8 What's on your mind, Giovanni?

NEES R2S3

A What if the post gets removed after 1 hour? Or 1 day?
A What if my account is blocked after 1 week? o
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Machine Learning Systems (staikresearch)

o We analyzed all related papers accepted at-#bpybersecurity conferences (NDSS, S&P
CCS, USENIX Sec) from 22021.

A hdzi 2F mpnd LI LISNEBEZ yy FStf Ayd2 (KS Gl RO
Out of these, 78 considemlydeep learning methods
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Machine Learning Systems (staikresearch)

o We analyzed all related papers accepted atfopybersecurity conferences (NDSS, S&P

CCS, USENIX Sec) from 22021.
A hdzii 27

Mpndg LI LISNEZ yvy

FStt Aylu2 (0KS al RO

Out of these, 78 considemlydeep learning methods

B Complex Pipeline [ Just an ML model

1.00

0.75

0.50

Frequency

0.25

0.00

TOTAL

2019 2020 2021

Fig. 12: Has a complex pipeline been reproduced in the evaluation?

Frequency

Fig. 13: Does the paper consider an ML model deployed in the real world?

B Deployed (Real-world) [ Self-made (Custom)

1.00

o
~
o

TOTAL

2019 2020 2021

Building gpipeline that resembles &

Finding a ML system that is openly available for
researchfocused (security) assessments is hard.

p The (realistic) ML system is difficult.
Oy S'e . \'\
/o(/b //'(‘fsse)‘s 0\30 \N\)i(\\
o, an g WO xoud
ay,, € 9 \S
e/ 6¢ "
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Cybersecuritys rooted in economic#
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Cybersecurityy Economics

. uc\f‘c’wm"g

o Given enough resources, any attack will be SUCCGSSfUiTV\e’:%;\g\?osof syste
A v A ~ A s < A . A
0o ¢KS 3I2+f 2F I RSTSyasS Aa G2 GaN}Aiad GKS

A A real attacker will opt for theheaperstrategy to reach their objective
A A real defender will prioritize theost likelythreats.

@) Konstantin Berlin

Head of Al at . . Views are my own.

If you look at cybercrime in economical terms (as you

@) Konstantin Berlin

should because it is a business) the optimization for
an adversarial ex. is not the expensive part, it is the
engineering part of building a tool that can create a
diverse set of attacks with no obvious watermarks.

Given the existence of an already large number of more prevalent attacks
that do bypass detections why prioritize this one?

- . UNIVERSITAT
LIECHTENSTEIN

27


mailto:giovanni.apruzzese@uni.li

Giovanni Apruzzes®hD
giovanni.apruzzese@uni.

Cybersecurityy Economics

. uc\f‘c’wm"g

o Given enough resources, any attack will be SUCCGSSfUiTV\e’:%;\g\?osof syste
A v A ~ A s < A . A
0o ¢KS 3I2+f 2F I RSTSyasS Aa G2 GaN}Aiad GKS

A A real attacker will opt for theheaperstrategy to reach their objective
A A real defender will prioritize theost likelythreats.

@) Konstantin Berlin

Head of Al at . . Views are my own.

If you look at cybercrime in economical terms (as you @) Konstantin Berlin
should because it is a business) the optimization for

Given the existence of an already large number of more prevalent attacks

. . . oy o thatdo b, detecti hy prioritize thi ?
an adversarial ex. is not the expensive part, it is the T T proTEE TR e

engineering part of building a tool that can create a
diverse set of attacks with no obvious watermarks.

A More queries highercost ¢f Saa STFSO

- . UNIVERSITAT
LIECHTENSTEIN
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Cybersecurity Economics (Case Study)
o We performed an irdepth look at the MLSEC ainishing challenge of 2021

&K X WA

AtINIAOALI Yyia KIBR2E2RE86PDODRESNEKBAGKI DR TS5

- . UNIVERSITAT
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Cybersecurityg Economics (Case Study)
o We performed an irdepth look at the MLSEC ainishing challenge of 2021

~ = ~ w ~ 4

AtINIAOALI Yyia KIBR2E2RE86PDODRESNEKBAGKI DR TS5

250 A

2 —— 1st: npttlpwx (g=320)
2 500 4 2nd: gjykdxju (q=343)
é’ —4— 3rd: pip (q=608)
g 150 4 —#— 4th: mismgfm (q=9982)
V)]
£ 100-
)
0
> i
g 50 ’_//N
o :
0 T T T T T T T - T T
0 5 10 15 20 25 30 35 40 45

days since start

o The team arrivindirst 6 o H 1 |j dzS kh# ISsita)sMbmis thedr solution Queries d\z 2:2:\;“
T . a A o : he who ‘

0 Theteam arrivinghirdo c ny |j dzS thi fiss@ito s<ibmit their solution e

o Both of these teams only relied on thelomain expertise

computed here:

~—+

- [Ei HE‘&&%@?\'&E'N Thehuman factoris a significant componen
in the costandeffectivenes®f an attack.

30


mailto:giovanni.apruzzese@uni.li

Giovanni Apruzzes®hD
giovanni.apruzzese@uni.

Cybersecurityy Economics (statef-research)

o Do research papers on adversarial ML take economics into account?

B None Mention [ Measured
1.00 -
7
0.75 4
> 2 14
8)
c
© 0.50 d
o Positive frend
L
“ 025
0.00
2019 2020 2021 TOTAL
Fig. 9: G4: are the costs taken into account (in any way)?

A Only 3 papers provided actual cosh y bbb o606dzi 2yfé& FT2NJ adSELIS)

A The measurements never considered th@nan factor
L GGt C)l LJ LISNBE YSI adzNBR alj dzSNA Saé¢ > RS?SV&S LIl |

. . . . ()
At least in the adversarial ML domain, economics appears to be overlooke\d.w@os?:;\occ\‘-
Wt ior
) N kO
I I U)VERSITAT 0o\ o ¥
LIECHTENSTEIN et

Disclaimerthe findings of all these papers are still significar*t!

31



mailto:giovanni.apruzzese@uni.li

A few words on the statef-researcH

- . UNIVERSITAT
LIECHTENSTEIN

32


mailto:giovanni.apruzzese@uni.li

Giovanni Apruzzes®hD
giovanni.apruzzese@uni.

Data and Reproducibility (statef-research)

® Other = Audio ™ Text ® Images B Not Available [ Public
1.25
‘ 28
1.00 I
1
6 ° >
g 0.75 b - %
= 6 =
@ 050 O
- o
0.25
000 2019 2020 2021 TOTAL 2019 2020 2021 TOTAL
Fig. 10: What are the data-types considered in the evaluation? Fig. 11: Has the source-code been publicly released?
: . vy
A Over 50% of the papers focus on image data (decreasing trend) : Vée,
o,
Only 12 papers (out of 88) focus on ML applications for cybersecurity (e.g., phishing, mé’r\‘h@fg)o%
es_./

Some ML application domains (e.g., finance) ate
rarely discussed in adversarial ML literature.

A Only 50% of the papers release their implementations publicly (increasing trend)
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LYyO2yaAraioasSyid ¢SNXYAy2f23eée 06?2 |
0 ¢KS U(SNMRBEXSIHNREBOTHMNY 6ARSALINBI RI 06 dzi
RSANKSa 2F GGl O1SNRna ({y2¢ft SRAISD® | SNEB

Co et al. [101]: Al nwhite -box settings, the adversary has complete A/’9ns

knowledge of the model architecture, parameters, and training data .[... ] With o

In a black -box setting, the adversary has no knowledge of the target —model stov[ "l ang
and no access to surrogate datasets .0 3]

- . UNIVERSITAT
LIECHTENSTEIN

34


mailto:giovanni.apruzzese@uni.li

Giovanni Apruzzes®hD

giovanni.apruzzese@uni.

LyO2yaAauSyu C¢CSNNYAYy2Z2{ 2de oa?
o ¢CKS uSNAﬁ&EéééKN—ﬂ?BIﬁ&')fINDH é)\RSéLJNBI-RZ 0 dzi
RSANKSa 2F GGl O1SNRna ({y2¢ft SRAISD® | SNEB
Co et al. [101]: Al nwhite -box settings, the adversary has complete Aligp,
knowledge of the model architecture, parameters, and training data .[... ] fWIhSp
In a black -box setting, the adversary has no knowledge of the target —model QSkoVM d’Cand
and no access to surrogate datasets .0
Shan et al. [102]: fA Weassume a basic white box threat model,  where i
adversaries have direct access to the the ML model, its architecture, and f,,o”"" his s iFf,
its internal parameter values [.. ] but do not have access to the training [101](.. h/_erenr
data . 0 7ge\bw(”)/
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knowledge of the model architecture, parameters, and training data .[... ] nSW/hS,,
In a black -box setting, the adversary has no knowledge of the target —model LaskoVM d’Cand

and no access to surrogate datasets .0

Shan et al. [102]: fA Weassume a basic white box threat model,  where

adversaries have direct access to the the ML model, its architecture, and
its internal parameter values [.. ] but do not have access to the training
data . 0

Xiao et al. [22]: Al nthis paper, we focus on the white -box adversarial
attack, which means we need to access the target model (including its
structure and parameters) .0
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Co et al. [101]: Al nwhite -box settings, the adversary has complete Aligp,

knowledge of the model architecture, parameters, and training data .[... ] f”"l'fh Sr

In a black -box setting, the adversary has no knowledge of the target —model stoVM d’Cand
and no access to surrogate datasets .0

Shan et al. [102]: fA Weassume a basic white box threat model,  where i

adversaries have direct access to the the ML model, its architecture, and f,,o”"" his s iFf,

its internal parameter values [.. ] but do not have access to the training [101](.. h/_erem‘
data . 0 re\bo)(”)/
Xiao et al. [22]: Al nthis paper, we focus on the white -box adversarial - Whq

attack, which means we need to access the target model (including its 7"’0;‘7-‘ ut
structure and parameters) .0 & a,«a,e
Suya et al. [103] assume a fblack -box0 attacker that A do emt have direct

access to the target model or knowledge of its par amet ebus ,tiat fAhafs this

access to pre -trained local models for the same task as the target model ff‘om[ O]’ Frep
which could be A di r e c talayable or produced from access to similar ]("b ke’”‘
training data . 0 °’f")./

UNIVERSITAT
LIECHTENSTEIN

37


mailto:giovanni.apruzzese@uni.li

Giovanni Apruzzes®hD
giovanni.apruzzese@uni.

LYyO2yaAraioasSyid ¢SNXYAy2f23eée 06?2 |

o ¢KS uSNmaEéééﬂAymsm f I NOJ éAﬁééLJNSl-ﬁaz 0 dzi
= NRa ({y2¢ft SRISDP | SNE

RSANKBSa 2F Fadl O

Co et al. [101]: Al nwhite -box settings, the adversary has complete
knowledge of the model architecture, parameters, and training data .[... ] ey
In a black -box setting, the adversary has no knowledge of the target —model stov[43d’c ang
and no access to surrogate datasets .0 ]

0
S

Shan et al. [102]: fA Weassume a basic white box threat model,  where

adversaries have direct access to the the ML model, its architecture, and f,wo”""[zh/'sis it

its internal parameter values [.. ] but do not have access to the training 01](" h.e’" ent

data . 0 're‘boxu),

Xiao et al. [22]: Al nthis paper, we focus on the white -box adversarial ~Whay

attack, which means we need to access the target model (including its tra; .Gboufﬂ’

structure and parameters) .0 fin a,«a,e

Suya et al. [103] assume a fblack -box0 attacker that A do emt have direct

access to the target model or knowledge of its par amet ebus ,tiat fAhafs thig

access to pre -trained local models for the same task as the target model 6"0;1, [10 's fer

which could be A di r e c talayable or produced from access to similar ]]("b/ack ent

training data . 0 ~b")r”)/

Hui et al. [104] envision a figray - boxo setting which A gi v dul knowledge T/?/'s,'

to the adversary in terms of the model details . Specifically, except for [102]57‘ exacy

the training data, the adversary knows almost everything about the model, "Wh;}whlch de Same as

such as the architecture and the hyper - parameters used for training .0 €-bgy eii’f/bes
Ihg!
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Co et al. [101]: Al nwhite -box settings, the adversary has complete
knowledge of the model architecture, parameters, and training data .[... ] ey
In a black -box setting, the adversary has no knowledge of the target —model stov[43d’c ang
and no access to surrogate datasets .0 ]

0
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Shan et al. [102]: fA Weassume a basic white box threat model,  where

adversaries have direct access to the the ML model, its architecture, and fpofr""[t]h/'sz;q it

its internal parameter values [.. ] but do not have access to the training 01](" h.e" ent

data . 0 're‘boxu),

Xiao et al. [22]: Al nthis paper, we focus on the white -box adversarial - Wh

attack, which means we need to access the target model (including its *raip OUfrhe

structure and parameters) .0 datg>

Suya et al. [103] assume a fblack -box0 attacker that A do emt have direct

access to the target model or knowledge of its par amet ebus ,tiat fAhafs thig

access to pre -trained local models for the same task as the target model 6"0;1,[_,0 Is iffep

which could be A di r e c talayable or produced from access to similar e lack. ent

training data . 0 bOX”)/

Hui et al. [104] envision a figray - boxo setting which A gi v dul knowledge T/?/'s,'

to the adversary in terms of the model details . Specifically, except for [102]57‘ exacy

the training data, the adversary knows almost everything about the model, --Wh'lj'rWh/ch de Same as

such as the architecture and the hyper - parameters used for training .0 €-b ,,Se‘;i'j/bes q
Ihg!
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P1:Adapt threat models to ML systems

I

i I Gbab Kdawledge, Capabilitiesd Strategyshould
reflect the ML system (and not just the ML model!)

Each of those elements should peecisely defined

Problematic Terms:

A Real attackers haveroader
objectivesand do not want just to
aSPlI RS GKS a]

A Existingerminologyis often
used inconsistently.

- a. DEASRE GSN¥yAy2ft2378

- a! 00Saa¢
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I UNIVERSITAT - A9 0l ar2ye
LIECHTENSTEIN

41


mailto:giovanni.apruzzese@uni.li

P2:Costbasedthreat modeling

Giovanni Apruzzes®hD
giovanni.apruzzese@uni.

ATTACKER:
"will I launch an attack?"

High Benefit

Likel

Low atk

Likely
High atk

Cost
Likely

Cost
Unlikely

Low Qenefit

DEFENDER:
"what is the risk of an attack?"
High atk Likelihood
Mild High
Risk Risk
Low atk High at
Damage Damage
Low Mild
Low atk [ikelihood

"should | make a countermeasure?"

>

DEFENDER:

High a
Yes
Low def

fk Risk
Maybe

High def

Cost
Maybe

Low aqk Risk

Cost

Both attacks and defenses havea@st Real attackers do not launch an
attack if it istoo expensiveand real developers will not develop a

countermeasure if the attack imlikely to occur in reality

A Cost measurements should account for tineman

- . UNIVERSITAT
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factor (queries / computation are not enough)
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gt dzS |t az
with limited knowledge(they are more common in reality)

re o

\
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P3:Collaborations betweemdustryandacademia

Practitioners should benore willingto cooperate
with researchers: both have the same goal!

Streamline research collaboration process
Bug Bounties

Releasing Schematics
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Only 50% of the papers release their source code publi¢htanniapruzzese@uni.

P4:SourcecodeR A & Of 2 adzZNB g A

Just Cultureassumes that mistakes are bound to occur and derive from
organizational issues. Mistakes are avoided by understanding their root
causes and using them as constructive learning experiences.

Embracing a just culture naturally promotes the
gradual improvementat the base of research efforts.

A By releasing the source code, future works can
correct such mistakes, potentially systematizing
them, and hencél dzZNy Ay 3 ay S3lF GA GBS
positive outcomedor our community.

A The fast pace of research in ML can lead
to errors in experiments (not always
spotted during the peereview)

.. .,
- . UNIVERSITAT ‘/f’
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State-of-research [bonus]

TABLE IV: The 88 papers considered in our analysis. Each column reports the answer to one of the 12 research questions we used during our survey
available, the G6 column provides the hyperlink to the websites hosting the source-code of a given paper. Explanations are in Appendix B-1.
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THAT THERE IS A LACK OF EVIDENGE

OF GRADIENT-BASED ATTACKS IN THE WILD?

Doreal attackerscomputegradient?

A We cannot prove it. (yet).

Mo
Vbe 4 /76)/
Qo/
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Attacking Machine Learningpased
Phishing Website Detectors

Basedon ajoint work with: Jehyun Lee, Zhe Xin, Melanie Ng Pei See, Kanav Sabharwal, Dinil Mon Divakara
AAttackingLogaebasedPhishing Websit®etectorswith AdversariaPerturbationg @
European Symposium On Research In Computer Security (2023).
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National University
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WHAT?

1. We propose anovel attack
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WHAT?

1. We propose anovel attack

2. We show thait works
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WHAT?

1. We propose anovel attack
2. We show thatt works

3. X 3k Ay &l -oftte-arksystemdand lBimans
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WHAT?

1. We propose anovel attack
2. We show thatt works

3. X 3k Ay &l -oftte-arksystemdand lBimans

WHY?

o Phishingwebsitesare everywhere
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WHAT?

1. We propose anovel attack
2. We show thatt works

3. X 3k Ay &l -oftte-arksystemdand lBimans

WHY?

o Phishingwebsitesare everywhere

o Countermeasurevisual similarity techniques reliant aleep learning
A Trendy in research [7] but also deployed in practice [50]
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WHAT?

1. We propose anovel attack
2. We show thatt works

3. X 3k Ay &l -oftte-arksystemdand lBimans

WHY?

o Phishingwebsitesare everywhere
o Countermeasurevisual similarity techniques reliant aleep learning
A Trendy in research [7] but also deployed in practice [50]
o Problent the securityof these defenses has not been scrutinized yet
A9aLISOAlIftte FTNRY | aKdzYlyé¢ LISNBLISOG?
R

[7] Abdelnabi, SKrombholz K., Fritz, M.YisualphishnetZereday phishing website detection by visual similalt¢ M CCS (2020)
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WHAT?

1. We propose anovel attack
2. We show thatt works

3. X 3k Ay &l -oftte-arksystemdand lBimans

WHY?

o Phishingwebsitesare everywhere

o Countermeasurevisual similarity techniques reliant aleep learning
A Trendy in research [7] but also deployed in practice [50]

o Problem the securityof these defenses has not been scrutinized yet

A9aLISOAlIftte FTNRY | aKdzYlyé¢ LISNBLISOG?
) Non-+ SClaimep.,
L i Echnical oy,

[7] Abdelnabi, SKrombholz K., Fritz, M.YisualphishnetZereday phishing website detection by visual similalt¢ M CCS (2020)
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Why Phishing?

attack 0
Eyes > defused

f yes
1 "~ phish
is it phishy? - -5 .Q. -->
legit
Y
Human User no attack
Website Phishing Detection System (step 1) (step 2)

phished b

Fig. 1: Scenario: phishing detection is a two-step decision process.
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LogabasedPhishing Websitdetection

N q nu-,-she//

Phishing

Domain name
webpage

/ Contents comparison

t Yes

Genuine
Logo In Protected webpage
) Extraction - ' » E Brands

Logo Image Logo discriminator Unknown
webpage

l||
L
L~

Webpage
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LogabasedPhishing Websitdetection

in a nu-,-she//

Domain name Phishing
/ Contents comparison webpage

t Yes

Genuine
Logo In Protected webpage
) Extraction - ' » E Brands

Logo Image Logo discriminator

l||
L
L~

Webpage

Unknown
webpage
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LogabasedPhishing Websitdetection

In a nu-’-she//

Domain name Phishing
/ Contents comparison webpage

t Yes

Genuine
Logo In Protected webpage
) Extraction - ' » E Brands

Logo Image Logo discriminator

I||
L
L

Webpage

Unknown
e BB, webpage

Problem:these systems are tweaked to minimize false positives.
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LogabasedPhishing Websitdetection

I'n a nurshe//

Phishing

Domain name
webpage

/ Contents comparison

1 Yes

Logo
] » Extraction

II|
s

Webpage

Genuine
In Protected webpage
Brands
|—| No >

Logo Image Logo discriminator Unknown
e = webpage

o800

/ES.

Problem:these systems are tweaked to minimize false positiy

We focus on the Logdiscriminator.
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Our attack: adversarial Iogos

Intuition: create an adversarial logo that s
() minimally alteredwv.r.t. its original variant;
and that (i) misleads the logo discriminatar.

- . UNIVERSITAT
LIECHTENSTEIN

61


mailto:giovanni.apruzzese@uni.li

nni Ap é’hD

Our attack: adversarial Iogos

Intuition: create an adversarial logo that s
() minimally alteredwv.r.t. its original variant;
and that (i) misleads the logo discriminatar.

1. Knowledge:
\J

2. Capabilities:

3. Strategy:
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Our attack: adversarial logos

Intuition: create an adversarial logo that s
() minimally alteredwv.r.t. its original variant;
and that (i) misleads the logo discriminatar.

le e
1. Knowledge: '"Ode/fsdfe °frfe':jeoL
AGKS Fddlr O1 SN SELISOGE GKS RSGSOG 2N
protected set (and that its logos are inspected)

2. Capabilities:

3. Strategy:
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Our attack: adversarial logos

Intuition: create an adversarial logo that s
() minimally alteredwv.r.t. its original variant;
and that (i) misleads the logo discriminatar.

NO knoW/e
d
1. Knowledge: Mode i pe °F The py

€Quireq)

AGKS FdarO1SNI SELISOGa GKS RSGSOG2NJ
protected set (and that its logos are inspected)

2. Capabilities:

A the attacker can observe the decision of the detector TheTZTZGCkep -

A the attacker can manipulate their phishing webpages © Training da'lth"”g
3. Strategy:
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Our attack: adversarial logos

Intuition: create an adversarial logo that s
() minimally alteredwv.r.t. its original variant;
and that (i) misleads the logo discriminatar.

NO kno /dg
1. Knowledge: Mode] is ye OF the py

quI"ed/

N~ ~ Ve ~ ~ Ve

AGKS FGdFrO1SNI SELISOGa GKS RSGSOG2NI
protected set (and that its logos are inspected)

2. Capabilities:
A the attacker can observe the decision of the detector TheTZTZGCke,s an g
A the attacker can manipulate their phishing webpages © Training Za'l‘;?”""g
3. Strategy:Manipulate the logo so that the discriminator has a lower
confidenceA 1 KS RSUSOG2NI gAf ¢ I?S?I-ﬁ/dzfl‘j
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Evaluation:Discriminators

o We propose two novel methods for logdentification:ViTand Swin
A BothViTand Swinleverage transformers [23, 36]. Ve are 4

Sotma|
[ VAT Encoder ]

T T ITIIIL .

T

Encoding ( Linear Embedding ) E %9,’

gAY UL P

il &

PalyAlal

Fig. 2: ViT-based Model Architecture Fig. 3: Swin-based Model Architecture
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[23] Dosovitskiy A., et al.An imageisworth 16x16 words: Transformers for image recognition at seabeiv:2010.11929 (2020)
[36] Liu, Z., et al.Swintransformer: Hierarchical vision transformer using shifted windows. IEEE/CVF ICCV (2021)
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Evaluation:Discriminators

o We propose two novel methods for logdentification:ViTand Swin

A BothViTand Swinleverage transformers [23, 36]. ,",',/jnm);e *he fipgy 4
- STorme .
[ VAT Encoder
e TTITILL]
Linear Embedding |8
“M%ﬁéﬁﬁgﬁﬁ

PdlyAlal

Fig.2: ViT-based Model Architecture Fig. 3: Swin-based Model Architecture

o We will show that these methods reach staiéthe-art performance (currently
obtained by Siamese networks [34])

- I UNIVERSITAT

8 "™ | ECHTENSTEIN _ N _

[23] Dosovitskiy A., et al.An imageisworth 16x16 words: Transformers for image recognition at seabeiv:2010.11929 (2020)

[36] Liu, Z., et al.Swintransformer: Hierarchical vision transformer using shifted windows. IEEE/CVF ICCV (2021) 67

[34]: Lin, Y., et alPhishpediaA Hybrid Deep Learning Based Approach to Visually Identify Phishing WelbSigReX Security (2021)


mailto:giovanni.apruzzese@uni.li

Giovanni Apruzzes®hD
giovanni.apruzzese@uni.

Evaluation:Discriminators

o We propose two novel methods for logdentification:ViTand Swin
A BothViTand Swinleverage transformers [23, 36]. eare the

ViT Encoder

@b@#@b@b@#@%@b

Linear Embedding

“M%éééééﬁﬁ

PdlyAlal

Fig. 2: ViT-based Model Architecture Fig. 3: Swin-based Model Architecture

o We will show that these methods reach staiéthe-art performance (currently
obtained by Siamese networks [34])
A Siamese networks have been assessed in wihitesettings

Aftac kep
te-boxi

]
%‘ah
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Fig. 4: Generative adversarial perturbation workflow
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Evaluation: Attack

0 hdzNJ Fddro] FLLXASAE I GDSYSNI GAQGE

Loss feedback

Logo discriminator

' ‘ ﬂ Training phase

q Attack phase
Logo image Image Perturbation Scalingand Adversarial
dataset generator image clipping logo image

Phishing webpage
Fig. 4: Generative adversarial perturbation workflow
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Results: Baseline
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Results: Attack
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Results: Attack
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(d) at 10 ° FPR

1. When the attacker and defender use the same model, the attack is ~100% effec
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Results: Attack ...
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Takeaways:
1. When the attacker and defender use the same model, the attack is ~100% effect
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Table 1: Training time for the perturbation generators
- I UNIVERSITAT : | Guir Gowin Gstumee Traj,.
LIECHTENSTEIN Avg. training time per epoch (min.) 12 23 8 Ve ’7//79 G

No. of epochs for 0.9 fooling ratio 62 12 1 )’e,\,p Vep is
Training time for 0.9 fooling ratio (min.) T44 277 8 ehS'/'ye / 75
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Results: Humans?

o0 We ask ourselves the following research question (RQ):

DAGSY | LI AN 2F f2323a |6
W RASNAIFINAIFEQ 2yS0X Ol Yy
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Results: Humans?

o0 We ask ourselves the following research question (RQ):

DAGSY | LI AN 27 2
W ROASNAIFNAIFfQ 2ySuz Ol

o We carry outwo userstudiesto answer our RQ:

A Vertical Study small population (N=30) of similar users; 10 questions, but
different for every participant.

A Horizontal Study large population (N=287) of heterogeneous users; 21 fixed
guestions for all participants.

ues*\o“s
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Results: Humans?

Look at these two images for no more than 5 seconds, and then answer the Look at these two images for no more than 5 seconds, and then answer the

similarity question. similarity question.

Logo A Logo A

Logo B Logo B

On a scale from 1 to 5, how similar do you think these two logos are? * On a scale from 1 to 5, how similar do you think these two logos are? *

Very Different @) @ @) @ @) Very Similar Very Different O O O O @) Very Similar
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Results: HumansPeceived

0 C2NJ SOSNE jdzSauA2y> dzaSNR KIR @2
(5= very similar, 1= not similar at all)

100 1 2
8 5.0 — — mm Q1

0 B Q2
o 80 24 4.3 — 88
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o N 2.01e ° 3 Q19
o 207 33 == Q20
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Results: HumansBReceived

0 C2NJ SOSNE jdzSadA2ys> dzaSNR KI R i
(5= very similar, 1= not similar at all)

100 - : >

. 8 5.0 — — mm Q1
0 B Q2
g 80 A 35 24 4.5 B Q8
@] | - | |
a = Rate 1 g 40 — g?o
¢ 60 m=m Rate 2 35
5 > [ Q11
g 33 Il Rate 3 "E 3.0 L B Q13
% 40 - Il Rate 4 r__U B Q17
S o mEm Rate 5 £ 2.5 @ Q18
o N 2.01e ° 3 Q19
o 207 =3 Q20
= > 1.1 B Q21

0 - 1.01e @ o} - @ @ O ©O 11l IR Al
Identical Original-Adversarial
(a) Vertical Study (b) Horizontal Study

Takeaways:
1. Vertical Study: over 85% of participants rated >=3 similarity
2. Horizontal Study: the average similarity per question was >=3
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Countermeasure®

o Can adversarial logos be countered?
A If so, can an adversary launch a counterattack?
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Countermeasure®

o Can adversarial logos be countered?
A If so, can an adversary launch a counterattack?
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(a) Against original generator Gvir (b) Against adaptive generators

Fig. 8: Performance of discriminator and generator due to adversarial training
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Countermeasure®

o Can adversarial logos be counterefd?Yes]
A If so, can an adversary launch a counterattatk¥esL
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Conclusions

1. Weproposedd 2 St | Gial O X
2. We showed thatt works

3. X 3k Ay &l -ofete-arksystemdand lgimans.
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Conclusions

1. We proposed & 2 &S erh"dﬁf*/ﬁj?pger based
-.anhd that I .
2. We showed thatt works " "elstically fogeie

3. X 3F Ay &l -oftte-arksystemdand kimans. hGTcoum‘

be QSUreS ey
m‘e,«ed’. XISt, byt
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We focus on the Logdiscriminator.

Future researchconsider other elements of a phishing detector, and assess
the response of humans to the evasive samples!

W YT | Al of ourresourcesare publiclyavailable]1]

[1]: https://github.com/JehLeeKR/Adversarahishinglogos 86
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