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whoami: Dr. Giovanni Apruzzese

o .ŀŎƪƎǊƻǳƴŘΥ 

Å Did my academic studies (BSc, MSc, PhD) @ University of Modena, Italy.

Supervisor: Prof. Michele Colajanni

Å In 2019, spent 6 months @ Dartmouth College, USA. 

Å Joined the University of Liechtenstein in July 2020 as a PostDoc Researcher.

Supervisor: Prof. Pavel Laskov

Å ²ŀǎ άǇǊƻƳƻǘŜŘέ ǘƻ !ǎǎƛǎǘŀƴǘ tǊƻŦŜǎǎƻǊ ƛƴ {ŜǇǘŜƳōŜǊ нлннΦ

o LƴǘŜǊŜǎǘǎΥ

Å [Areas] Cybersecurity, machine learning, with a strong focus on practice

Å [Applications] Phishing, human factors, and any network-ǊŜƭŀǘŜŘ ǘƻǇƛŎ όҌ       ύ

Å I like talking, researching and teaching ςƛƴ ŀ άōƭǳƴǘέ ǿŀȅ J

o Contact information:

Å Email (work): giovanni.apruzzese@uni.li

Å Website (personal): www.giovanniapruzzese.com

Å Feel free to contact me if you have any questions.

I reply fast, and will happily do so!

mailto:giovanni.apruzzese@uni.li
mailto:giovanni.apruzzese@uni.li
http://www.giovanniapruzzese.com/
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What I do

o Applying ML to provide security of a given information system

Å E.g.: using ML to detect cyber threats

o Attacking / DefendingML applications 

Å E.g.: evading an ML model that detects phishing websites

o Using machine learning ƻŦŦŜƴǎƛǾŜƭȅΧ

Å ΧŀƎŀƛƴǎǘ ŀƴƻǘƘŜǊ ǎȅǎǘŜƳ όŜΦƎΦΥ ŀǊǘƛŦƛŎƛŀƭƭȅ ƎŜƴŜǊŀǘƛƴƎ άŦŀƪŜέ ƛƳŀƎŜǎύ

Å ΧŀƎŀƛƴǎǘ ƘǳƳŀƴǎ όŜΦƎΦΣ ǾƛƻƭŀǘƛƴƎ ǇǊƛǾŀŎȅΣ ŘŜŎŜƛǾƛƴƎ ŜƴŘ-users)

BONUS

o Using ML to attack an ML-based security system and harden it

Machine Learning + Cybersecurity

(more recently)

Human factors in ML & Cybersecurity

mailto:giovanni.apruzzese@uni.li
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Outline of Today

Two paper-inspired talks:

o Machine Learning Security in the Real-World
wŜŦΥ DƛƻǾŀƴƴƛ !ǇǊǳȊȊŜǎŜΣ 5ŀǾƛŘ CǊŜŜƳŀƴΣ {ŀǾƛƴƻ 5ŀƳōǊŀΣ IȅǊǳƳ { !ƴŘŜǊǎƻƴΣ YŜǾƛƴ !ƭŜȄŀƴŘŜǊ wƻǳƴŘȅΣ Cŀōƛƻ tƛŜǊŀȊȊƛ άΩwŜŀƭ !ǘǘŀŎƪers
5ƻƴΩǘ /ƻƳǇǳǘŜ DǊŀŘƛŜƴǘǎΩΥ .ǊƛŘƎƛƴƎ ǘƘŜ DŀǇ .ŜǘǿŜŜƴ !ŘǾŜǊǎŀǊƛŀƭ a[ wŜǎŜŀǊŎƘ ŀƴŘ tǊŀŎǘƛŎŜΦέ L999 /ƻƴŦŜǊŜƴŎŜ ƻƴ {ŜŎǳǊŜ ŀƴŘ 
Trustworthy Machine Learning (2023).

o Attacking Machine Learning-based Phishing Website Detectors
wŜŦΥ WŜƘȅǳƴ [ŜŜΣ ½ƘŜ ·ƛƴΣ aŜƭŀƴƛŜ bƎ tŜƛ {ŜŜΣ YŀƴŀǾ {ŀōƘŀǊǿŀƭΣ DƛƻǾŀƴƴƛ !ǇǊǳȊȊŜǎŜΣ 5ƛƴƛƭ aƻƴ 5ƛǾŀƪŀǊŀƴ ά!ǘǘŀŎƪƛƴƎ [ƻƎƻ-based 
tƘƛǎƘƛƴƎ ²ŜōǎƛǘŜ 5ŜǘŜŎǘƻǊǎ ǿƛǘƘ !ŘǾŜǊǎŀǊƛŀƭ tŜǊǘǳǊōŀǘƛƻƴǎέΦ 9ǳǊƻǇŜŀƴ {ȅƳǇƻǎƛǳƳ hƴ wŜǎŜŀǊŎƘ Lƴ /ƻƳǇǳǘŜǊ {ŜŎǳǊƛǘȅ όнлноύΦ

mailto:giovanni.apruzzese@uni.li
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Outline of Today

Two paper-inspired talks:

o Machine Learning Security in the Real-World
wŜŦΥ DƛƻǾŀƴƴƛ !ǇǊǳȊȊŜǎŜΣ 5ŀǾƛŘ CǊŜŜƳŀƴΣ {ŀǾƛƴƻ 5ŀƳōǊŀΣ IȅǊǳƳ { !ƴŘŜǊǎƻƴΣ YŜǾƛƴ !ƭŜȄŀƴŘŜǊ wƻǳƴŘȅΣ Cŀōƛƻ tƛŜǊŀȊȊƛ άΩwŜŀƭ !ǘǘŀŎƪers
5ƻƴΩǘ /ƻƳǇǳǘŜ DǊŀŘƛŜƴǘǎΩΥ .ǊƛŘƎƛƴƎ ǘƘŜ DŀǇ .ŜǘǿŜŜƴ !ŘǾŜǊǎŀǊƛŀƭ a[ wŜǎŜŀǊŎƘ ŀƴŘ tǊŀŎǘƛŎŜΦέ L999 /ƻƴŦŜǊŜƴŎŜ ƻƴ {ŜŎǳǊŜ ŀƴŘ 
Trustworthy Machine Learning (2023).

o Attacking Machine Learning-based Phishing Website Detectors
wŜŦΥ WŜƘȅǳƴ [ŜŜΣ ½ƘŜ ·ƛƴΣ aŜƭŀƴƛŜ bƎ tŜƛ {ŜŜΣ YŀƴŀǾ {ŀōƘŀǊǿŀƭΣ DƛƻǾŀƴƴƛ !ǇǊǳȊȊŜǎŜΣ 5ƛƴƛƭ aƻƴ 5ƛǾŀƪŀǊŀƴ ά!ǘǘŀŎƪƛƴƎ [ƻƎƻ-based 
tƘƛǎƘƛƴƎ ²ŜōǎƛǘŜ 5ŜǘŜŎǘƻǊǎ ǿƛǘƘ !ŘǾŜǊǎŀǊƛŀƭ tŜǊǘǳǊōŀǘƛƻƴǎέΦ 9ǳǊƻǇŜŀƴ {ȅƳǇƻǎƛǳƳ hƴ wŜǎŜŀǊŎƘ Lƴ /ƻƳǇǳǘŜǊ {ŜŎǳǊƛǘȅ όнлноύΦ

Two goals:

o Inspire you (to do/consider doing research in computer security)

o Entertain you (research should be fun)

mailto:giovanni.apruzzese@uni.li


Machine Learning Security in the Real-World

Based on a joint work with Hyrum S. Anderson, Savino Dambra, David Freeman, Fabio Pierazzi, Kevin Roundy: 
άΩwŜŀƭ !ǘǘŀŎƪŜǊǎ 5ƻƴΩǘ /ƻƳǇǳǘŜ DǊŀŘƛŜƴǘǎΩΥ .ǊƛŘƎƛƴƎ ǘƘŜ DŀǇ .ŜǘǿŜŜƴ !ŘǾŜǊǎŀǊƛŀƭ a[ wŜǎŜŀǊŎƘ ŀƴŘ tǊŀŎǘƛŎŜΦέ 

IEEE Conference on Secure and Trustworthy Machine Learning (2023).
)
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Backstory (DagstuhlςJuly 10-15th, 2022) 

o wŜǎŜŀǊŎƘ ǎŜƳƛƴŀǊ ƻƴ ǘƘŜ ά{ŜŎǳǊƛǘȅ ƻŦ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎέ

mailto:giovanni.apruzzese@uni.li
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Backstory (DagstuhlςJuly 10-15th, 2022) 

o wŜǎŜŀǊŎƘ ǎŜƳƛƴŀǊ ƻƴ ǘƘŜ ά{ŜŎǳǊƛǘȅ ƻŦ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎέ

o The seminar opened with a talk by K. Grosse, showcasing the results of an extensive 
survey with ML practitioners about the security of ML [5]:

ά²Ƙȅ Řƻ ǎƻΚέ

ώрϐ YΦ DǊƻǎǎŜ Σ Ŝǘ ŀƭ άά²Ƙȅ Řƻ ǎƻΚές! tǊŀŎǘƛŎŀƭ tŜǊǎǇŜŎǘƛǾŜ ƻƴ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎ {ŜŎǳǊƛǘȅΣέ  L/a[τNew Frontiers of Adversarial Machine Learning, 2022.

mailto:giovanni.apruzzese@uni.li
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Backstory (DagstuhlςJuly 10-15th, 2022) 

o wŜǎŜŀǊŎƘ ǎŜƳƛƴŀǊ ƻƴ ǘƘŜ ά{ŜŎǳǊƛǘȅ ƻŦ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎέ

o The seminar opened with a talk by K. Grosse, showcasing the results of an extensive 
survey with ML practitioners about the security of ML [5]:

o Many discussions revolved around the impact of our research to the real world. 

o ! ǊŜŎǳǊǊƛƴƎ ƻōǎŜǊǾŀǘƛƻƴ ōȅ ǎƻƳŜ ƻŦ ǘƘŜ ǎŜƳƛƴŀǊΩǎ ŀǘǘŜƴŘŜŜǎ ŦǊƻƳ ƛƴŘǳǎǘǊȅ ǿŀǎ ǘƘŀǘΥ

ά²Ƙȅ Řƻ ǎƻΚέ

ώрϐ YΦ DǊƻǎǎŜ Σ Ŝǘ ŀƭ άά²Ƙȅ Řƻ ǎƻΚές! tǊŀŎǘƛŎŀƭ tŜǊǎǇŜŎǘƛǾŜ ƻƴ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎ {ŜŎǳǊƛǘȅΣέ  L/a[τNew Frontiers of Adversarial Machine Learning, 2022.

άwŜŀƭ ŀǘǘŀŎƪŜǊǎ guessέ

Apparently, the overwhelming 
number of works on adversarial 
ML research were not seen as 
problematic by practitioners!

mailto:giovanni.apruzzese@uni.li
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Backstory (Earth ςJuly 22nd, 2022)

o hƴŜ ǿŜŜƪ ƭŀǘŜǊΣ L ǿŀǎ ƘŀǾƛƴƎ ŀ όǊŜƳƻǘŜύ Ŏŀƭƭ ǿƛǘƘ Cŀōƛƻ tƛŜǊŀȊȊƛΣ ŀƴŘΧ

mailto:giovanni.apruzzese@uni.li
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Do realattackerscompute gradients?

mailto:giovanni.apruzzese@uni.li
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Do real attackers compute gradients? (Case Study)

o ²Ŝ ǘǊƛŜŘ ŀƴǎǿŜǊƛƴƎ ǘƘƛǎ ǉǳŜǎǘƛƻƴ ōȅ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜ !L LƴŎƛŘŜƴǘ 5ŀǘŀōŀǎŜ ώтуϐΧ

o Χōǳǘ we could not find any evidenceƻŦ ǊŜŀƭ ƛƴŎƛŘŜƴǘǎ ǎǘŜƳƳƛƴƎ ŦǊƻƳ άŀŘǾŜǊǎŀǊƛŀƭ 
ŜȄŀƳǇƭŜǎέ όƻǊ ǿƘƛŎƘ ƭŜǾŜǊŀƎŜ ƎǊŀŘƛŜƴǘ ŎƻƳǇǳǘŀǘƛƻƴǎύ

[78]: https://incidentdatabase.ai/

mailto:giovanni.apruzzese@uni.li
https://incidentdatabase.ai/
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Do real attackers compute gradients? (Case Study)

o ²Ŝ ǘǊƛŜŘ ŀƴǎǿŜǊƛƴƎ ǘƘƛǎ ǉǳŜǎǘƛƻƴ ōȅ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜ !L LƴŎƛŘŜƴǘ 5ŀǘŀōŀǎŜ ώтуϐΧ

o Χōǳǘ we could not find any evidenceƻŦ ǊŜŀƭ ƛƴŎƛŘŜƴǘǎ ǎǘŜƳƳƛƴƎ ŦǊƻƳ άŀŘǾŜǊǎŀǊƛŀƭ 
ŜȄŀƳǇƭŜǎέ όƻǊ ǿƘƛŎƘ ƭŜǾŜǊŀƎŜ ƎǊŀŘƛŜƴǘ ŎƻƳǇǳǘŀǘƛƻƴǎύ

o So, we asked a well-known cybersecurity companyto provide us with data from their 
(operational!) phishing website detector, empowered by deep learning

o Just in July 2022, there were 9K samplesŦƻǊ ǿƘƛŎƘ ǘƘŜ a[ ŘŜǘŜŎǘƻǊ ǿŀǎ άǳƴŎŜǊǘŀƛƴέ

Å ¢ƘŜȅ ǿŜǊŜ άŎƭƻǎŜ ǘƻ ǘƘŜ ŘŜŎƛǎƛƻƴ ōƻǳƴŘŀǊȅέΣ ŀƴŘ ǊŜǉǳƛǊŜŘ Ƴŀƴǳŀƭ ǘǊƛŀƎŜ ōȅ ŜȄǇŜǊǘǎ

o We manually analyzedthese (phishing) samples, trying to understand the root-causes 
ƻŦ ǘƘŜǎŜ άŀŘǾŜǊǎŀǊƛŀƭ ǿŜōǇŀƎŜǎέ

What did we find?

[78]: https://incidentdatabase.ai/

mailto:giovanni.apruzzese@uni.li
https://incidentdatabase.ai/
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5ƻ ǊŜŀƭ ŀǘǘŀŎƪŜǊǎ ŎƻƳǇǳǘŜ ƎǊŀŘƛŜƴǘǎΚ ό/ŀǎŜ {ǘǳŘȅύ ώŎƻƴǘΩŘϐ

o The vast majorityƻŦ ǘƘŜǎŜ ǿŜōǇŀƎŜǎ ǿŜǊŜ άƻǳǘ ƻŦ ŘƛǎǘǊƛōǳǘƛƻƴέ

Å They were different from any sample in the training set

o ²Ŝ ǘƘŜƴ ƭƻƻƪŜŘ ŀǘ ŀ ǎƳŀƭƭ ǎǳōǎŜǘ ƻŦ ǘƘŜ ǊŜƳŀƛƴƛƴƎ ƻƴŜǎΧ

mailto:giovanni.apruzzese@uni.li
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5ƻ ǊŜŀƭ ŀǘǘŀŎƪŜǊǎ ŎƻƳǇǳǘŜ ƎǊŀŘƛŜƴǘǎΚ ό/ŀǎŜ {ǘǳŘȅύ ώŎƻƴǘΩŘϐ

o The vast majorityƻŦ ǘƘŜǎŜ ǿŜōǇŀƎŜǎ ǿŜǊŜ άƻǳǘ ƻŦ ŘƛǎǘǊƛōǳǘƛƻƴέ

Å They were different from any sample in the training set

o ²Ŝ ǘƘŜƴ ƭƻƻƪŜŘ ŀǘ ŀ ǎƳŀƭƭ ǎǳōǎŜǘ ƻŦ ǘƘŜ ǊŜƳŀƛƴƛƴƎ ƻƴŜǎΧ

¢ƘŜǎŜ ǘŜŎƘƴƛǉǳŜǎ ƘŀǾŜ ōŜŜƴ ƪƴƻǿƴ ŦƻǊ ŘŜŎŀŘŜǎΧ 
but can still evade modern (and real) ML systems.

mailto:giovanni.apruzzese@uni.li
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Machine Learning Systems

mailto:giovanni.apruzzese@uni.li
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Machine Learning Systems

o In reality, ML models are a single component of a complex ML system

Å Real ML systems (are likely to) have also elements that have nothing to do with ML

mailto:giovanni.apruzzese@uni.li
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Machine Learning Systems

o In reality, ML models are a single component of a complex ML system

Å Real ML systems (are likely to) have also elements that have nothing to do with ML

o {ƻƳŜ a[ ǎȅǎǘŜƳǎ ŀǊŜ άƛƴǾƛǎƛōƭŜέ ǘƻ ǘƘŜƛǊ ǳǎŜǊǎ όŀƴŘΣ ƘŜƴŎŜΣ ǘƻ ǊŜŀƭ ŀǘǘŀŎƪŜǊǎύ

mailto:giovanni.apruzzese@uni.li
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Machine Learning Systems (Case Study)

o This is the architecture of the ML-based spam detection system at Facebook

mailto:giovanni.apruzzese@uni.li
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Machine Learning Systems (Case Study)

o This is the architecture of the ML-based spam detection system at Facebook

o The first layers are meant to block attacks at scale(e.g., query-based strategies)

o All layers use a mix of ML and non-ML techniques (not necessarily deep learning)

o Deep learning really shines at the bottom layer (few events reach this layer, though)

o The output accounts for diverse layers and is not instantaneous (an invisibleML system)

Real attackers have to bypass all layers to be successful.

mailto:giovanni.apruzzese@uni.li
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ά!ǘǘŀŎƪƛƴƎέ ŀƴ invisibleML system

o LŦ L Ǝƻ ƻƴ CŀŎŜōƻƻƪ ŀƴŘ ǿŀƴǘ ǘƻ ǎǇǊŜŀŘ άǎǇŀƳƳȅέ ŎƻƴǘŜƴǘΧ

o ΧǘƘŜ ƻƴƭȅ ǘƘƛƴƎ L ǿƛƭƭ ǎŜŜ ŀŦǘŜǊ άǇƻǎǘƛƴƎέ ƛǘ ƛǎ ǘƘŜ Ǉƻǎǘ ƛǘǎŜƭŦΦ

mailto:giovanni.apruzzese@uni.li
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ά!ǘǘŀŎƪƛƴƎέ ŀƴ invisiblea[ ǎȅǎǘŜƳ όŎƻƴǘΩŘύ

o LŦ L Ǝƻ ƻƴ CŀŎŜōƻƻƪ ŀƴŘ ǿŀƴǘ ǘƻ ǎǇǊŜŀŘ άǎǇŀƳƳȅέ ŎƻƴǘŜƴǘΧ

o ΧǘƘŜ ƻƴƭȅ ǘƘƛƴƎ L ǿƛƭƭ ǎŜŜ ŀŦǘŜǊ άǇƻǎǘƛƴƎέ ƛǘ ƛǎ ǘƘŜ Ǉƻǎǘ ƛǘǎŜƭŦΦ

o I would not be able to see:

Å ¢ƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻŦ CŀŎŜōƻƻƪΩǎ ǎǇŀƳ ŘŜǘŜŎǘƻǊ

Å The fact that it uses ML

Å The fact that my specific post was (or not) analyzed by ML

Å The output of the system to my specific post

o LŦ ǘƘŜ Ǉƻǎǘ άŀǇǇŜŀǊǎέΣ ŘƻŜǎ ƛǘ ƳŜŀƴ ǘƘŀǘ ǘƘŜ ǎȅǎǘŜƳ ǿŀǎ ŜǾŀŘŜŘΚ

Å What if the post gets removed after 1 hour? Or 1 day? 

Å What if my account is blocked after 1 week?

mailto:giovanni.apruzzese@uni.li
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Machine Learning Systems (state-of-research)

o We analyzed all related papers accepted at top-4 cybersecurity conferences (NDSS, S&P, 
CCS, USENIX Sec) from 2019-2021. 

Å hǳǘ ƻŦ мрпф ǇŀǇŜǊǎΣ уу ŦŜƭƭ ƛƴǘƻ ǘƘŜ άŀŘǾŜǊǎŀǊƛŀƭ a[έ ŎŀǘŜƎƻǊȅΦ

Out of these, 78 consider onlydeep learning methods

mailto:giovanni.apruzzese@uni.li
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Machine Learning Systems (state-of-research)

o We analyzed all related papers accepted at top-4 cybersecurity conferences (NDSS, S&P, 
CCS, USENIX Sec) from 2019-2021. 

Å hǳǘ ƻŦ мрпф ǇŀǇŜǊǎΣ уу ŦŜƭƭ ƛƴǘƻ ǘƘŜ άŀŘǾŜǊǎŀǊƛŀƭ a[έ ŎŀǘŜƎƻǊȅΦ

Out of these, 78 consider onlydeep learning methods

Finding a ML system that is openly available for 
research-focused (security) assessments is hard.

Building a pipeline that resembles a 
(realistic) ML system is difficult.

Disclaimer: the findings of all these papers are still significant!
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Cybersecurity is rooted in economics
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Cybersecurity ᵾ Economics

o Given enough resources, any attack will be successful

o ¢ƘŜ Ǝƻŀƭ ƻŦ ŀ ŘŜŦŜƴǎŜ ƛǎ ǘƻ άǊŀƛǎŜ ǘƘŜ ōŀǊέ ŦƻǊ ǘƘŜ ŀǘǘŀŎƪŜǊ

Ą A real attacker will opt for the cheaperstrategy to reach their objective

Ą A real defender will prioritize the most likelythreats.
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Cybersecurity ᵾ Economics

o Given enough resources, any attack will be successful

o ¢ƘŜ Ǝƻŀƭ ƻŦ ŀ ŘŜŦŜƴǎŜ ƛǎ ǘƻ άǊŀƛǎŜ ǘƘŜ ōŀǊέ ŦƻǊ ǘƘŜ ŀǘǘŀŎƪŜǊ

Ą A real attacker will opt for the cheaperstrategy to reach their objective

Ą A real defender will prioritize the most likelythreats.

o In our domain, the costƻŦ ŀƴ ŀǘǘŀŎƪ ƛǎ ǘȅǇƛŎŀƭƭȅ ƳŜŀǎǳǊŜŘ ōȅ ƳŜŀƴǎ ƻŦ άǉǳŜǊƛŜǎέ

Å More queries higher cost  άƭŜǎǎ ŜŦŦŜŎǘƛǾŜέ ŀǘǘŀŎƪ
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Cybersecurity ᵾ Economics (Case Study)

o We performed an in-depth look at the MLSEC anti-phishing challenge of 2021

Å tŀǊǘƛŎƛǇŀƴǘǎ ƘŀŘ ǘƻ άŜǾŀŘŜ ǘƘŜ ōƭŀŎƪ-ōƻȄ ŘŜǘŜŎǘƻǊέ ǿƛǘƘ ŀǎ ŦŜǿ ǉǳŜǊƛŜǎ ŀǎ ǇƻǎǎƛōƭŜ
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Cybersecurity ᵾ Economics (Case Study)

o We performed an in-depth look at the MLSEC anti-phishing challenge of 2021

Å tŀǊǘƛŎƛǇŀƴǘǎ ƘŀŘ ǘƻ άŜǾŀŘŜ ǘƘŜ ōƭŀŎƪ-ōƻȄ ŘŜǘŜŎǘƻǊέ ǿƛǘƘ ŀǎ ŦŜǿ ǉǳŜǊƛŜǎ ŀǎ ǇƻǎǎƛōƭŜ

o The team arriving firstόонл ǉǳŜǊƛŜǎύΧ ǿŀǎ the last to submit their solution

o The team arriving thirdόслу ǉǳŜǊƛŜǎύΧ ǿŀǎ the first to submit their solution

o Both of these teams only relied on their domain expertise

The human factoris a significant component 
in the costand effectivenessof an attack.
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Cybersecurity ᵾ Economics (state-of-research)

o Do research papers on adversarial ML take economics into account?

Å Only 3 papers provided an actual costƛƴ ϷϷ όōǳǘ ƻƴƭȅ ŦƻǊ άŜȄǇŜƴǎŜǎέύ

Å The measurements never considered the human factor

!ǘǘŀŎƪ ǇŀǇŜǊǎ ƳŜŀǎǳǊŜŘ άǉǳŜǊƛŜǎέΣ ŘŜŦŜƴǎŜ ǇŀǇŜǊǎ ƳŜŀǎǳǊŜŘ άǇŜǊŦƻǊƳŀƴŎŜ ŘŜƎǊŀŘŀǘƛƻƴέ

At least in the adversarial ML domain, economics appears to be overlooked. 

Disclaimer: the findings of all these papers are still significant!

mailto:giovanni.apruzzese@uni.li


32

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

A few words on the state-of-research
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Data and Reproducibility (state-of-research)

Å Over 50% of the papers focus on image data (decreasing trend)

Only 12 papers (out of 88) focus on ML applications for cybersecurity (e.g., phishing, malware)

Å Only 50% of the papers release their implementations publicly (increasing trend)

Some ML application domains (e.g., finance) are 
rarely discussed in adversarial ML literature.
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

Xiao et al . [ 22] : ñInthis paper, we focus on the white - box adversarial

attack, which means we need to access the target model (including its

structure and parameters) . ò
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

Xiao et al . [ 22] : ñInthis paper, we focus on the white - box adversarial

attack, which means we need to access the target model (including its

structure and parameters) . ò

Suya et al . [ 103 ] assume a ñblack - boxò attacker that ñdoesnot have direct

access to the target model or knowledge of its parameters,òbut that ñhas

access to pre - trained local models for the same task as the target modelò

which could be ñdirectlyavailable or produced from access to similar

training data . ò
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

Xiao et al . [ 22] : ñInthis paper, we focus on the white - box adversarial

attack, which means we need to access the target model (including its

structure and parameters) . ò

Suya et al . [ 103 ] assume a ñblack - boxò attacker that ñdoesnot have direct

access to the target model or knowledge of its parameters,òbut that ñhas

access to pre - trained local models for the same task as the target modelò

which could be ñdirectlyavailable or produced from access to similar

training data . ò

Hui et al . [ 104 ] envision a ñgray - boxò setting which ñgivesfull knowledge

to the adversary in terms of the model details . Specifically, except for

the training data, the adversary knows almost everything about the model,

such as the architecture and the hyper - parameters used for training . ò
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LƴŎƻƴǎƛǎǘŜƴǘ ¢ŜǊƳƛƴƻƭƻƎȅ όά²Ƙŀǘ ŘƻŜǎ ǘƘŜ ŀǘǘŀŎƪŜǊ ƪƴƻǿΚέύ

o ¢ƘŜ ǘŜǊƳǎ άǿƘƛǘŜ-ōƻȄέ ŀƴŘ άōƭŀŎƪ-ōƻȄέ ŀǊŜ ǿƛŘŜǎǇǊŜŀŘΣ ōǳǘ ƻŦǘŜƴ ŘŜƴƻǘŜ ŘƛŦŦŜǊŜƴǘ 
ŘŜƎǊŜŜǎ ƻŦ ŀǘǘŀŎƪŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ IŜǊŜ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎΣ ǘŀƪŜƴ ǾŜǊōŀǘƛƳΦ

Co et al . [ 101 ] : ñInwhite - box settings, the adversary has complete

knowledge of the model architecture, parameters, and training data . [ ... ]

In a black - box setting, the adversary has no knowledge of the target model

and no access to surrogate datasets . ò

Shan et al . [ 102 ] : ñWeassume a basic white box threat model, where

adversaries have direct access to the the ML model, its architecture, and

its internal parameter values [ ... ] but do not have access to the training

data . ò

Xiao et al . [ 22] : ñInthis paper, we focus on the white - box adversarial

attack, which means we need to access the target model (including its

structure and parameters) . ò

Suya et al . [ 103 ] assume a ñblack - boxò attacker that ñdoesnot have direct

access to the target model or knowledge of its parameters,òbut that ñhas

access to pre - trained local models for the same task as the target modelò

which could be ñdirectlyavailable or produced from access to similar

training data . ò

Hui et al . [ 104 ] envision a ñgray - boxò setting which ñgivesfull knowledge

to the adversary in terms of the model details . Specifically, except for

the training data, the adversary knows almost everything about the model,

such as the architecture and the hyper - parameters used for training . ò

Taken individually, all past work are correct. The problems 
arise when analyzing the situation as a whole!
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Ourfour Positions
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P1: Adapt threat models to ML systems

!ǘǘŀŎƪŜǊΩǎ Goal, Knowledge, Capabilities and Strategyshould 

reflect the ML system (and not just the ML model!)

ĄReal attackers have broader 

objectivesand do not want just to 

άŜǾŀŘŜ ǘƘŜ a[ ƳƻŘŜƭΦέ

Each of those elements should be precisely defined.
Ą Existing terminology is often 

used inconsistently. 

Problematic Terms:
- ά.ƻȄ-ōŀǎŜŘέ ǘŜǊƳƛƴƻƭƻƎȅ

- ά!ŎŎŜǎǎέ

- ά!ŘǾŜǊǎŀǊƛŀƭέ

- ά9Ǿŀǎƛƻƴέ
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P2: Cost-basedthreat modeling

Both attacks and defenses have a cost. Real attackers do not launch an 

attack if it is too expensive; and real developers will not develop a 

countermeasure if the attack is unlikely to occur in reality.

Ą Cost measurements should account for the human 

factor (queries / computation are not enough)

Ą¢ƘŜǊŜ ƛǎ ǾŀƭǳŜ ŀƭǎƻ ƛƴ ŘŜŦŜƴǎŜǎ ǘƘŀǘ ǿƻǊƪ άƻƴƭȅέ ŀƎŀƛƴǎǘ ŀǘǘŀŎƪŜǊǎ 

with limited knowledge (they are more common in reality).
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P3: Collaborations between industryand academia

Practitioners should be more willing to cooperate 

with researchers: both have the same goal!

□ Bug Bounties

□ Streamline research collaboration process

□ Releasing Schematics
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P4: Source-codeŘƛǎŎƭƻǎǳǊŜ ǿƛǘƘ άƧǳǎǘ ŎǳƭǘǳǊŜέ

Just Culture: assumes that mistakes are bound to occur and derive from 

organizational issues. Mistakes are avoided by understanding their root 

causes and using them as constructive learning experiences.

Embracing a just culture naturally promotes the 

gradual improvement at the base of research efforts.

Ą The fast pace of research in ML can lead 

to errors in experiments (not always 

spotted during the peer-review)

Ą By releasing the source code, future works can 

correct such mistakes, potentially systematizing 

them, and hence ǘǳǊƴƛƴƎ άƴŜƎŀǘƛǾŜ ǊŜǎǳƭǘǎέ ƛƴǘƻ 

positive outcomes for our community.

Only 50% of the papers release their source code publicly.

https://real-gradients.github.io
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State-of-research [bonus]
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Do realattackerscompute gradients?

ĄWe cannot prove it L(yet).
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Meet the team

άwŜŀƭ !ǘǘŀŎƪŜǊǎ 5ƻƴΩǘ /ƻƳǇǳǘŜ DǊŀŘƛŜƴǘǎέΥ
Bridging the Gap between Adversarial ML Research and Practice
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Attacking Machine Learning-based
Phishing Website Detectors

Based on a joint work with: Jehyun Lee, Zhe Xin, Melanie Ng Pei See, Kanav Sabharwal, Dinil Mon Divakaran: 
άAttacking Logo-based Phishing Website Detectors with Adversarial PerturbationsέΦ 

European Symposium On Research In Computer Security (2023).
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1. We propose a novel attack

WHAT?
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1. We propose a novel attack

2. We show that it works

WHAT?

mailto:giovanni.apruzzese@uni.li


51

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

1. We propose a novel attack

2. We show that it works

3. ΧŀƎŀƛƴǎǘ ōƻǘƘ ǎǘŀǘŜ-of-the-art systemsandhumans

WHAT?
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o Phishingwebsitesare everywhere
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WHY?
o Phishingwebsitesare everywhere

o Countermeasure: visual similarity techniques reliant on deep learning

Å Trendy in research [7] but also deployed in practice [50]

[7] Abdelnabi, S., Krombholz, K., Fritz, M.: Visualphishnet: Zero-day phishing website detection by visual similarity. ACM CCS (2020)
[50] Apruzzese, G., et al.: άwŜŀƭ !ǘǘŀŎƪŜǊǎ 5ƻƴΩǘ /ƻƳǇǳǘŜ DǊŀŘƛŜƴǘǎέΥ .ǊƛŘƎƛƴƎ ǘƘŜ DŀǇ .ŜǘǿŜŜƴ !ŘǾŜǊǎŀǊƛŀƭ a[ wŜǎŜŀǊŎƘ ŀƴŘ tǊŀŎǘƛŎŜ. IEEE SaTML(2023)

1. We propose a novel attack

2. We show that it works

3. ΧŀƎŀƛƴǎǘ ōƻǘƘ ǎǘŀǘŜ-of-the-art systemsandhumans

WHAT?
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1. We propose a novel attack

2. We show that it works

3. ΧŀƎŀƛƴǎǘ ōƻǘƘ ǎǘŀǘŜ-of-the-art systemsandhumans

WHY?
o Phishingwebsitesare everywhere

o Countermeasure: visual similarity techniques reliant on deep learning

Å Trendy in research [7] but also deployed in practice [50]

o Problem: the securityof these defenses has not been scrutinized yet

Å9ǎǇŜŎƛŀƭƭȅ ŦǊƻƳ ŀ άƘǳƳŀƴέ ǇŜǊǎǇŜŎǘƛǾŜΗ

[7] Abdelnabi, S., Krombholz, K., Fritz, M.: Visualphishnet: Zero-day phishing website detection by visual similarity. ACM CCS (2020)
[50] Apruzzese, G., et al.: άwŜŀƭ !ǘǘŀŎƪŜǊǎ 5ƻƴΩǘ /ƻƳǇǳǘŜ DǊŀŘƛŜƴǘǎέΥ .ǊƛŘƎƛƴƎ ǘƘŜ DŀǇ .ŜǘǿŜŜƴ !ŘǾŜǊǎŀǊƛŀƭ a[ wŜǎŜŀǊŎƘ ŀƴŘ tǊŀŎǘƛŎŜ. IEEE SaTML(2023)
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WHAT?
1. We propose a novel attack

2. We show that it works

3. ΧŀƎŀƛƴǎǘ ōƻǘƘ ǎǘŀǘŜ-of-the-art systemsandhumans

WHY?
o Phishingwebsitesare everywhere

o Countermeasure: visual similarity techniques reliant on deep learning

Å Trendy in research [7] but also deployed in practice [50]

o Problem: the securityof these defenses has not been scrutinized yet

Å9ǎǇŜŎƛŀƭƭȅ ŦǊƻƳ ŀ άƘǳƳŀƴέ ǇŜǊǎǇŜŎǘƛǾŜΗ

[7] Abdelnabi, S., Krombholz, K., Fritz, M.: Visualphishnet: Zero-day phishing website detection by visual similarity. ACM CCS (2020)
[50] Apruzzese, G., et al.: άwŜŀƭ !ǘǘŀŎƪŜǊǎ 5ƻƴΩǘ /ƻƳǇǳǘŜ DǊŀŘƛŜƴǘǎέΥ .ǊƛŘƎƛƴƎ ǘƘŜ DŀǇ .ŜǘǿŜŜƴ !ŘǾŜǊǎŀǊƛŀƭ a[ wŜǎŜŀǊŎƘ ŀƴŘ tǊŀŎǘƛŎŜ. IEEE SaTML(2023)
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Why Phishing?
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Logo-basedPhishing Website Detection
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Logo-basedPhishing Website Detection

Done 
via DL
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Logo-basedPhishing Website Detection

Done 
via DL

Problem:these systems are tweaked to minimize false positives.
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Logo-basedPhishing Website Detection

We focus on the Logo-discriminator.

Done 
via DL

Problem:these systems are tweaked to minimize false positives.
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Our attack: adversarial logos
Intuition: create an adversarial logo that is

(i) minimally altered w.r.t. its original variant; 
and that (ii) misleads the logo discriminator.
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1. Knowledge:

ÅǘƘŜ ŀǘǘŀŎƪŜǊ ŜȄǇŜŎǘǎ ǘƘŜ ŘŜǘŜŎǘƻǊ ǘƻ ƘŀǾŜ ǘƘŜ άǇƘƛǎƘŜŘέ ōǊŀƴŘόǎύ ƛƴ ǘƘŜ 
protected set (and that its logos are inspected)

2. Capabilities: 

Å the attacker can observe the decision of the detector

Å the attacker can manipulate their phishing webpages

3. Strategy:

Our attack: adversarial logos
Intuition: create an adversarial logo that is

(i) minimally altered w.r.t. its original variant; 
and that (ii) misleads the logo discriminator.
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3. Strategy:
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1. Knowledge:
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1. Knowledge:

ÅǘƘŜ ŀǘǘŀŎƪŜǊ ŜȄǇŜŎǘǎ ǘƘŜ ŘŜǘŜŎǘƻǊ ǘƻ ƘŀǾŜ ǘƘŜ άǇƘƛǎƘŜŘέ ōǊŀƴŘόǎύ ƛƴ ǘƘŜ 
protected set (and that its logos are inspected)

2. Capabilities: 

Å the attacker can observe the decision of the detector

Å the attacker can manipulate their phishing webpages

3. Strategy: Manipulate the logo so that the discriminator has a lower 
confidence ĄǘƘŜ ŘŜǘŜŎǘƻǊ ǿƛƭƭ ŘŜŦŀǳƭǘ ǘƻ ŀ άǳƴƪƴƻǿƴ ǿŜōǇŀƎŜέ

Our attack: adversarial logos
Intuition: create an adversarial logo that is

(i) minimally altered w.r.t. its original variant; 
and that (ii) misleads the logo discriminator.
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o We propose two novel methods for logo-identification: ViTand Swin

Å Both ViTand Swinleverage transformers [23, 36].

Evaluation: Discriminators

[23] Dosovitskiy, A., et al.: An image isworth16x16 words: Transformers for image recognition at scale.arXiv:2010.11929 (2020)
[36] Liu, Z., et al. : Swintransformer: Hierarchical vision transformer using shifted windows. IEEE/CVF ICCV (2021)
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o We propose two novel methods for logo-identification: ViTand Swin

Å Both ViTand Swinleverage transformers [23, 36].

o We will show that these methods reach state-of-the-art performance (currently 
obtained by Siamese networks [34])

Evaluation: Discriminators

[23] Dosovitskiy, A., et al.: An image isworth16x16 words: Transformers for image recognition at scale.arXiv:2010.11929 (2020)
[36] Liu, Z., et al. : Swintransformer: Hierarchical vision transformer using shifted windows. IEEE/CVF ICCV (2021)
[34]: Lin, Y., et al.: Phishpedia: A Hybrid Deep Learning Based Approach to Visually Identify Phishing Webpages.USENIX Security (2021)
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o We propose two novel methods for logo-identification: ViTand Swin

Å Both ViTand Swinleverage transformers [23, 36].

o We will show that these methods reach state-of-the-art performance (currently 
obtained by Siamese networks [34])

Å Siamese networks have been assessed in white-box settings

Evaluation: Discriminators

[23] Dosovitskiy, A., et al.: An image isworth16x16 words: Transformers for image recognition at scale.arXiv:2010.11929 (2020)
[36] Liu, Z., et al. : Swintransformer: Hierarchical vision transformer using shifted windows. IEEE/CVF ICCV (2021)
[34]: Lin, Y., et al.: Phishpedia: A Hybrid Deep Learning Based Approach to Visually Identify Phishing Webpages.USENIX Security (2021)
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o hǳǊ ŀǘǘŀŎƪ ŀǇǇƭƛŜǎ ŀ άDŜƴŜǊŀǘƛǾŜ !ŘǾŜǊǎŀǊƛŀƭ tŜǊǘǳǊōŀǘƛƻƴǎέ όD!tύ

Evaluation: Attack
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o hǳǊ ŀǘǘŀŎƪ ŀǇǇƭƛŜǎ ŀ άDŜƴŜǊŀǘƛǾŜ !ŘǾŜǊǎŀǊƛŀƭ tŜǊǘǳǊōŀǘƛƻƴǎέ όD!tύ

o ¢ƘŜ D!t ŀǳǘƻƳŀǘƛŎŀƭƭȅ άƭŜŀǊƴǎέ ǘƻ ŎǊŀŦǘ ŀŘǾŜǊǎŀǊƛŀƭ ƭƻƎƻǎ ǘƘŀǘ ƳƛǎƭŜŀŘ ǘƘŜ ƭƻƎƻ 
discriminator ςwhile being minimally altered.

Evaluation: Attack
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Results: Baseline
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Takeaways:

1. hǳǊ ōŀǎŜƭƛƴŜǎ άǿƻǊƪ ǿŜƭƭέ όƛƴ ǘƘŜ ŀōǎŜƴŎŜ ƻŦ ŀǘǘŀŎƪǎΗύ

2. ViTand SwinŀǊŜ ǎƭƛƎƘǘƭȅ ǿƻǊǎŜ ǘƘŀƴ {ƛŀƳŜǎŜΧ

Results: Baseline
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Results: Attack
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Results: Attack

Takeaways:

1. When the attacker and defender use the same model, the attack is ~100% effective

2. ViTƛǎ ǘƘŜ άƳƻǊŜ Ǌƻōǳǎǘέ ŘŜǘŜŎǘƻǊΗ όƛŦ ǘƘŜ ŀǘǘŀŎƪŜǊ ƛǎ ōƭƛƴŘύ
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Results: Attack

Takeaways:

1. When the attacker and defender use the same model, the attack is ~100% effective

2. ViTƛǎ ǘƘŜ άƳƻǊŜ Ǌƻōǳǎǘέ ŘŜǘŜŎǘƻǊΗ όƛŦ ǘƘŜ ŀǘǘŀŎƪŜǊ ƛǎ ōƭƛƴŘύ
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o We ask ourselves the following research question (RQ):

Results: Humans?

DƛǾŜƴ ŀ ǇŀƛǊ ƻŦ ƭƻƎƻǎ όƛΦŜΦΣ ŀƴ ΨƻǊƛƎƛƴŀƭΩ ƻƴŜΣ  ŀƴŘ ŀƴ 
ΨŀŘǾŜǊǎŀǊƛŀƭΩ ƻƴŜύΣ Ŏŀƴ ǘƘŜ ƘǳƳŀƴ ǎǇƻǘ ŀƴȅ ŘƛŦŦŜǊŜƴŎŜΚ
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o We ask ourselves the following research question (RQ):

o We carry out two user-studiesto answer our RQ:

Å Vertical Study: small population (N=30) of similar users; 10 questions, but 
different for every participant.

Å Horizontal Study: large population (N=287) of heterogeneous users; 21 fixed 
questions for all participants.

Results: Humans?

DƛǾŜƴ ŀ ǇŀƛǊ ƻŦ ƭƻƎƻǎ όƛΦŜΦΣ ŀƴ ΨƻǊƛƎƛƴŀƭΩ ƻƴŜΣ  ŀƴŘ ŀƴ 
ΨŀŘǾŜǊǎŀǊƛŀƭΩ ƻƴŜύΣ Ŏŀƴ ǘƘŜ ƘǳƳŀƴ ǎǇƻǘ ŀƴȅ ŘƛŦŦŜǊŜƴŎŜΚ
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Results: Humans?
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o CƻǊ ŜǾŜǊȅ ǉǳŜǎǘƛƻƴΣ ǳǎŜǊǎ ƘŀŘ ǘƻ ǎŀȅ Ƙƻǿ άǎƛƳƛƭŀǊέ ǘƘŜ ǘǿƻ ƭƻƎƻǎ ǿŜǊŜ 
(5= very similar, 1= not similar at all)

Results: Humans? Deceived!
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o CƻǊ ŜǾŜǊȅ ǉǳŜǎǘƛƻƴΣ ǳǎŜǊǎ ƘŀŘ ǘƻ ǎŀȅ Ƙƻǿ άǎƛƳƛƭŀǊέ ǘƘŜ ǘǿƻ ƭƻƎƻǎ ǿŜǊŜ 
(5= very similar, 1= not similar at all)

Results: Humans? Deceived!

Takeaways:

1. Vertical Study: over 85% of participants rated >=3 similarity

2. Horizontal Study: the average similarity per question was >=3

mailto:giovanni.apruzzese@uni.li


81

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li

o Can adversarial logos be countered? 

Å If so, can an adversary launch a counterattack?

Countermeasures?

mailto:giovanni.apruzzese@uni.li


82

Giovanni Apruzzese, PhD
giovanni.apruzzese@uni.li
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Å If so, can an adversary launch a counterattack?

Countermeasures?
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o Can adversarial logos be countered? Ą Yes J

Å If so, can an adversary launch a counterattack? Ą Yes L

Countermeasures?
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1. We proposed a ƴƻǾŜƭ ŀǘǘŀŎƪΧ

2. We showed that it works

3. ΧŀƎŀƛƴǎǘ ōƻǘƘ ǎǘŀǘŜ-of-the-art systemsandhumans.

Conclusions
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1. We proposed a ƴƻǾŜƭ ŀǘǘŀŎƪΧ

2. We showed that it works

3. ΧŀƎŀƛƴǎǘ ōƻǘƘ ǎǘŀǘŜ-of-the-art systemsandhumans.

Future research: consider other elements of a phishing detector, and assess 
the response of humans to the evasive samples!

Conclusions

We focus on the Logo-discriminator.

All of our resourcesare publiclyavailable[1]
[1]: https://github.com/JehLeeKR/Adversarial-phishing-logos
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